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Spreading Modulation for Multi-Level Non-Volatile
Memories

Tianqiong Luo and Borja Peleato, Member, IEEE

Abstract—The aggressive scaling of NAND f ash memories has
caused signif cant degradation in their reliability and endurance.
One of the dominant factors in this degradation is the inter-cell-
interference, by which the programming of a cell can affect near-
by neighboring cells corrupting the information that they store.
This paper proposes a new data representation scheme which
increases endurance and signif cantly reduces the probability of
error caused by inter-cell-interference. The method is based on
using an orthogonal code to spread each bit across multiple cells,
resulting in lower variance for the voltages being programmed in
the cells. This new data representation method is also shown to
present many of the advantages that spreading sequences bring
to wireless communications. For example, multiple information
sequences can be written on the same cells at different times
without interfering with each other. It also allows storing addi-
tional information on an already programmed memory in such
a way that the new information is hidden by the noise.

Index Terms—Memory signal processing, NAND f ash memory,
modulation, spreading sequence, CDMA

I. INTRODUCTION

NAND Flash is a non-volatile memory technology which
offers signif cantly higher speeds and power eff ciency than
hard drives, but its higher cost is still an obstacle for its
widespread use. The cost of f ash memories is dominated
by the area of silicon that they require per Gigabyte of
stored information. During the last decade, manufacturers have
aggressively scaled the technology to pack more cells in the
same silicon real estate, while they also increased the number
of bits stored in each cell. These techniques succeeded in
reducing the cost of f ash memories to the same order of
magnitude as that of hard drives, but they brought other
problems. One of the main problems that f ash memories are
facing today is the reliability of the stored information [1].
A f ash cell is a f oating gate transistor whose threshold

voltage can be adjusted by injecting charges into its f oating
gate. Information is stored by setting this voltage threshold to
specif c values. In its simplest form, one bit is stored in each
cell, depending on whether it is charged or discharged. Mem-
ories of this type are known as SLC. In order to increase the
capacity (and reduce their cost accordingly) most applications
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now use MLC memories, which can be programmed to four
different voltage levels and store two bits in each cell. Some
manufacturers have gone even further, producing memories
which store three (TLC) or even four bits in each cell [2][3].
As Flash memory technology scales and more bits are

stored in each cell, the signal to noise ratio observed in the
programmed voltages decreases. One of the main sources
of noise, which is becoming increasingly important as the
technology scales and is expected to get even worse for the
forthcoming 3D f ash structures, is inter-cell interference (ICI)
[4] [5]. The shift in threshold voltage of one cell can change
the threshold voltage of its neighbors due to the parasitic
capacitance-coupling effect [6]. Extensive measurements have
shown that the ICI noise created by a cell is proportional to
the voltage to which it is being programmed [7]. Other sources
of noise include Gaussian noise, caused by overprogramming
and charge leakage, and impulse noise, caused by defective or
broken cells [8].
Additionally, f ash cells have a limited lifetime. Before data

can be written to a page1, the block must have been erased
(i.e., all the cells need to be discharged). The tunneling of
charges into and out of the f oating gate causes damage to
the dielectric barrier that holds the charges, limiting the range
of programmed voltages and the number of times that each
cell can be written. The amount of damage that a cell suffers
in a single write operation increases super-linearly with the
programmed voltage [9]. Hence, writing data patterns that are
represented by a lower threshold voltage could prolong the
lifetime of the f ash [10], [11], [12], [13].
This paper extends the work done in [14]. We study spread-

ing modulation, a new data representation scheme which,
among other features, reduces ICI and extends the lifetime of
the memory by reducing the frequency with which the largest
voltage levels are programmed. We analyze its performance
under different noise conditions and show some of its applica-
tions in soft decoding and information security. The proposed
modulation is based on using an orthogonal code to spread
each information symbol across multiple cells, similar to how
DS-CDMA is used in wireless communications [15] [16],
reducing the variance in the programmed voltages. Instead of
sacrif cing capacity by using a modulation code as proposed by
[17] and [18], this scheme increases the number of possible
voltages to be programmed, disregarding the fact that they
might overlap, and imposes a code over the extended space of
voltage levels. It can therefore be used to storeM symbols into
1Cells in a NAND f ash are grouped into pages, which is the smallest unit

for write and read operations. Pages are grouped into blocks, which is the
elementary unit for erase operations
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N cells,justliketheregularscheme,butwithbetterendurance
andSNR.

Theproposedschemeincreasesthenumberofvoltage
levels,soreadingandprogrammingapagemighttakelonger.
Inthereadoperation,thevoltageofthecellsinafashmemory
cannotbe measureddirectly.Readingthecellsinapageis
donebycomparingtheirstoredvoltage withanadjustable
referencevoltaget.Thereadoperationreturnsabinaryvector
withonebitforeachcell: 1ifthecellhasvoltagelower
thantand0otherwise.However,manymemorymanufacturers
nowincorporatededicatedhardwaretoperformmultiplereads
ofthesamepagewithdifferentreferencevoltagestoobtain
afnerquantizationofthevoltages. Thesecommandsare
generallyusedtoperformsoftreadsforLDPCdecoding,but
theycanalsobeusedtoacceleratethereadofadditionallevels
thatourschemeproposes[19].Thepenaltyintermsofread
speedmightbealleviated.

Theprogrammingisdonebysendinghighvoltagepulses
intoonewordline.Aftereachpulse,averifyreadisperformed
andcells whichhavereachedthedesiredlevelofcharge
areinhibitedfromfurtherprogramming.Thisprogramming
methodiscalledISPP[20].Sincetheprogrammingalready
involvesmultipleprogram-verifyiterations,thepenaltydueto
additionallevels mightnotbeassevereasit mightseemat
frst.

Therestofthepaperisorganizedasfollows.SectionII
introducesthesystemmodelusedintherestofthepaper.Sec-
tionIIIexplainsthespreadingdatarepresentationapproach,
analyzingitsperformanceunderdifferenttypesofnoise,and
SectionIVprovidesguidelinesonhowtoadjustthespreading
parameter.Sections Vand VIrespectivelyshowhowthe
spreadingapproachcanbeusedtogeneratesoftinformation
andtohidedatainthememory.Finally,SectionVIIpresents
simulationresultstovalidatethe methodandSection VIII
summarizesandconcludesthepaper.

II.SYSTEM MODEL

Inordertobetterillustratethefeaturesoftheproposed
scheme,thispaper willconsider multiplescenarios with
differentnoisedistributionsand memorytypes.Fromahigh
levelperspective,itwillbeassumedthatinawriteoperation
thehostprovidesavectorof(possiblyencoded)information
symbolsb∈XM fromanalphabetX,whicharethenmapped
toavectorofvoltagesv0 tobeprogrammedonthecells.
Bythetimethatthecellsareread,thevoltages v0 will
havesufferedsomeamountofwhiteGaussiannoise[21],[4],
denotednw,aswellasinter-cellinterference(ICI),denoted
nICI.Therefore,thevoltageactuallystoredinthecellsatread
timeis

v=v0+n; n=nw +nICI: (1)

ThenoiseduetoleakageisalsoassumedtobeGaussianand
isthereforeabsorbedintothenw term.

ICIoccurs whenashiftinthethresholdvoltageofone
cellchangesthethresholdvoltageofitsneighborsdueto
theparasiticcapacitancebetweencells,knownas“foating-
gateinterference”[6].Extensive measurementshaveshown
thatthechangeinthresholdvoltagesufferedbythevictim

cellisproportionaltothethresholdvoltageoftheaggressor
cell,withaproportionalityfactorthatdependsontheparasitic
capacitancebetweentheaggressorcellandthevictimcell.
Thisfactoriscommonlyknownascouplingratioandwillbe
denotedby .Hence,

nICI= vaggressor: (2)

Withtheusualdatarepresentationscheme,eachsymbol b
ismappedtoafxednominalvoltagev0.So,forthesakeof
simplicity,itwillbeassumedthattheybothsharethesame
alphabetX andb= v0.InSLC memoriesthesesymbols
arebinary,in MLCtheycantakefourvalues(representing
twobitsofinformation),inTLCtheytake8values(3bits),
etc.Ingeneral,thenumberoflevelsischosentobeaslarge
aspossiblewhilestillavoidingpotentialoverlapbetweenthe
levelsandexcessivedamagewhenprogrammingthelargest
voltage,denotedVmax.

Damagetofashmemorycellsiscausedbyprogram/erase
(P/E)cycling.Accordingto[9]andtheexperimentalresults
presentedinSectionVII,thedamagesufferedbyacellwhen
programmedtoavoltageVthisapproximatelyproportionalto
V2

th. Mostofthedamagehappenswhencellsareprogrammed
tothelargestvoltageVmax,sowritingdatapatternsthatare
representedbyalowerthresholdvoltagecouldprolongthe
lifetimeofthefash[10],[9],[12].

Theproposeddatarepresentationschemewillusealinear
mappingbetweenthesymbolsbandthenominalvoltagesv0,
tobedescribedinthenextsection.Thismappingwillextend
thenumberofpossiblevoltagestobeprogrammed,butalso
reducethenumberofcellsprogrammedtoVmax,attenuatethe
ICI,andincreaserobustnesstoimpulsenoise.Thiswillresult
inincreasedcapacityandextendedlifetimeforthememory.

Inpractice,thedischargedstatein whichthecellsare
leftafterbeingerasedsetsalowerlimitfortherangeof
programmablevoltagesandthewriteprocedurecanonlypush
thecellstowardshighervoltages.Thusitisnotpossibleto
programNANDfashcellswithanegativevoltage.However,
forourderivationsitwillbeusefultoassumethattherange
ofprogrammablevoltagesissymmetricandthevoltagesv0

andsymbolsbcantakebothpositiveandnegativevalues.
SLCcells willthereforehavetheirvoltagelevelsrelabeled
as−0:5and+0:5,while MLCcellswillbeassumedtotake
voltagelevels−1:5,−0:5,0:5,and1:5.Ingeneral,ifthere
are2SsymbolsinthealphabetX,they willbelabeledas
X={±0:5;±1:5;:::;±(S−0:5)}.Thelargestsymbolinthe
alphabetwillbedenotedbyVmax =S−0:5.Thisrepresents
asimpleshiftofthephysicalreferencesystem.Therestofthe
paperassumesthatthesymbolsbiandvoltagesv0

i havezero
mean.

III. THESPREADINGAPPROACH

Thissectionintroducesthespreadingmodulationandthen
analyzesitsperformanceagainstthreetypesofnoise:Gaus-
sian,ICI,andimpulsenoise.SubsectionIII-Astudiesthe
trade-offbetweendamageandGaussiannoise.TheSNRcan
beincreasedbywideningtherangeofprogrammedvoltages,
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butdoingsoincreasesthedamagesufferedbythecells.Sub-
sectionsIII-BandIII-Cstudyhowtheproposedmodulation
canattenuateICIandimpulsenoise,respectively.

Inatraditionalfashmemory,eachcellstoresafxednumber
ofbits.Thereisusuallysomeredundantbitsintroducedbythe
ECCorRAIDschemesbut,ultimately,eachbitisstoredin
aspecifccell.Cellshaveafxednumberofvoltagelevels
towhichtheycanbeprogrammedandallthelevelsare
writtenwiththesamefrequency.Thissectionproposesanew
datarepresentationschemewhichusesorthogonalcodesto
spreadeachbitacrossmultiplecells,similartoDS-CDMA
transmissioninwirelesscommunications.Thisdatarepresen-
tationschemereducesthevariabilityofthevoltagesbeing
programmedinthecells,resultinginimprovedenduranceand
additionalrobustnesstowardsimpulsenoiseandICI.

Insteadofmappingeachsymbolbitoafxedvoltagev
0
i,

theproposedschemeusesamatrixwithorthogonalcolumnsC
(e.g.,aWalshmatrix)tomapthesymbolsbintovoltagesv0

tobeprogrammed.Forexample,whenmappingfoursymbols
b∈X4intofourcells,thevoltagestobeprogrammedare:







v01
v02
v03
v04





=

k

4
·







1 1 1 1
1 −1 1 −1
1 1 −1 −1
1 −1 −1 1





·







b1
b2
b3
b4





;

wherekisanadjustableparameterthatcontrolstherangeof
voltagesbeingprogrammed.Byscalingk,wecanintroduce
moreseparationbetweentheprogrammedvoltagelevels,but
thedamagesufferedbythecellsandthepowerconsumed
wouldalsoincrease.Ingeneral,whenM symbolsaretobe
programmedintoN≥M cells,

v0=
k

M
Cb; (3)

whereCisa{−1;1}N×M matrixwithorthogonalcolumns
andkVmax isthemaximumvoltagetobeprogrammed(re-
memberthatv0arenottheprogrammedvoltages,butshifted
versionsofthem).Byscalingk, wecanintroduce more
separationbetweentheprogrammedvoltagelevels,butthe
noiseisnotaffectedbythisscaling. Wewillrefertothis
operationasspreading.

Byspreadingeachinformationsymbolacross multiple
cells,weincreasethenumberofpossibleprogrammedvolt-
agesineachcell,sosymbolsandnominalvoltagesno
longersharethesamealphabet.Forexample,intheSLC
case wherebi ∈{−0:5;0:5}andM = N =4,our
schemewouldhavefvepossiblelevelsforeachcell:v0i∈
{−0:5k;−0:25k;0;0:25k;0:5k}.Ingeneral,ifVmax isthe
largestsymbolinthealphabetX,thevoltagelevelsafter
spreadingareintherange[−kVmax;kVmax].

Whenthereadoperationisperformed,thevoltagesare
multipliedbyade-spreadingmatrixCT,whichistheleft
inverseofthespreadingmatrix.Becauseofthepropertiesof
Walshsequences,thede-spreadingmatrixisthetransposeof
thespreadingmatrix.Continuingwiththepreviousexample,

Spreading
Flash
Write/Read

De-spreadingV0 V

Fig.1.Illustrationofthespreadingapproach.

whenN=M =4






b̂1
b̂2
b̂3
b̂4





=

1

k
·







1 1 1 1
1 −1 1 −1
1 1 −1 −1
1 −1 −1 1





·







v1
v2
v3
v4





;

whereb̂i;i=1;2;3;4representtheinformationestimates
afterreading.Ingeneral,

b̂=
M

Nk
CTv; (4)

Theprocessesofspreadingandde-spreadingdiscussedabove
areshowninFig.1.

CombiningEqs.(1),(3),and(4),theestimatedinformation
symbolscanberepresentedas:

b̂i=bi+
M

Nk

NX

j=1

±nj; i=1;2;:::;M: (5)

Thenoisecanbearbitrarilyattenuatedbydecreasing M
Nk,

butthatinvolvessacrifcingcapacitybydecreasingMN orusing
awiderrangeofprogrammedvoltagesbyincreasingk.Since
mostpracticalapplicationsarenotwillingtocompromise
capacity,therestofthepaperassumesM =N,whichmeans
thatthestoragespaceisthesameasintheregularscheme.

A.Gaussiannoiseanddamage

Forfxedvoltagerange(k=1)andsignal-independent
Gaussiannoise,spreadingactuallydecreasesthesignal-to-
noiseratio(SNR)atreadtime.Assumingindependentand
identicallydistributednoisecomponentsni∼N(0;

2)[21],
theSNRoftheregularandspreadingschemesare:

SNRregular=
Ps
2

SNRspread=
Ps
N
k2

2
; (6)

wherePs=E[b
2
i]representsthepowerofthestoredsymbols.

ItiseasytoincreaseSNRspreadwhenneededbyincreasing
thescalingconstantk,butdoingsowidenstherangeof
programmedvoltagesandthuscauses moredamageand
consumesmorepower.Thissubsectionstudiessuchtradeoff.

Oneoftheadvantagesofthespreadingschemeisthatit
reducestheprobabilityofprogrammingthemaximumvoltage
asshowninFig.2,thusreducingthedamagetothefash
memory.Theamountofdamagesufferedbythe memory
isapproximatelyproportionaltothesquareofthevoltage
programmed.AsmentionedinSectionII,cellvoltagesmust
benon-negativesoinpracticetheyareshiftedtobi+Vmax
intheregularschemeandtov0i+kVmax inthespreading
schemewhenE[bi]=0andE[v

0
i]=0.DenoteTspreadand
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Fig.2. Distributionofcellvoltagesforboth modulationschemeswhen
M=N=4,k=1, =0:1, =0:2.Spreadingleadstoadistributionwith
lessvariance.

Tregularthedamagewiththespreadingandtheregularscheme,
respectively.Then,

Tregular=a·E (bi+Vmax)
2

=a(E[b2i]+V
2
max);

Tspread=a·E (v
0
i+kVmax)

2

=a
k2

N
E[b2i]+k

2V2max ; (7)

forsomeconstanta.Fork=1(i.e.,bothschemeshave
identicalprogrammingrange),spreadingcauseslessdamage
thantheregularschemebutitlowerstheSNR.Fork=

√
N

bothschemeshavethesameSNR,butspreadingcausesmore
damage.SectionIVwillelaboratehowtochooseanoptimal
kinbetween.

B.Inter-cellinterference

Theprevioussectionshowedthatwhenthenoiseisinde-
pendentfromthevoltagesbeingprogrammed,ourspreading
schemedoesnotprovideanyimprovementintermsofBER
unlessk≥

√
N.However,the mainsourceofnoisein

newmemorygenerationsisICI,whichisproportionaltothe
voltagesbeingprogrammedinthecells.

Inmostmemories,fashcellsareorganizedinanarray
structureasshowninFig.III-B,whereallthecellsina
wordlineareprogrammedsimultaneouslyandwordlinesare
programmedinincreasingorder.TheISPP[20]algorithm
usedtoprogramwordlinescancompensatefortheinter-cell
interferencecausedbypreviouslyprogrammedwordlines,but
notfortheinterferenceofsubsequentprogramoperations.
Hence,mostoftheICIsufferedbyaspecifccelliscaused
bythedirect-neighbor.ThiswillbetheonlyICIcomponent
consideredinouranalysis,butthesimulationsinSectionVII
willinclude3neighbors.

Bit-line Bit-line Bit-line

Source line

Block

Word-line

Page

Word-line

Word-line

Word-line

Fig.3. Bitline-Wordlinestructureoffashmemory.

AssumingnICI≫nwandM =N,Eq.(5)becomes

b̂i=bi+
1

k

NX

j=1

±nICIj ;i=1;2;:::;M;

wherenICIisproportionaltotheprogrammedvoltages.Ac-
cordingtoEq.(2),nICIcanberepresentedas:

nICI=
k

N

NX

j=1

±bj:

Sotheestimatedsymbolcanberepresentedasb̂i= bi+
bspread,where

bspread=
N

N2X

j=1

±bj:

Ifthedistancebetweenthesymbolsisd,errorshappen
onlywhen bspread≥

d
2.Thedistributionof bspreadis

approximatelyN(0;2E[b2i])whenN islargeaccordingto
theCentralLimitTheorem.Thentheprobabilityoferrorfor
non-extremesymbols2isapproximately

Pspreade ≈2

 
−d

2
p
E[b2i]

!

; (8)

where (u) =
Ru
−∞

1√
2π
e−

y2

2dy.NotethatinEq.(8),the
scalingparameterkhasnoeffectonICI.
Intheregularscheme,theestimatedsymbolis:

b̂i=bi+ bj;

2Non-extremesymbolsrefertothesymbolswhicharenotprogrammedto
thehighestorlowestvoltagelevels.
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withprobabilityoferrorfornon-extremesymbols

Pregulare =P |bj|>
d

2
: (9)

Themainadvantagesoftheproposedspreadingscheme
comesfromthefactthatitleadstolessvarianceinthe
programmedvoltagesthantheregularscheme,asshownin
Fig.2.As increases,theregularschemeintroducesmuch
moreprobabilityoferrorthanourspreadingscheme.For
example,if =0:35andX ={±0:5;±1:5}thend=1
andforMLCmemories

Pregulare(MLC)≃0:25 Pspreade(MLC)≃0:2; (10)

forintermediate(non-extreme)symbolswhenGaussiannoise
isnegligibleaccordingtoEq.(9)andEq.(8).Thelowestand
highestsymbolwouldsufferhalfasmuchprobabilityoferror
inbothcases.
As increases,Pspreade increasesslowerthanPregulare .So,
when islargeenough,thespreadingschemehasabetter
performance.Itisalsoimportanttotakeintoaccountthatthe
groupingofcellsintospreadingblocksmustbedonecarefully.
Ifthesamecells,say1−4,weretakenasaspreadingblock
intwoconsecutivewordlines,theICIwouldhavetheformof
ascaledcodeword,andwouldthereforenotbeattenuatedby
thede-spreading.

C.Impulsenoise

Anotherimportantadvantageofthespreadingapproachlies
onitsincreasedrobustnesstoimpulsenoise.Flashmemories
arecurrentlybeingusedinawidevarietyofenvironments.
InmostofthemtheycompetewithHDDandDRAMbut
therearesomecasesinwhichfashistheonlyviableoption.
Oneofthosecasesaresatelliteapplications.Harddriveshave
movingparts,andneedacertainairpressurefortheheadto
fyappropriately.DRAMmemoriesarevolatileandrequire
frequentrefreshingtoavoidlosingtheinformation.Flash
memories,however,areperfectforsatelliteapplications.Their
lackofmovingpartsmakesthemverycompactandshock
resistant,andtheycanbepoweredoffforextendedperiodsof
timewithoutlosinginformation.
Satellitessufferasignifcantamountofradiation,constitut-
ingoneoftheleadingcausesofelectricalcomponentfailures
[22].AhighenergyparticleimpactingonaNANDfashcell
usuallycauseswhatisknownasastuck-atdefect[8].The
celleffectivelybreaksandwillhenceforthbereadasstoring
thesamevoltagevalue,regardlessofwhatitwasmeantto
beprogrammedto.Intheregularscheme,anybitwrittento
thatcellwillmostlikelybelost.Theschemeproposedinthis
paper,ontheotherhand,spreadseachbitacrossmultiplecells,
andhasachancetorecoverthebitevenifoneofthecellsis
stuckatagivenvalue.
Brokencellscanusuallybeidentifedbeforetheyareread.
TheISPPprogrammingmechanismchecksthecellvoltages
aftersendingeachpulseand,whenthecontrollerdetectsthat
thecellvoltagehasnotchangedafterhavingsentmultiple
pulses,thecellis markedasbroken.Ifthiswereknown
beforetheprogrammingstarted,wecouldjustignorethatcell

altogetherandnotstoreanythinginit.Unfortunately,ifthe
brokencellisdetectedduringprogramming,itistoolateto
stoptheprogrammingoftheothercellsinthepage.
Letpdenotetheprobabilityofacellbreaking. Weas-
sumethatthecontrollerknowswhichcellsarebroken,and
canthereforeassignthemanarbitraryvoltageatreadtime,
independentlyfromtheactualstatetheyarein.Inorderto
minimizetheresultingnoise,brokencellswillbereadas
havingavoltageof0,theaveragevoltagestoredbyahealthy
cell.
Equation(3)showsthatthenominalvoltageprogrammed
inthei-thcellisv0i = c

T
ib,wherec

T
i representsthei-th

rowofthespreadingmatrixC.Ifthei-thcellisbroken,the
controllerinterpretsvi=0,whichisequivalenttoreplacing
i-thcolumnofthede-spreadingmatrixbyzeroswhentheread
operationisperformed.DenotebyĈthematrixCwiththe
i-throwreplacedbyzeros,theestimateddatasymbolscan
thenberepresentedas:

b̂=
1

N
·̂CT·C·b

=
1

N








N−1 ±1 ··· ±1
±1 N−1 ··· ±1
...

...
±1 ±1 ··· N−1















b1
b2
...
bN







;

whereallthenoiseexceptimpulsenoisehasbeenneglected.
Inotherwords,theestimatedinformationsymbolb̂icanbe
representedas:

b̂i=
N−1

N
bi+

1

N

X

j=i

±bj i=1;2;:::;N;

wherethesignsoftheerrortermsdependonthespreading
matrixandthesignsofthedifferentbits.
InSLCfashmemories,anerrorwilloccurifthesignof̂bi
isdifferentfromthesignofbi.Thiscanonlyhappenifthe
signsoftheotherbitsalignjustrightsothattheN−1error
termscanceloutthecorrectN−1N contribution.Ithappenswith
probability 1

2N−1. Moreover,evenwhenthesignsalignjust

righttogivêbi=0,westillhavea50%chanceofguessing
thesigncorrectly.Sotheprobabilityoferrorduetobroken
cellsisN2Np(1−p)

N−1+O(p2).
However,fortheregularscheme,whateverbitswerestored
inthebrokencellsarecompletelylost.TheECCwillhaveto
recoverthemifpossible.Ifacellisbroken,ithasa12chance
ofstoringthecorrectvalue,sotheprobabilityoferrorisp2
fortheregularscheme,whichismuchlargerthanwiththe
spreadingscheme.
In MLCfashmemories,however,ourschemenolonger
offersadvantagestowardsimpulsenoise.Sincetherearemore
programmingvoltagelevels,theerrortermsmayplayamore
importantrolebecauseit maycontainsomelargevoltage
levels.ButspaceapplicationsgenerallyuseSLCmemories
becausetheyaremorereliablethanMLC.

IV.CHOICEOFk

IncreasingkcanimproveSNRthroughnoiseattenuation,
buttherangeofprogrammedvoltagesbecomeswider.Itwas



6

showninFig.2thattheprobabilityofprogrammingavery
largeorsmallvoltagewiththespreadingschemeisvery
low,soitcouldbehelpfultoincreasekandthencropthose
extremes.Ifthegainsintermsofnoiseattenuationobtained
byincreasingkmakeupforthecroppingnoise,theoverall
SNRwillincrease.
Insteadofincreasingkandthencroppingthelargestvolt-
ages,ourschemecropsbothhighandlowvoltagessymmet-
rically,soastominimizethecroppingnoise.Assumingthat
thedesiredrangeofprogrammedvoltagesis[−Vmax;Vmax],
thequantizationnoiseintroducedbycroppingis

qi=






0 ifv0i∈[−Vmax;Vmax]
−v0i+Vmax ifv0i>Vmax
−v0i−Vmax ifv0i<−Vmax,

wherei=1;2;:::;Nandv0iisthei-thcomponentofthe
programmedvoltagev0defnedinEq.(3).Theinformation
symbolsreadcanberepresentedas:

b̂=b+
1

k
CTn+

1

k
CTq;

whereniswritenoiseandICInoiseasdefnedinEq.(1)and
q=[q1;q2;:::;qN]

Tisthequantizationnoise.
Inotherwords,foreachestimatedinformationvaluêbi:

b̂i=bi+
1

k

NX

j=1

±(nICI+nw)+
1

k

NX

j=1

±qj:

Tominimizetheoverloaddistortionintroducedbycropping,
wehopetocroponlythelargestandsmallestvoltagesin
ourscheme,±kVmax.Theselevelsareprogrammedwith
probability 2

LN,whereListhenumberofpossiblevoltage
levels,henceqjcanberepresentedas:

qj=






±(k−1)Vmax withprobability 2
LN

0 withprobabilityL
N−2
LN

TheGaussiannoise,ICI,andquantizationnoiseareuncorre-
lated,sothetotalnoisepowerPN canbefoundbyasimple
sumofthecomponentsPN =Pw+PICI+Pq,where:

Pw=
N

k2
2

PICI=
2E[b2i]

Pq=
2N(k−1)2

k2LN
V2max: (11)

Askincreasesthewritenoisedecreasesbutthequantization
noiseincreases.Thereisatrade-offbetweenquantizationnoise
andwritenoise.AsshowninFig.4,theoptimalkwhich
minimizesthetotalnoisepowerandconsequentlymaximizes
theSNRis:

k⋆=argmin
k

2N(k−1)2

k2LN
V2max+

N

k2
2 :

Thescalingparameterkshouldnotbetoolarge,sothatthe
rangeoftheprogrammedvoltageofthespreadingapproachis
closetothatoftheregularscheme.However,ifkissmall,the
distancebetweenanytwoadjacentlevelswillbereducedor
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Fig.4. QuantizationnoisepowerasafunctionofkforaSLCfashmemory
withM=N=4, =0:1,and =0:2

compressed.Forsomememories,itmaybehardtocontrolthe
smallvoltageincrementsbetweenthelevelsinthespreading
scheme,speciallyifkissmall.Theover-programmingcould
introduceGaussiannoise,butthetotalpowerofthisnoise
wouldstillbelowerthanthatintheregularscheme,sincethe
programmingpulseswouldalsobesmaller.

Inadditiontocropping,thereareotherwaystoincrease
SNRandatthesametimemaintainthesameprogramming
range:wecanreassigntheprogrammedvoltagestoreducethe
probabilityoferror.Thatis,wecanincreasethedistancebe-
tweenthevoltagelevelswithhigherprobabilityanddecrease
thedistancebetweenthevoltagelevelswithlowerprobability.
Thisschemeismorecomplexthancroppingandissuitable
forfashmemorieswithhighcomputationalcapability.Wewill
notdiscussitindetailinthispaper.

V.OBTAININGSOFTINPUT

Therearetwotypesofdecodersinfash:hard-decoders
andsoft-decoders.Thedifferencebetweenthemliesinthe
inputandoutputdictionary:Hard-decodersusuallyhavethe
sameinputandoutputdictionarywhichisafxedsetof
deterministicsymbols;Soft-decodersoperateonlog-likelihood
ratios(LLR),specifyingtheprobabilityofeachinputbeing
anoisyversionofeachsymbol.Soft-decoderscancorrect
moreerrors,buttheyrequiremorereadsandamorecomplex
decodingalgorithm.Somefashcontrollersuseahard-decoder
whenBERislowandswitchtoasoftonewhentheformer
onefails[23].

Infashmemories,cellsarereadbycomparingtheirvoltage
withanumberofreferencethresholds.Ifatotaloflreadshave
beenperformedonapage,eachcellcanbeclassifedasfalling
intooneofthel+1intervalsbetweenthereadthresholds.The
problemofreliablystoringinformationonthefashistherefore
equivalenttotheproblemoferror-freetransmissionovera
Pulseamplitudemodulation(PAM)channel[24].Thechannel
inputsrepresentthelevelstowhichthecellsarewritten,the
outputsrepresentreadintervals,andthechanneltransition
probabilitiesspecifyhowlikelyitisforcellsprogrammedto
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Pij j=1 j=2 j=3 j=4 j=5
i=1 0.0555 0.2048 0.1784 0.0578 0.0041
i=2 0.0040 0.0580 0.1786 0.2034 0.0555
LLRj 2.6301 1.2616 -0.0011 -1.2582 -2.6054

TABLEI
TRANSITIONPROBABILITIESANDLLRVAL ESFORSLCCELLS.

aspecifcleveltobefoundineachintervalatreadtime[25]
[12].

Whenweperformtheminimumrequirednumberofreads
onapage,cellscanonlybeclassifedintothenominalsym-
bols.However,ifweperformadditionalreads,wecanachieve
afnerquantizationofthecellvoltages.Itisthenpossibleto
assignanLLRvaluetoeachofthesevoltageintervals.The
LLRvalueassociatedwithareadintervalrbetweenleveli
andleveljisdefnedasLLRr=log(Pir/Pjr),wherePab
denotesthetransitionprobabilityfromatob.Aharddecoder
takesagreedyapproachmappingeachintervaltothemost
possiblenominalsymbolandreturningtheclosestcodeword.
AsoftdecoderoperatesontheLLRvaluesandusesthose
probabilitiestoperformamaximumlikelihoodestimationof
thecodeword.

AsmentionedinsectionIII,thespreadingapproachbrings
morepossibleprogrammingvoltagelevelsandrequiresmore
readstodistinguishthem.Thisresultsinafnerquantization
ofthecellvoltagesandprovidessoftinputstothedecoder.
Thisholdsevenifwereducethenumberofreadstobethe
sameasintheregularscheme,sincethede-spreadingstep
willcombinethereadvoltagesincreasingthetotalnumber
ofpossiblevalues.Forexample,conventionalSLCmemories
useasinglereadtoclassifythecellsintotwostates.The
channelwiththeregularschemeisthenequivalenttoaBinary
SymmetricChannel(BSC).Inthespreadingscheme,however,
asinglereadwillstillclassifyeachcellintooneoftwo
states,butafterde-spreadingwithN =4,eachcomponent
cantakefvepossiblevalues.Thechannelobservedbyeach
symbolisthenequivalenttothePAMchannelwithfve
outputsillustratedinFig.5.Asanexample,TableIshowsthe
transitionprobabilitiesforFig.5whenwritenoiseisGaussian
withvariance =0.3andICIparameter =0.5.Soft
informationplaysanimportantrolewhennoiseislargeand
helpstominimizetheprobabilityoferror.Inournumerical
simulationwithstrongnoiseinSLCmentionedabove(i.e.,
writenoisewith =0.3andICInoisewith =0.5),
theregularschemecausesprobabilityoferror0.1043andthe
spreadingschemecausesprobabilityoferror0.0893.

Fig.6showsthesymmetriccapacity(i.e.,capacityunder
uniformdistributionofinputs)ofthechannelinthe MLC
casewithwritenoiseN(0,0.12),asafunctionoftheICI
parameter .WhentheICIisweak,theregularscheme(using
3reads)hashighercapacitythanthespreadingone,evenwhen
thelatteruses12reads.However,thecapacityoftheregular
schemedecreasesrapidlywhentheICIincreases,fallingbelow
thecapacityofthespreadingscheme,evenwhenthelatteruses
3reads.

1 2

51 2 3 4

P25P24

P23

P21P15
P14

P13
P12

P11

P22

Fig.5. PAMchannelequivalenttoSLCfashreadchannelinspreading
schemewithM =N=4.
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Fig.6. Comparisonofthechannelcapacityofthespreadingschemeand
regularschemeforMLCfash.

VI. SEC RITY

SectionIIIhasshownhowspreadingcanbebenefcial
toreducetheprobabilityoferrorwhenICIislarge.This
sectionwillshowthatitcanalsobeusedtohideinformation
usingatechniqueknownassuperpositioncoding[26].This
techniquehasbeenwidelyusedinDirect-sequencespread
spectrum(DSSS)communicationstomakespread-spectrum
signalsappearwide-bandandnoise-like,thusmakingthem
hardtodetect[27].
Thekeyideaofhidinginformationusingsuperposition
codingismakingthemodulatedhiddeninformationlooklike
additionalnoise.Inthispaper,wearegoingtousealong
Pseudonoise(PN)sequence[28]tospreadasinglesymbol
ofhiddeninformationovermanycells.Thiswillcreateavery
longsequenceofvoltagecomponents,whichwillbeadded
ontopoftheoriginalinformationstoredinfashinplain
view.Thespreadingandde-spreadingprocessaredescribed
asfollows:Denotethespreadingsequence(PNsequence)
byd∈{+1,−1}Landahiddeninformationsymbolbyh.
Thevoltagecomponentsforthehiddeninformationcanbe
representedas

v= dh,

where isa(small)scalingparameterthatcontrolstherange
ofprogrammedvoltages.
Thecombinedvoltagevc fortheoriginalandhidden
informationis:

vc=b+ dh+n,

wherebisthevectorofLplainviewinformationsymbols
andnisthenoiseasdefnedinEq.(1).
Ifthedistributionofthecombinedvoltagevcstilllooks
similartotheoriginalinformationtoanyunauthorizedreader,
hencemakingitdiffcultforthemtonoticetheexistenceof
thehiddeninformation.Forexample,asshowninFig.(7),the
distributionofthecombinedvoltageoftheoriginalsymbols
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andhiddeninformationisstillsimilartothedistributionof
theoriginalinformationwhenwechoosethescalingfactor
"appropriately.Tomakethecombinedvoltageasrandom
aspossible,wemaydecrease"sothatthepowerofhidden
informationisreduced.However,small"alsobringshigher
probabilityoferrorwhendecodingthehiddeninformation
becausewritenoisewillplayacomparativelylargerinfuence.

Twostepsarerequiredtodecodethehiddeninformation.
Thefrststepissubtractingtheoriginalinformation.Assuming
thatwecanrecovertheoriginalinformationwithlowprob-
abilityoferror,thevoltageleftaftersubtractingtheoriginal
informationisapproximately:

vs≈"dh+n:

Thesecondstepisde-spreadingusingd,thedecodedhidden
informationsymbolis:

bh=
vsdT

L"

=h+
LX

i=1

±
1

"L
ni;

whereListhelengthofthespreadingsequence.

AssumethewritenoisetobeGaussianwithvariance 2,
theSNRafterthede-spreadingprocessis:

SNRPN=
PsL"

2

2
; (12)

wherePsisthepowerofeachhiddeninformationsymbol.

AccordingtoEq.(12),anotherwaytoincreasetheaccuracy
oftherecoveredhiddeninformationistoincreasethelength
ofthespreadingsequenceL.AsshowninFig.8,Phiddene

islowerforthesamePoriginale (equivalently,forthesame
noisevariance)whenthelengthofthespreadingsequence
Lislarger;andviceversa.However,asLincreases,sodoes
thenumberofcellsrequiredtostoreeachhiddeninformation
symbolforhiddeninformation,therebyreducingtheeffective
capacityofthememory.

Inordertobothincreasetheaccuracyoftherecovered
hiddeninformationandsavestoragespace,wemaygroup
severalinformationsymbolstogether.Groupingmeansthatwe
canwriteseveralinformationsymbolsinonegroupofcells
usingorthogonalspreadingsequencesanddecodethemsepa-
rately.Forexample,Fig.8showsthatchoosingthespreading
sequencelengthtobeL=32andusingtwooverlapping
orthogonalsequenceshasabetterperformancethanthecase
withL=16andasinglesequence,despitebothschemesuse
thesamestoragespace.

Additionally,thespreadingapproachsupportsmultipleac-
cess:differenthiddeninformationsequencescanbewritten
atdifferenttimesusingorthogonalspreadingsequencesand
withouterasingthecellsbetweenwrites.Thiscanbeachieved
byshifting~vuptobenon-negative,sothateachwriteonly
needstointroduceasmallvoltageincrementonthecells,and
shiftingthereadvoltagesdownbeforedespreading.
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Fig.7. voltagedistributionforaSLCcellwith =0:1,spreadingfactor
"=0:1andlengthofspreadingsequenceL=16.
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Fig.8.SLCcellwith =0:2.Poriginale representstheprobabilityoferror
ofthedecodedoriginalinformationandPhiddene representstheprobability
oferrorofthedecodedhiddeninformation.

VII.SIMULATIONRESULTS

Thissectioncomparestheproposeddatarepresentation
schemewiththetraditionalonethroughsimulations.Iteval-
uatesbothofthemintermsofBERanddamagecausedto
thememory.Wesimulate10memoryblockswith128pages
perblockand8096cellsineachpage.Eachcellisassumed
tosufferICIfrom3neighborsinthenextwordline,withICI
coeffcients(y;xy) =(0:08;0:006),where yistheICI
coeffcientforthedirectneighbor(theoneinthesamebitline)
and xyistheICIcoeffcientforthetwodiagonalones[4]
[29].ThewritenoiseisassumedtobeGaussianwithzero
meanand =0:1,sonw∼N(0;0:12).
First,westudyhowBERincreaseswithICIwhenM =N,
sothatthestorageeffciencyisthesameasthatintheregular
scheme.AssumeM =N=4,k=1:1,andthevoltagesv0

arecroppedtobeintherange[−1:5;1:5]foraMLCmemory
and[−3:5;3:5]foraTLCmemory.Thefrsttwocurvesin
Fig.9andFig.10(noredundancy)showtheresultsforMLC
andTLC,respectively.WhenICIissmalltheregularscheme
performsbetterinboth MLCandTLCcells,butwhenICI
increases,thespreadingschemeprovideslowerBER.
Wealsostudythecase whenthereisredundancy. We
assumeN=4andM =3,thatis,spreading3symbolsover4
cells,sothatthecoderateis75%inthespreadingscheme.In
theregularscheme,weuse(15;11)Hammingcodetoencode
theinputinformationsothatthecoderateisalmostthesame
asthatinthespreadingscheme.ThelasttwocurvesinFig.9
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andFig.10showthatthespreadingschemeprovideslower
BERasICIincreases.

Then,westudythecasewhentheimpulsenoisedominates
theBERinSLC.Inordertofocusontheimpulsenoise,
boththeGaussiannoiseandICIareassumedtobesmall.The
resultswithoutparityaregivenbythefrsttwocurvesinFig.11
(noLDPC),showingthattheBERwiththetraditionalscheme
ismuchlargerthanwiththespreadingscheme.Additionally,
weanalyedtheperformancewhenthespreadingmodulation
wascombinedwithanLDPCencodingoftheinformation.
Specifcally,weusedthe(6400,5320)LDPCcodewhichis
embeddedinmatlabR2015b. WhenthewritenoiseandICI
noiseisnegligible,theproblemofwritingandreadinginfor-
mationfromafashmemorywiththetraditionalmodulation
isequivalenttotransmissionoverabinaryerasurechannel
(BEC).Thespreadingscheme,ontheotherhand,spreads
outthenoisecausedbybrokencells,effectivelytransforming
theBECchannelintoabinaryinputAWGNchannel,which
isbetterforsoftdecoding.Fig.11showsthatthespreading
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Fig.11.EvolutionofBERascellbrokenratepincreasesforanSLCmemory
(i.e.,b∈{−0.5,0.5}4),when M=N=4,k=1.1, =0.1,ICIcoeffcient
=0.1,theimpulsenoisedominatestheBER.

schemebeginstofailatalargerpandhaslowerBERamong
theoutputbits.
Finally,wedesignedanexperimenttoevaluatehowthe
voltageleveltowhichacellisprogrammedinfuencesthe
damagethatitsuffers.Ourpreliminaryresultsshowedthat
whenmemoriesareprogrammedwithhighlystructureddata
(e.g.50 ofthecellsinawordlinewrittentothesame
level),theybehaveabnormally. encewetriedtouserandom
datainourexperiment,whilestillimposingenoughstructure
toobservedifferentamountofdamageindifferentcells.
Fourblocksina1nm MLCfashwererepeatedlyerased
andprogrammedwithrandomdata,generatedaccordingtoa
differentdistributionforeachcell.Forexample,somecells
wereprogrammedtothehighestlevel 0 ofthetime,while
othersonlyreachedthatlevelon10 ofthePEcycles.After
thewearingphase,eachcellwasprogrammed100moretimes
withuniformrandomdataandadwelltimeof1hourata
temperatureof60Cbetweenwrites.Theinformationwasread
backbeforeeachnewwrite,soastoobtainanaverageBER
(proxyfordamage)attheendofthe100writes.
Oncethecellshadbeenworn(toadifferentnumberofPE
cyclesforeachblock)andtheBERdatahadbeencollected,
weperformedaleastsquaresfttothemodel

BERi= 1P
(1)
i + 2P

(2)
i + 3P

(3)
i + 4P

(4)
i ,

i=1,...,10,(13)

whereP
(j)
i denotestheprobabilityofprogrammingthei-

thcelltoleveljoneachcycleofthewearingphase.The
coeffcientsobtainedforeachofthefourblocks, which
shouldbeproportionaltothedamagecausedbyprogramming
eachlevel,areshowninFig.12.Assumingthatthevoltage
levelsareequallyspaced3,aclearsuperlinearbehaviorcan
beobserved.Aquadraticmodelwasadoptedforsimplicity,
yieldingtheexpressioninEq.()forthedamagewitheach
scheme(withoutlossofgenerality,weassumeda=1).

3nfortunately,wewerenotabletoverifythisfactfromourmemory
manufacturer.
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Fig.12. Coeffcientsmodelingthedamagesufferedbya19nm MLCcell
whenprogrammedtoeachvoltagelevel,fordifferentnumbersofPEcycles.

VIII.CONCLUSION

Thispaperproposedanoveldatarepresentationscheme
where Walshcodesareusedtostoretheinformationina
NAN fashmemory,sothatM symbolsarespreadoutover
Ncells.WeonlydiscussthecasewhereM =Nsothatthe
storageeffciencyisthesameasthatintheregularscheme
inthispaper.However,wecouldhavebetterperformancein
theproposedschemeatthecostofmorestoragespacewhen
N M.
Byincreasingthenumberofpossiblevoltagelevelsineach
cell,disregardingthefactthattheselevelscouldoverlap,the
proposedschemecanprovidesignifcantgainsintermsof
robustnesstowardsinter-cellinterferenceandimpulsenoise.
Additionally,higherlevelsareusedlessfrequentlythaninthe
regularscheme,reducingthedamagesufferedbythecellsand
therebyextendingtheenduranceofthememory.Wealsoshow
thatthisspreadingtechniquecanbeusedtooverlapahidden
layerofinformationontopoftheonestoredinplainview.The
paperprovidesanalyticalexpressionsfortheSNRandBERof
thisspreadingschemeunderGaussiannoise,ICI,andimpulse
noise.Itsperformanceisthenstudiedthroughsimulations.
Infuturework,wewillstudythebestwaytocombinethis
spreadingschemewitherrorcorrectingcodesandwilltryto
fndwaystoovercomethepenaltyintermsofreadspeedthat
theadditionalnumberoflevelsposes.
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