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Correction Masking: a Technique to Implement
Efficient SET Tolerant Error Correction Decoders

He Liu, Pedro Reviriego, Senior Member, IEEE, Costas Argyrides, Senior Member, IEEE,
Liyi Xiao, Member, IEEE

Abstract—Single Event Transients (SETs) can be a major
concern for combinational circuits. Its importance grows as
technology scales because a small charge can create a large
disturbance on a circuit node. One example of circuits that can
suffer from SETs is the decoders of the Error Correction Codes
(ECCs) that are used to protect memories from errors. This paper
presents Correction Masking (CM), a technique to implement
SET tolerant syndrome decoders. The proposed technique is
presented and evaluated both in terms of protection effectiveness
and circuit overhead. The results show that it can provide an
effective protection while reducing the circuit area and power
significantly compared to a Triple Modular Redundancy (TMR)
protection. An interesting result is that Correction Masking
also reduces the delay as it adds less logic in the critical path
than TMR. Finally, the proposed technique can be used for
any syndrome decoder. This means that it is applicable to
many of the ECCs used to protect memories such as Single
Error Correction (SEC), Single Error Correction Double Error
Detection (SEC-DED), Single Error Correction Double Adjacent
Error Correction (SEC-DAEC), and 3-bit burst codes.

Index Terms—Error Correction Codes, Memories, Single
Event Transients.

I. INTRODUCTION

Memories are an important element in modern computing
systems and store data that is critical for correct system
operation. An important issue for memories is that as most
modern electronic devices, they are prone to experience errors
due to noise, interference, aging or radiation induced soft
errors [1]. To avoid data corruption, Error Correction Codes
(ECCs) are widely used to protect memories [2]. For example,
Single Error Correction (SEC) [3] and Single Error Correction
Double Error Detection (SEC-DED) [4] codes are commonly
used to protect against single bit errors. However, as technol-
ogy scales, Multiple Cell Upsets (MCUs) that affect nearby
memory cells become more prominent [1] and codes that can
correct double adjacent errors [5], [6] or larger burst of errors
[7], [8], [9], [10] are also becoming popular.

In all cases, an Error Correction Code introduces a number
of overheads to the memory. For example, parity bits have to
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be added to each memory word thus increasing the number
of memory cells needed to store the same amount of data.
An encoder is needed in write operations to compute those
parity check bits and a decoder to use them in read operations
to detect and when possible correct errors. The encoder
and decoder introduce additional circuitry and also delay for
read/write operations.

An important consideration when using ECCs to protect
memories is that the encoder and decoder combinational
circuitry of the ECC may also be affected by errors itself.
In fact, Single Event Transients (SETs) that cause errors on
combinational logic become also more relevant as technology
scales. Therefore, a number of techniques have been proposed
to protect the encoders, for example of SEC [11] and SEC-
DAEC [12] codes. Concurrent error detection has also been
considered for Orthogonal Latin Square Codes [13], [14] or
Matrix codes [15]. However, all those solutions are specifically
designed for a type of codes and not generally applicable. In
summary, there is no general protection technique to protect
ECC decoders except for the traditional Triple Modular Re-
dundancy (TMR) that triplicates the decoder and votes among
the three replicas. However, TMR introduces a large penalty
in circuit area and power that may not be acceptable in some
applications and also impacts delay due to the voting logic.

In this paper, Correction Masking (CM), an efficient tech-
nique to implement SET tolerant decoders is presented and
evaluated. The results show that CM can significantly reduce
the protection cost compared to TMR while providing an
effective protection. The proposed CM technique is applicable
to any syndrome based decoder and thus includes most of
the ECCs used to protect memories such as SEC, SEC-DED,
SEC-DAEC, and 3-4 bit burst error correction codes. The
rest of the paper is organized as follows, in Section II the
general structure of a syndrome based decoder is presented to
provide the background needed to present the new technique.
The proposed Correction Masking technique is presented in
Section III and evaluated in Section IV. The paper ends in
Section V with the conclusions and ideas for future work.

II. SYNDROME BASED DECODER

A common decoder implementation for SEC-DED [4],
SEC-DAEC [5] or 3-bit burst [8], [9] codes is to recompute
the parity check equations to obtain a vector called syndrome
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Fig. 1. Block diagram of a syndrome decoder.

that is compared to the syndrome of each correctable pattern
to identify and correct the bits in error. In more detail, the
syndrome is calculated by multiplying the codeword with the
parity check matrix, as shown in equation (1). So when in
the absence of errors, the syndrome should be an all zeros
vector as the parity bits were computed using the original
data. If there is a single bit error, then the syndrome will
match the column of the parity check matrix that corresponds
to that bit. If a group of bits is in error, then the syndrome will
match the xor of the columns that correspond to those bits.
Therefore, after computing the syndrome, it can be compared
to the correctable error patterns to determine the bits in error.
Finally, once the erroneous bits have been identified, they can
be corrected.

s = r ·HT = e ·HT (1)

di corr = di ⊕ ei (2)

The block diagram of this decoder is illustrated in Fig.
1 that shows the parity computation, pattern comparison,
and correction blocks. The parity computation produces the
syndrome vector si that is then used to generate a correction
vector ei in the pattern comparison block. Then, based on that
vector the data is corrected to obtain the modified output of
the decoder. Obviously, as the number of correctable error
patterns increases, so does the complexity of the pattern
comparison logic. This makes decoders for SEC-DAEC codes
more complex than for SEC codes, 3-bit burst decoders more
complex than SEC-DAEC codes, and so on.

III. CORRECTION MASKING PROTECTION

Since soft errors are rare events, a commonly used assump-
tion is that within a full clock cycle, there is only one event
in the system. This is for example needed for TMR or SEC
codes to be effective. Therefore, the same assumption is made

Fig. 2. Block diagram of the decoder protected with the proposed technique.

when designing the proposed fault tolerant decoders. In our
case, this means that there is either an error in the input to the
decoder (that would correspond to an SEU in the memory) or
an SET in the decoder circuitry but not both. This leads to a
subtle situation that will enable an efficient protection. Under
the single error event assumption, if the decoder suffers an
SET, its input has to be a correct word.

Based on that situation, the decoder can be protected against
SETs by enabling the correction of the data bits only when an
SEU has been detected. This can be done using the syndrome
that is computed in the first stage of decoding. If there is
an error on the word being decoded, then the syndrome will
not be zero, and when the word is error free, the syndrome
will be zero. Therefore, checking if the syndrome is different
from zero could be used to enable correction of the data bits.
However, there is, the possibility that the SET affects the
syndrome computation circuitry so that for a correct word,
the syndrome is no longer zero. This may lead to miss
correction. To avoid this issue, the parity check equations
can be implemented as independent blocks with no logic
sharing so that an SET can at most corrupt one syndrome bit.
Syndrome bits can be calculated with parity check equations
and received codewords. The same equation is used to find
the error. Expression (3), derived from equation (1) shows the
calculation. This has been proposed to implement fault tolerant
encoders for SEC-DED codes in [11]. A syndrome with only
a single non zero bit would correspond to an error on a parity
bit and will therefore not impact the correctness of the data
at the output of the decoder. This combination of non logic
sharing in the syndrome computation with the enabling of the
correction only when syndrome is non zero can provide an
efficient protection for the decoder with a much lower cost
than traditional solutions such as TMR.

si = r ·HT
(i) = e ·HT

(i) (3)

Let us now discuss the implementation of the proposed
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technique in more detail. This is better done by referring to
Figure 2 that shows a block diagram of the proposed decoder.
The added logic is marked in red. Firstly, in the syndrome
computation block, the parity check equations are computed
using the word read from the memory that includes the data
bits di and the parity bits pi to obtain the syndrome bits si.
This is done using independent circuitry for each parity check
equation so that an SET would corrupt only one of the si bits.
The syndrome is then fed to the pattern comparison block
to generate the error signals ei and also to an r input OR

gate to generate the corren signal as shown in equation (4).
The second block compares the syndrome with the correctable
error patterns to determine which (if any) bits need to be
corrected and outputs the error pattern ei. Then correction
is done. In our design, the correction would only take place
if both ei and corren are both one. The data are corrected
with the corren signal, in contrast to the data corrected with
general syndromes based on (2). This means that when the
syndrome is zero, no correction will take place regardless of
the values of ei. Therefore, SETs in the pattern comparison
block will not corrupt the output data.

corren = s1 + s2 + · · ·+ sr (4)

di corr cm = di ⊕ (ei · corren) (5)

The proposed technique can be used to protect any block
binary error correction code that uses a syndrome comparison
based decoder. Therefore, it can be used for example for SEC
[3], SEC-DED [4], SEC-DAEC [5], [6] or three bit burst [9],
[10] codes. This means that the proposed technique would be
applicable to most error correction codes currently used to
protect memories.

Let us now compare the proposed technique with the tradi-
tional TMR protection shown in Figure 3. It can be observed
that TMR protection introduces a much larger overhead in
terms of circuitry and also in terms of delay as TMR voting is
more complex than the AND with corren added to the critical
path in our design. This will be corroborated in the following
section when both options are implemented and compared.

IV. EVALUATION

To evaluate the proposed technique, it has been implemented
for words of 16,32 and 64 data bits and compared to both an
unprotected decoder and a TMR protected decoder. The reason
to use TMR for comparison is that the proposed scheme is
applicable to any syndrome based decoder and thus it makes
sense to compare it with a general technique like TMR rather
that with schemes that are only applicable to a specific type of
codes [13], [14]. This has been done for the following codes
that are representative of the types of codes commonly used
to protect memories:

• The Odd weight Single Error Correction Double Error
Detection (SEC-DED) codes in [4].

Fig. 3. Block diagram of a syndrome decoder protected with TMR.

• The Single Error Correction Double Adjacent Error Cor-
rection (SEC-DAEC) codes in [5].

• The three bit burst error correction codes in [9].
• The four bit burst error correction codes in [10].
• A Double Error Correction (DEC) BCH code.
The comparison is made both in terms of circuit complexity

and fault tolerance. The following subsections cover each of
those aspects.

A. Circuit Implementation

The decoders have been implemented in HDL and mapped
to a TSMC 65nm library. The synthesis has been run twice,
first setting maximum effort in optimizing area and then in
optimizing delay. The data word lengths considered are k

= 16, 32, and 64. For each of those configurations, three
designs are compared: the unprotected decoder, the decoder
protected with TMR and the proposed decoder. The results
obtained are summarized in Table I. It can be observed that
the proposed Correction Masking technique is able to reduce
significantly the area, power, and delay in all configurations
compared to TMR. This was expected as CM adds very
little additional logic and most of it is not on the critical
path. TMR instead triples the decoder and adds voters on the
outputs that introduce additional delay. More specifically, for
an area optimized synthesis, TMR requires an overhead in
the range 206% to 253% compared to 24% to 43% for the
proposed correction masking technique. For a delay optimized
synthesis, TMR increases the delay by 14% to 26% while the
proposed technique introduces a delay of 1-3% in most cases
and 10% in the worst case. The savings in power compared
to TMR also large for both synthesis options. In some cases,
the proposed decoder is actually faster than the unprotected
decoder. This may be due to the use of independent blocks
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TABLE I
DECODER: AREA (µm2), DELAY (ns), AND POWER (mW ).

k Code Protection Area Optimization Delay Optimization
Area Overhead Delay Power Area Delay Overhead Power

16

SEC-DED [4]
Unprotected 322.80 0% 1.86 0.47 1340.7 0.67 0% 1.13

Proposed 402.80 24.78% 2.15 0.52 1548.3 0.68 1.49% 1.13
TMR 1128.80 249.70% 2.44 1.61 4374.3 0.82 22.39% 3.76

SEC-DAEC [5]
Unprotected 421.20 0% 2.67 0.72 2343.99 0.75 0% 2.40

Proposed 543.20 28.96% 2.54 0.84 2537.59 0.79 5.33% 2.24
TMR 1422.40 237.70% 3.27 2.37 5901.99 0.95 26.67% 5.67

3-Burst [9]
Unprotected 503.20 0% 2.65 0.78 2519.1 0.80 0% 2.70

Proposed 658.00 30.76% 3.20 0.87 3426.3 0.81 1.25% 2.30
TMR 1663.20 230.52% 3.24 3.33 7277.1 0.93 16.25% 7.74

4-Burst [10]
Unprotected 593.60 0% 2.85 1.16 2431.19 0.84 0% 2.57

Proposed 1018.40 71.56% 3.91 1.24 4666.79 0.90 7.14% 3.08
TMR 1932.40 225.54% 3.45 3.66 7798.39 0.99 17.86% 7.92

BCH-DEC
Unprotected 1578.80 0% 4.52 3.99 7002.78 1.12 0% 8.92

Proposed 1940.80 22.93% 4.49 3.02 7258.79 1.09 -2.68% 9.14
TMR 4906.80 210.79% 5.05 12.16 20517.20 1.28 14.29% 26.62

32

SEC-DED [4]
Unprotected 584.80 0% 1.96 0.85 2390.7 0.78 0% 2.17

Proposed 816.00 39.53% 2.22 0.97 2871.5 0.80 2.56% 2.45
TMR 2065.20 253.15% 2.56 2.90 7598.3 0.93 19.23% 6.76

SEC-DAEC [5]
Unprotected 774.00 0% 3.45 1.38 3598.79 0.88 0% 3.68

Proposed 1057.20 36.59% 3.40 1.80 4129.19 0.88 0% 4.23
TMR 2641.20 241.24% 4.05 4.50 11496.79 1.04 18.18% 11.40

3-Burst [9]
Unprotected 1008.40 0% 3.89 1.79 6605.5 0.86 0% 8.05

Proposed 1314.40 30.35% 4.15 1.91 7117.5 0.95 10.47% 6.99
TMR 3317.20 228.96% 4.50 6.95 14296.3 1.03 19.77% 15.92

4-Burst [10]
Unprotected 1448.00 0% 3.99 3.65 6535.99 1.01 0% 8.29

Proposed 1927.60 33.12% 4.88 2.78 9209.99 1.03 1.98% 7.95
TMR 4631.20 219.83% 4.67 11.32 17772.39 1.17 15.84% 23.33

BCH-DEC
Unprotected 4876.00 0% 5.76 13.59 24971.19 1.17 0% 35.92

Proposed 4791.20 -1.74% 5.57 6.12 22262.79 1.20 2.56% 18.65
TMR 14966.40 206.94% 6.30 40.91 56064.39 1.43 22.22% 81.20

64

SEC-DED [4]
Unprotected 1163.6 0% 3.21 1.88 5128.7 0.84 0% 5.86

Proposed 1671.2 43.62% 3.03 2.10 6405.9 0.86 2.38% 5.70
TMR 4080.8 250.70% 4.03 6.28 16315.1 1.01 20.24% 17.08

SEC-DAEC [5]
Unprotected 1497.60 0% 3.93 2.64 6408.79 1.05 0% 6.83

Proposed 2139.20 42.84% 4.48 3.49 9068.39 0.95 -9.52% 9.76
TMR 5098.80 240.46% 4.52 8.59 19009.19 1.19 13.33% 19.76

3-Burst [9]
Unprotected 1945.20 0% 4.05 3.06 8717.5 1.05 0% 10.47

Proposed 2474.40 27.21% 3.75 3.37 11087.5 1.04 -0.95% 10.17
TMR 6372.00 227.58% 4.62 13.72 23695.5 1.20 14.23% 29.38

4-Burst [10]
Unprotected 3113.20 0% 5.01 9.29 15345.59 1.06 0% 22.45

Proposed 3894.40 25.09% 4.97 5.48 18361.19 1.13 6.60% 17.89
TMR 9940.00 219.29% 5.68 28.50 38918.78 1.28 20.75% 59.53

BCH-DEC
Unprotected 15470.40 0% 8.03 39.61 70029.79 1.41 0% 94.79

Proposed 18162.80 17.40% 8.62 22.64 62635.58 1.45 2.84% 47.48
TMR 47759.60 208.72% 8.33 120.67 163594.79 1.72 21.99% 224.48

for the computation of the parity check equations in the
proposed technique that may enable the synthesizer to obtain
a better result. Those cases were double checked to ensure
that the same results were consistently obtained on different
runs. Overall, the benefits of correction masking over TMR
are observed consistently for all the codes considered. These
results clearly illustrate the benefits of the Correction Masking
in terms of circuit complexity compared to TMR.

B. Fault Tolerance

To evaluate the effectiveness of the proposed technique in
protecting against Single Event Transients (SETs), FITBS, a
RTL-level fault injection tool based on the simulation has
been used [16]. FITBS analyzes the circuit structure with the
gate-level netlists to obtain the information of the nodes in
circuit and performs fault injection into the circuit. In the tool,
the widely used Modelsim HDL simulator is invoked, so the
results from the simulator can be reproduced. The tool invokes
the simulator to get a golden model without faults at first.
Then faults are injected to the circuits. Simulator generates
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TABLEII
FAULTINJECTION.

DataBits Code Protection Nnode TotalSETs
SETPulse(500to1000[ps]) SETPulse(50to200[ps])
SETFailure αsystem SETFailure αsystem

16

SEC-DED[4]
Unprotected 63 31500 3356 10.65% 479 1.52%

Proposed 63 31500 0 0% 0 0%
TMR 237 118500 0 0% 0 0%

SEC-DAEC[5]
Unprotected 98 49000 8100 16.53% 1178 2.40%

Proposed 104 52000 0 0% 0 0%
TMR 357 178500 0 0% 0 0%

3-Burst[9]
Unprotected 145 72500 9139 12.61% 911 1.26%

Proposed 174 87000 0 0% 0 0%
TMR 515 257500 0 0% 0 0%

4-Burst[10]
Unprotected 170 85000 7243 8.52% 900 1.06%

Proposed 305 152500 0 0% 0 0%
TMR 581 290500 0 0% 0 0%

BCH-DEC
Unprotected 585 292500 34769 11.89% 2956 1.01%

Proposed 631 315500 0 0% 0 0%
TMR 1732 866000 0 0% 0 0%

32

SEC-DED[4]
Unprotected 119 59500 6258 10.52% 967 1.63%

Proposed 126 63000 0 0% 0 0%
TMR 462 231000 0 0% 0 0%

SEC-DAEC[5]
Unprotected 200 100000 16128 16.13% 2408 2.41%

Proposed 217 108500 0 0% 0 0%
TMR 705 352500 0 0% 0 0%

3-Burst[9]
Unprotected 325 162500 22175 13.65% 3292 2.02%

Proposed 380 190000 0 0% 0 0%
TMR 1019 509500 0 0% 0 0%

4-Burst[10]
Unprotected 479 239500 29024 12.12% 3967 1.66%

Proposed 604 302000 0 0% 0 0%
TMR 1494 747000 0 0% 0 0%

BCH-DEC
Unprotected 1785 892500 95951 10.75% 11826 1.33%

Proposed 1789 894500 0 0% 0 0%
TMR 5449 2724500 0 0% 0 0%

64

SEC-DED[4]
Unprotected 247 123500 13156 10.65% 2126 1.72%

Proposed 276 138000 0 0% 0 0%
TMR 969 484500 0 0% 0 0%

SEC-DAEC[5]
Unprotected 401 200500 31853 15.89% 3948 1.97%

Proposed 431 215500 0 0% 0 0%
TMR 1360 680000 0 0% 0 0%

3-Burst[9]
Unprotected 586 293000 44713 15.26% 5874 2.00%

Proposed 706 353000 0 0% 0 0%
TMR 1890 945000 0 0% 0 0%

4-Burst[10]
Unprotected 1043 521500 64281 12.33% 8282 1.59%

Proposed 1319 659500 0 0% 0 0%
TMR 3294 1647000 0 0% 0 0%

BCH-DEC
Unprotected 6028 3014000 345585 11.47% 40369 1.34%

Proposed 6861 3430500 0 0% 0 0%
TMR 17620 8810000 0 0% 0 0%

thefault-injectedresults.TheFITBStoolcancomparethe

resultsfromfault-injectedandgolden modeltosimulatethe

effectsofSETs.

Theinjection wasdoneonthesynthesizednetlistfora

65nmtechnologylibrary.TwoSETpulse widthrangesare

deinedandsetaccordingtothegeneralSETpulsedistribution

[17].ThetypicalSETpulsedistributionrangeis50to200

psandthe worstcaseis500to1000ps.Foreachdesign,

alltheinjectionnodesareanalyzedfromthenetlistile.The

correctiongatesand TMRvotersinalldesigns werenot

consideredforSETinjectioninsertionastheyareassumedto

beimplementedwithrad-hardcells.Then500injectionsare

performedoneachnodeatdifferentrandomtimeinstants.The

failurerateofeachinjectionnodeisdeinedastheratioofthe

numberoffailureoccurrenceandthenumberoftotalinjection

times.Theinalsystemfailurerateistheaverageofallthe

injectionnodefailurerates.Thesetwoevaluationparameters

aredeinedinthefollowingformula:

αnode =
noccurrence

ntotalinjectiontimes
(6)

αsystem =
i=Nnode

i=1 (αnode)i

Nnode
(7)
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where Nnode is the number of the total injection nodes; αnode

is the failure rate of each injection node;αsystem is the failure
rate of the whole system.

The results are shown in Table II. It can be seen that both
TMR and correction masking tolerate all the injected SETs
while the unprotected designs have failure rates of 1-2.5%
for the short pulses and of 8-16% for the long pulses. There-
fore, these experiments suggest that the proposed correction
masking technique will be effective in protecting the decoders
against SETs.

V. CONCLUSION AND FUTURE WORK

This paper has presented Correction Masking (CM) an
efficient technique to protect syndrome decoders against Single
Event Transients (SETs). Correction Masking exploits the sin-
gle error assumption to mask corrections when the syndrome
is zero thus ensuring that SETs that affect the decoder when
its input is a valid word will not affect the output data.
This provides an effective protection while requiring a much
simpler logic than Triple Modular Redundancy (TMR).

The proposed technique has been implemented and evalu-
ated for different codes that include SEC-DED, SEC-DAEC,
3-bit burst, 4-bit burst and DEC codes. The results confirm
that it can provide an effective protection with a significant
reduction in area, power an delay compared to TMR. There-
fore, Correction Masking seems to be an attractive alternative
to TMR to protect syndrome decoders. It can be used for
example to protect the decoders of SEC-DED, SEC-DAEC
or three bit burst codes that are frequently used codes for
memory protection.

Future work will consider the implementation of a physical
prototype of correction masking to validate it with radiation
testing.
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