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Abstract

With the increasing availability of mobile devices and data generated by end-users, scientific
instruments and simulations solving many of our most important scientific and engineering
problems require powerful solutions. These solutions should provide the whole chain to
process data and services from the mobile users to the cloud infrastructure, which must also
integrate heterogeneous clouds to provide availability, scalability, and data privacy. This
special issue presents research works showing advances on mobile, hybrid, and heterogeneous
clouds for modern cyberinfrastructures.
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1. Presentation

With the increasing availability of mobile devices and data generated by end-users, sci-
entific instruments and simulations solving many of our most important scientific and engi-
neering problems require powerful solutions, providing the whole chain to process data and
services from the mobile users to the cloud infrastructure. Following [1], cloud computing
can be defined as a computing environment where computing needs by one party can be out-
sourced to a third party and when need be arise to use the computing power or resources like
database or emails, they can be accessed through internet. As a result, computing and data
are moving away from external devices, desktops, and portable PCs into large world-wide
data centers.

To cope with the increasing scale and heterogeneity, hybrid High Performance Comput-
ing (HPC) infrastructures, combining the benefits of several technologies are needed [2].
These solutions are more and more important due to the increasing synergies between cloud
computing and data intensive applications. This convergence requirea cyberinfrastructures
that must be powerful in a broad sense (computation, storage, I/O capacity, communica-
tions, etc) to satisfy the services and data processing requirements from millions of users,
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but at the same time, they have to provide both strong connectivity and adaptivity utili-
ties to cope with near future mobile applications [3], which will suffer problems like delays,
disconnections, failures, etc. Mobile cloud computing [4] can address these problems by
offloading mobile applications on resource providers external to the mobile device.

However, the spectacular increase of mobile and IoT devices, makes unfeasible to send all
data and control needed to centralise every aspect of the applications. It is then necessary
to integrate hybrid clouds, which can provide support for the whole productivity chain, to
provide availability, scalability, and data privacy. Inside this productivity chain, it is impor-
tant to provide edge computing, which means providing computing and storage capacity at
the Internet edge in close proximity to mobile devices or sensors. Edge computing allows to
locate compute and storage resources near the needs [5], delivering highly responsive cloud
services, scalability, and privacy-policy enforcement for the IoT and mobile devices. In addi-
tion, edge computing allows to reduce the load on the network and intermediate nodes that
would cause the transmission of all data to centralised data centers. Other new paradigms
propose to extend the Cloud Computing paradigm to the edge of the network. Fog Com-
puting [6, 7] is oriented toward IoT devices with low latency and fast responsiveness [6, 7].
Mobile-edge cloud computing [8] is a new paradigm to provide cloud computing capabilities
at the edge of pervasive radio access networks in close proximity to mobile users.

This special issue presents research works showing advances on mobile, hybrid, and
heterogeneous clouds for cyberinfrastructures, including new platforms, system software en-
hancements, algorithm design and optimization, programming paradigms and techniques,
data processing support in homogeneous and heterogeneous computing systems, tools and
environment for MHCC data and computing systems, runtime support for MHCC and per-
formance simulations, measurement, and evaluations. The special issue includes extended
versions of the selected papers of CCGrid 2017 conference whose topics fit in the scope of
this special issue, but it has been also open to any author, through an open call.

2. Special Issue Contents

This special issue of Future Generation Computer Systems Journal contains papers
selected from a set of invited papers extracted from the papers presented in the 17th
IEEE/ACM International Symposium on Cluster, Cloud and Grid Computing (CCGrid
2017), held in Madrid, Spain, but it also covers papers coming from an open call. CCGrid is
a successful series of conferences that serves as the major international forum for presenting
and sharing recent research results and technological developments in the fields of Cluster,
Cloud and Grid computing.

The special issue received 11 papers, 9 featuring extended versions of papers selected
among top ranked papers of CCGrid 2017 and two from the open call. Six of which were se-
lected for publication after going through the Future Generation Computer Systems Journal
peer review process. As we show below, the accepted papers cover important aspects of the
special issue topics, going from more traditional Cloud Computing topics to Fog Computing
aspects.
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The paper “Predicting Cloud Performance for HPC Applications Before Deployment”
[9] presents a machine-learning methodology to support the user in the selection of the best
cloud configuration to run the target HPC workload before deploying it in the cloud. This
methodology enables the user to decide if and what to buy before facing the cost of porting
and analyzing the application in the cloud. It couples a cloud-performance-prediction model
(CP) on the cloud-provider side with a hardware-independent profile-prediction model (PP)
on the user-side. PP captures the application-specific scaling behavior. The user profiles
the target application while processing small datasets on small machines she (or he) owns
and applies machine learning to generate PP to predict the profiles for larger datasets to
be processed in the cloud. CP is generated by the cloud provider to learn the relationships
between the hardware-independent profile and cloud performance starting from the obser-
vations gathered by executing a set of training applications on a set of training cloud con-
figurations. Since the profile data in use is hardware-independent the user and the provider
can generate the prediction models independently possibly on heterogeneous machines. The
results obtained by applying the prediction models to Fortran-MPI benchmarks show that
the resulting relative error is below 12% for CP and 30% for PP. The optimal Pareto front of
cloud configurations finally found when maximizing performance and minimizing execution
cost on the prediction models is at most 25% away from the actual optimal solutions.

In “Performance Modelling and Verification of Cloud-based Auto-Scaling Policies” [10],
Evangelidis et al. addresses the problem of auto-scaling, a key property of cloud comput-
ing, and propose a novel approach, based on performance modelling and formal verification,
to produce performance guarantees on particular rule-based auto-scaling policies. They
demonstrate the usefulness and efficiency of the techniques proposed through a detailed val-
idation process on two public cloud providers, Amazon EC2 and Microsoft Azure, targeting
two cloud computing models, Infrastructure as a Service (IaaS) and Platform as a Service
(PaaS), respectively. The experimental results show that the modelling process along with
the model itself can be very effective in providing the necessary formal reasoning to cloud
application owners with respect to the configuration of their auto-scaling policies, and con-
sequently helping them to specify an auto-scaling policy which could minimize the QoS
violations.

Prasad et al. present in “RConf(PD): Automated Resource Configuration of Complex
Services in the Cloud” [11] a novel system, named RConf(PD), that offers to service providers
automatic deployment of component instances for complex services such that the resource
utilization at the providers premises is maximized in the presence of customer constraints.
The system consists of two key technologies that service providers can choose from. Both,
RConf and RConfPD, build on an analytical model based on robust queuing theory to
accurately model arbitrary components,and ultimately finds the optimal combination of
component instances. Real-world experiments presented for Rconf show that, compared to
greedy approaches, RConf provisions 20% less resources in the first place, and can reduce
resource wastage on live resources by up to 50% at the same time. The second solution
(RConfPD) trades-off some of the optimality of RConf for a computational expense two
orders of magnitude below that of RConf to provision time-sensitive services. Based on a
primal-dual algorithm framework RConfPD relaxes the optimality constraints of RConf and
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removes dominated combinations to determine an approximation for the optimal solution.
The evaluation shows that RConfPD allows for instant provisioning (in many cases < 1 ms),
while maintaining 80-99% of the solution quality of RConf.

With the explosion of mobile devices, mobile cloud computing paradigm has been pro-
posed to offload mobile client applications to be run remotely in the cloud infrastructure, so
that applications may use fewer resources in the user’s mobile devices. The paper “A Het-
erogeneous Mobile Cloud Computing Model for Hybrid Clouds” [12], by Alonso-Monsalve et
al., presents a new mobile cloud computing model, in which platforms of volunteer devices
provide part of the resources of the cloud, inspired by both volunteer computing and mobile
edge computing paradigms. These platforms may be hierarchical, based on the capabilities
of the volunteer devices and the requirements of the services provided by the clouds and the
orchestration between the volunteer platform and the public, private or hybrid clouds. This
model is proposed as an inexpensive solution to different application scenarios that provide
benefits in cost savings, elasticity, scalability, load balancing, and efficiency. The evaluation
carried out also shows that the proposed model is a feasible solution for cloud services that
have a large number of mobile users.

Internet of Things (IoT) is bringing an increasing number of connected devices that
have a direct impact on the growth of data and energy-hungry services. These services
are relying on Cloud infrastructures for storage and computing capabilities, transforming
their architecture into more a distributed one based on edge facilities provided by Internet
Service Providers (ISP). Yet, between the IoT device, communication network and Cloud
infrastructure, it is unclear which part is the largest in terms of energy consumption. In
the paper “End-to-end Energy Models for Edge Cloud-based IoT Platforms: Application
to Data Stream Analysis in IoT” [13] Li et al. provide end-to-end energy models for Edge
Cloud-based IoT platforms. These models are applied to a concrete scenario: data stream
analysis produced by cameras embedded on vehicles. The validation combines measurements
on real test-beds running the targeted application and simulations on well-known simulators
for studying the scaling-up with an increasing number of IoT devices. The results presented
show that the edge cloud part embedding the computing resources consumes 3 times more
than the IoT part comprising the IoT devices and the wireless access point.

Fog computing is a recent approach to cope with both mobile and IoT devices using
hybrid clouds. Fog-devices are usually physically close to end-devices and have a high-speed
connection with cloud servers. However, in this systems, access control is a major challenge,
as they only provide good access control between end-devices and the cloud if an ID-based
proxy re-encryption scheme is deployed on them. Each file stored on a cloud sever must
be encrypted using a symmetric key, and these keys are encrypted by a public master key,
which is stored in a fog-device. If an end-device wants to access a file in the cloud, then the
fog-device re-encrypts these encapsulated symmetric keys from the master key to the key of
the end- device. However, because of the geographic dispersion of fog-devices, they are apt
to be attacked by side channel attacks. In the paper “A Leakage-Resilient ID-based Proxy
Re-encryption Scheme for Access Control in Fog Computing” [14], the authors propose a
leakage-resilient ID-based proxy re-encryption scheme in an auxiliary input model, showing
that it can resist the continuous leakage of secret keys caused by side channel attacks. The
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implementation results show that the proposed scheme is feasible in practice.
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