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ABSTRACT Recent advances on Edge computing, Network Function Virtualization (NFV) and 5G are
stimulating the interest of the industrial sector to satisfy the stringent and real-time requirements of their
applications. Digital Twin is a key piece in the industrial digital transformation and its benefits are very
well studied in the literature. However, designing and implementing a Digital Twin system that integrates all
the emerging technologies and meets the connectivity requirements (e.g., latency, reliability) is an ambitious
task. Therefore, prototyping the system is required to gradually validate and optimize Digital Twin solutions.
In this work, an Edge Robotics Digital Twin system is implemented as a prototype that embodies the concept
of Digital Twin as a Service (DTaaS). Such system enables real-time applications such as visualization and
remote control, requiring low-latency and high reliability. The capability of the system to offer potential
savings by means of computation offloading are analyzed in different deployment configurations. Moreover,
the impact of different wireless channels (e.g., 5G, 4G and WiFi) to support the data exchange between a
physical device and its virtual components are assessed within operational Digital Twins. Results show that
potentially 16% of CPU and 34% of MEM savings can be achieved by virtualizing and offloading software
components in the Edge. In addition, they show that 5G connectivity enables remote control of 20 ms,
appearing as the most promising radio access technology to support the main requirements of Digital Twin
systems.

INDEX TERMS Digital Twin, Edge, NFV, 5G, distributed system, wireless networks.

I. INTRODUCTION
Industry 4.0, or the industry of the future, is offering a new
way of understanding and organizing distinct manufactur-
ing processes, pushed by the increasing interest of indus-
trial verticals to accomplish a digital transformation of their
industries. It focuses on an effective interaction between
humans, machinery and products to build an efficient, agile
and smart manufacturing environment. Intelligent produc-
tion lines and flexible factory are the two of its key fea-
tures that are contributing to meet the increased demands
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from customers [1], [2]i. Some countries (e.g., Japan, France,
China, SouthKorea) already launched national plans of action
to realize such evolution through the concept of a service-
oriented industry [3].

A service-oriented industry shifts the implementation of
the manufacturing processes, offering them as a service.
A complex manufacturing task can be realized by a set of
collaborative interoperable and platform independent ser-
vices. As a consequence, capabilities like smart orchestration,
dynamic scaling, and computation offloading become avail-
able. For example, a cloud-based service-oriented manufac-
turing enables resources and other services to be shared in a
convenient pay-as-you-go manner [4]. Industrial verticals are
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then empowered with capabilities like dynamic reconfigura-
tion, programability, on-demand usage, and sharing [5] aim-
ing for minimal operational expenses, enhanced and faster
production, and improvements on the time to market.

In this service-oriented concept the physical and virtual
manufacturing processes are getting progressively intercon-
nected, considered as the next-generation of smart systems.
TheDigital Twin arises as the key service to bridge both phys-
ical and virtual worlds through the integration of physical
processes, computing and communications technologies [6].
It creates virtual objects in a virtual world that replicate
the behaviour of the physical devices in the physical world
through connected data [7]. Such environment paves the
way for novel applications where the control of the man-
ufacturing processes is performed in a real-time, remote
and collaborative way, optimizing the whole manufacturing
process [8].

In order to implement a service-oriented Digital Twin,
advances on Information and Communication Technologies
(ICT), such as Edge computing, Network Function Virtu-
alization (NFV) and 5G, are playing a paramount role for
satisfying the required Key Performance Indicators (KPIs) in
terms of latency, reliability, bandwidth and scalability. Edge
computing [9] offers low-latency, high bandwidth, network
context-information and location awareness in Digital Twin
services by providing computing capabilities at near proxim-
ity of the factory floor. Similar to Cloud computing, Edge
computing is envisioned as a technology that relies on a vir-
tualization environment and provides flexibility, scalability
and easy management. Motivated by these benefits, ETSI has
been first to create a standardized Edge environment through
Multi-Access Edge Computing (MEC) [10], which is sup-
ported by the virtualization framework of NFV [11] that was
also pioneered by ETSI. Lastly, besides the enhancements on
the radio and spectrum usage, 5G is being natively designed
to exploit different technology domains to e.g. implement
network slicing over the same and shared infrastructure and
provide logically isolated and dedicated end-to-end (E2E)
networks for the sole use of the industrial verticals.

This research aims at analyzing and validating the integra-
tion of the aforementioned technologies to support the imple-
mentation of a Digital Twin as a Service (DTaaS). To do so,
a Digital Twin service for robotic arms is split in virtualized
functions in order to increase flexibility and reduce the burden
on the physical devices. This work departs from the design
of an Edge-based Digital Twin as an example of a DTaaS,
incrementally validating the potential of such solution. First,
through its mathematical formulation and, later, through a
prototype implementation and a set of experiments performed
over a 5G testbed. The implementation of the Edge Robotic
Digital Twin service helps in narrowing down the scope of
this work from general to specific and in quickly identifying
the trade-offs. To the best of our knowledge, this is the
first experimental evaluation that validates an Edge Robotic
Digital Twin implemented as aDTaaS over 5G and Edge com-
puting, analysing trade-offs regarding different deployment

configurations. The main contributions of this work are the
following:

• Analysis of the potential benefits of ICT to realize
DTaaS;

• Implementation of a DTaaS prototype, namely an Edge
Robotic Digital Twin featuring a robotic arm;

• Theoretical and experimental evaluation of the presented
Edge Robotic Digital Twin;

• Elaboration on the computation offloading possibilities
for Edge Robotic Digital Twin;

• Elaboration on the performance of potential wireless
technologies to support the Edge Robotic Digital Twin;

• Identification of main lessons learnt and open issues for
its implementation over a real industrial environment.

The rest of the paper is organized as follows. Section II
introduces the concept of Digital Twin in Industry 4.0, anal-
yses the characteristics of recent advances in ICT, and dis-
cusses the relevant related work. Section III provides an
exemplary design and mathematical formulation of an Edge
Robotic Digital Twin. Then, Section IV presents a proto-
type implementation of the designed Edge Robotic Digi-
tal Twin, including baseline performance observations. The
implemented prototype is then used to study the main can-
didates for VNF offloading in Section V, and the impact of
different Radio Access Technologies (RATs) in Section VI.
Section VII discusses the main insights from the obtained
results. Finally, concluding remarks and future directions are
given in Section VIII.

II. DIGITAL TWIN SYSTEMS FOR INDUSTRY 4.0
Digital Twin in manufacturing integrates any industrial pro-
cess achieved through closed-loop feedback mechanisms.
The virtual factory includes geometrical and virtual models of
tools, machines, operatives, finished products, etc., as well as
behaviors, rules, physics and analytic models. As such, based
on their functionality, the Digital Twin can be classified into:
(i) Monitoring; (ii) Simulation; and (iii) Operational Digital
Twins. While the Monitoring Digital Twin provides informa-
tion about the operational states or behaviors of the physical
device (e.g., production line dashboard), the Simulation Dig-
ital Twin contains 3D models, simulation tools and machine
learningmodels to describe, understand and predict the future
behaviour of the physical device. Lastly, the Operational
Digital Twin enables the manufacturing worker to interact
with the physical device and execute different recommended
actions (e.g, remote control) to enhance the industrial process.

Motivated by the advent of Industry 4.0, different stan-
dardization bodies and alliances, such as ETSI, 3GPP,
5G Alliance for Connected Industries and Automation
(5G ACIA) and Next Generation Mobile Networks Alliance
(NGMN), defined new use cases with distinct connectivity
requirements that connect people, objects, processes and sys-
tems [12]–[15]. Table 1 summarizes the key connectivity
requirements of different industrial use cases mapped into the
Digital Twin categorization. For example, Monitoring Digital
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TABLE 1. Connectivity requirements of Digital Twin.

Twins can be applied to use cases such as industrial condi-
tion monitoring and process automation based on sensors.
Simulation Digital Twins can be applied to factory remote
maintenance, whereas the Operational Digital Twins includes
remote operation, motion control, safe control and closed-
loop control use cases.

A. ENABLERS FOR INDUSTRY 4.0-BASED DIGITAL TWIN
Digital Twin solutions in manufacturing need to integrate
network virtualization, computing and wireless technologies,
so that the most stringent requirements of real-time applica-
tions are met.

1) DIGITAL TWIN AS A SERVICE
Virtualized Network Function (VNFs), also referred to as
service functions, are widely embedded in network opera-
tors’ deployments. It allows them to migrate network func-
tionalities from costly vendor hardware to general-purpose
resources. Network Services are usually formed as a com-
position of VNFs, each providing a specific functionality of
the whole service. In addition, functional network modules
that compose the Network Service are split, centralizing a
subset of functions into a data center. This functional split
was proposed as a feature for the next-generation of Radio
Access Network (RAN), where the processing of all the
base stations has been centralized into a data center. Pooling
computational resources reduces the cost of 5G deployments
and centralization enables easier coordination between next-
generation base stations [16].

The adaptation of industrial processes towards a concept
based onDigital Twin is facing amajor challengewith respect
to the unification and exchange of information by different
applications [17]. To make use of the Digital Twin, applica-
tions must have access to information from different systems,
making abstractions a very important topic to handle the
underlying heterogeneity. Moreover, manufacturing service
encapsulation, composition and publication are identified as
key technologies that need to be studied [18].

Applying the Network Service and functional split con-
cepts to Digital Twin gives the factory operator a unified and
modular view of the system and extends the management
capabilities beyond the networking aspects to implement
a Digital Twin as a Service. These concepts enhance the
flexibility of the infrastructure as well as of monitoring and
management operations, contributing to fulfil the scalability
and availability requirements.

2) COMPUTATION OFFLOADING FOR DIGITAL TWIN
Digital Twin systems represented as a Network Service can
be deployed at the Cloud. Cloud-based Digital Twins are suit-
able for delay tolerant, long-term, high computational appli-
cations (e.g., monitoring or simulation Digital Twins) crucial
for preventive maintenance and business-decision support.
However, proper execution of a Digital Twin in manufac-
turing needs real-time access to production data, making
real-time connection and synchronization a major challenge.
In fact, the integration of the physical and virtual worlds
of manufacturing is very difficult due to the variable and
uncertain characteristics of the factory floor [19]. Moreover,
the manufacturing sector, as the largest world energy con-
sumer (55% of world’s energy [20]) is in a constant search
for energy efficient optimization strategies that will reduce
the energy consumption.

Edge computing offers performance and cost related bene-
fits for Digital Twin solutions by moving the Cloud concepts
to the edge of the network. Consequently, it contributes to a
reduction on the E2E latency, increases bandwidth savings in
the transport network, and improves availability of the whole
service. It reduces the cost of physical devices by offloading
computation modules in an Edge server. Still, the connected
data can be processed locally in the Edge without extra
jitter or packet loss caused by the communication towards
the Cloud [21]. By facilitating local and real-time decisions,
the accuracy of control processes in operational Digital Twin
is improvedwithminimum cost. In addition, Edge-basedDig-
ital Twin leverages localization and network contextual infor-
mation in order to achieve optimal usage of physical devices,
operation and maintenance tasks, and energy consumption
reductions. Applied in industrial environments, Edge com-
puting provides distributed and controlled environment that
can significantly reduce the overall energy consumption and
improve the real-time data feedback within the factory floor.

3) 5G FOR DIGITAL TWIN
Wireless technologies provide a number of benefits for man-
ufacturing, such as greater flexibility for connecting physical
devices, reductions of installation and maintenance costs,
support for mobility and improved safety for the employ-
ees [22]. As of today, wired networks are widely used in
the industry automation due to the fact that wireless tech-
nologies fall short on meeting the stringent requirements of
real-time applications. Consequently, the physical devices are
connected through wired technologies such as Fieldbus [23]
and industrial Ethernet [24], which are costly and inflexible.

With the emergence of 5G, Industry 4.0 recognized the
opportunity for a unified communication interface that can
support the requirements of any type of Digital Twin through
three main service profiles: (i) enhanced Mobile Broad-
Band (eMBB); (ii) massive Machine-Type Communication
(mMTC); and (iii) Ultra Reliable Low-Latency Communica-
tions (URLLC). 5G provides guaranteed Quality of Service
(QoS) for time critical applications as a built-in feature.
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In addition, 5G also defines support for handling mobility
in industrial environments that opens the possibility to apply
the Digital Twin concept for movable platforms (e.g., mobile
robots, automated guided vehicles). Finally, network soft-
warization and virtualization are natively explored by 5G to
support network slicing capabilities, allowing the creation of
logically isolated and dedicated networks over the same and
shared infrastructure tied to the specific requirements of each
service and/or application.

B. APPLICATIONS IN REAL INDUSTRIAL ENVIRONMENTS
The world of manufacturing is always looking for a way
to improve time to market and save money. It is also an
area that has many sub-fields, from large factories to small
machines and sensors. For this reason, themajority of existing
research studies revolve around the main applications for
Digital Twins in different manufacturing sectors, arguing on
the importance of emerging technologies for the development
of smart manufacturing [7], [19], [25], [26]. Digital Twins are
applied in the automotive industry to monitor the production
of automobiles, making punctual modifications, and optimize
processes [27]. Moreover, they facilitate the adjustment of
the industrial production operations through autonomous fac-
tory planning [28], [29] as well as the lifecycle management
of the production phase in small and medium-sized enter-
prises (SME) [30]–[32]. Lastly, Digital Twins also serve as
a simulation-based environment that help realize complex
control algorithms for real-time production control [33].

Industrial Cloud [34] and Edge computing [21] are known
concepts to the manufacturing world. They enable compu-
tation and control to be offloaded to a computing infras-
tructure, making Digital Twins more scalable, real-time and
ensure accessibility to the physical devices anytime and from
anywhere. Currently, Cloud-based Digital Twin frameworks
for industrial robotics [35], manufacturing execution sys-
tems [36], [37] and smart product-service systems [38] have
been developed to provide an insight into smart manufac-
turing. Edge-based Digital Twins have also been studied in
the literature with their benefits for manufacturing such as
anomaly detection for automation systems [39] and improv-
ing production quality, efficiency and costs for metal additive
manufacturing system [40].

Another key driving feature of Digital Twins in the automa-
tion and manufacturing industries is industrial wireless net-
works. The potential advantages from wireless technologies
are significant and they have been studied through papers that
elaborate on the importance of the industrial wireless [22] and
5G environment [41]–[43] for smart manufacturing. Beside
conceptual works, some recent study investigates Digital
Twin solutions over IoT communication technologies (LTE-
M, LoraWan and Sigfox) for smart manufacturing assembly
systems [44]. A Digital Twin prototype for mission critical
application over 4Gwas developed to identify themain obsta-
cles and cyber-security issues in the realization of an Industry
4.0 vision [45].

C. MIND THE GAP
The potential advantages from ICT for Digital Twins in
the manufacturing sector are significant, but realizing them
remains a challenging task. Despite all the expectations that
are studied in the literature, industrial verticals remain skep-
tical on the maturity of recent advances in ICT. There is a
lack of experimental studies that deal with integration of these
ICT with current network deployments. This is a continuous
process in which validation and optimization are crucial to
fully deploy Digital Twin systems. Consequently, this study
presents a Operational Digital Twin prototype that builds on
top of 5G connectivity, Edge computing and NFV, aiming
to give insights into the potential returns and performance
improvements for industrial verticals willing to invest on 5G
and Edge deployments.

III. EDGE ROBOTIC DIGITAL TWIN
In this work, an Edge Robotic Digital Twin is developed as
an implementation of an Operational Digital Twin to be pro-
vided as a service. It envisages a set of robotic arms that are
remotely controlled, coordinated and monitored to perform
different tasks in a factory floor comprising multiple RATs.
Such an example is foreseen in the manufacturing indus-
try, where existing robotic arms are enhanced with Digital
Twins capabilities and used to optimize the production line by
e.g. eliminating defective pieces and repetitively performing
accurate tasks at high-speed.

This scenario opens up new business roles and the
introduction of new stakeholders in the value chain. The
owner of the computing and/or communication infrastructure
(e.g., micro-datacenter and/or 5G network) can be the indus-
trial vertical itself or provided by a third party infrastruc-
ture provider that deploys and manages it for the industrial
vertical in the form of a service. In turn, the Edge Robotic
Digital Twin service can be provided by a robotics appli-
cation provider, which delivers its applications through the
underlying infrastructure and establishes the connection to
the robotic systems.

A. EDGE ROBOTIC DIGITAL TWIN SERVICE
Figure 1 illustrates the main components that comprise the
Edge Robotic Digital Twin service. The infrastructure is
composed by an on-premises or off-premises Edge server
providing the computing and storage capabilities, and a 5G
network providing the communication capabilities within the
factory floor. The Robot Drivers act only as sensors and actu-
ators (i.e., bare metal devices with minimal resources), while
the Digital Twin and the Robot Stack implement the control,
navigating and monitoring operations on top of the robotic
systems. The Robot Drivers always remains in the robotic
system but the Robot Stack can be distributed across the
robot or an Edge server. Accordingly, the EdgeRobotics Digi-
tal Twin service implemented for robotic arms is decomposed
into five VNFs, described as follows:
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FIGURE 1. Edge robotic Digital Twin service.

• The Robot Drivers VNF are low-level software inter-
faces that control and monitor the specific robotic arm
hardware. Therefore, the Robot Drivers VNF interacts
directly with the robot hardware and is responsible for
(i) executing in robotic arm’s hardware of any command
received from the Control VNF; and (ii) making avail-
able sensor data and operational states to the Control
VNF.

• TheControl VNF implements generic control-loop feed-
back mechanisms used for robot manipulation. It takes
a trajectory, composed by position commands, as input
and runs a control-loop, following a given frequency,
towards the Robot Drivers VNF. This VNF defines a set
of controllers that are used by the remaining VNFs for
robot manipulation.

• The Motion Planning VNF receives a movement com-
mand (e.g., go to position) and computes the trajectory
for the robotic arm. The created trajectory consists of
path commands, being sent to the Control VNF in order
to move the robotic arm from its current position to the
desired one.

• The Interface VNF is a high-level abstraction for the core
robot functionalities. The main goal of this VNF is to
hide the complexity by providing the interaction through
high-level commands. It acts as the gateway between the
user application and the robotic arm.

• The Digital Twin VNF gives human understanding
of the connected data by implementing 3D, control
and analytic models. While the 3D models provide a
visual representation of the variation of the robotic arm,
the control models enables remote control and mainte-
nance. Finally, the analytic models define descriptive
(e.g, remote monitoring), diagnostic (e.g., understand

FIGURE 2. Sequence message diagram for remote control.

what happens) and predictive (e.g., when it will happen
again and how to respond) behavior of the robotic arm.

Figure 2 depicts the interactions between the different
VNFs of the Edge Robotics Digital Twin service. When a
user needs to remotely control a robotic arm, it issues amove
joints (step 1) manipulation command using the selected
interfacing device (e.g., joystick, AR/VR). The move joints
command is sent to the Interface VNFwhich offers a custom-
made interface (e.g., Python or REST API), translating it
in a robot specific movement command. Then, the Interface
VNF sends the movement command (step 2) to the Motion
Planning VNF. When the movement command is received,
theMotion Planning VNF performs several command valida-
tions and generates the trajectory path consisting of an array
of position commands. For each position command, each
joint is given a specific position, velocity and acceleration.
Once the Control VNF receives the trajectory path (step 3),
it runs a control-loop against the Robot Drivers VNF. The
control-loop starts with the Robot Drivers VNF sending the
joint states (step 4) of the robotic arm to the Control VNF.
This information is also propagated to the Digital Twin in
order to update the virtual model. Next, the Control VNF
interpolates the received trajectory path to get the next posi-
tion command. The control-loop is then closed when the
Control VNF sends the position command (step 5) to the
Robot Drivers VNF. Note that the Digital Twin can also be
configured to send actions to the robotic arm directly via the
Motion planning or Control VNFs (steps 2a and 3a).

B. MATHEMATICAL FORMULATION
As a first validation stage, a simplistic mathematical formula-
tion of the Edge Robotic Digital Twin is modeled and imple-
mented as a network service composed of different VNFs
distributed across the robotic arm and the Edge or Cloud.
In this formulation, different wireless technologies are con-
sidered to provide the connectivity between the robotic arm
and the network, namely 4G, 5G and WiFi. 4G and 5G are
the current and future wireless technology in the licensed
spectrum, whereas WiFi is the most widespread wireless
technology in the unlicensed spectrum. The Edge is consid-
ered to be on-path, thus collocated with the RAN, while the
Cloud is deployed in geographical location disjoint from the
path between the factory floor and the manufacturing worker.
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TABLE 2. Notation Table.

Table 2 presents a summary of the notation used in this
mathematical formulation, along with the simulation values.

The network service s ∈ S is described through a service
graph Gs composed of sequential VNFs v ∈ N (Gs). While
upstream flows are processed first by the VNFs v ∈ Vr ⊂
N (Gs) deployed in the robotic arm and later by the VNFs v ∈
Ve ⊂ N (Gs) deployed in the edge, downstream flows follow
the reverse order. The computing requirements of each VNF
v ∈ N (Gs) is defined by the set of tasks {vt }

Tv
t=0 they need

to compute. As such, the computing requirements of both
the robotic arm, Edge and Cloud have associated a time to
compute each of their tasks vt . In other words, dp(vt ) defines
the processing delay of a VNF task vt . The total processing
delay of a network service is defined as:

dp(Gs) =
∑

v∈N (Gs)

Tv∑
t=0

dp(vt ) (1)

The connection of the robotic arm to the RAN is estab-
lished through wireless technologies W , more specifically,
WiFi, 4G (LTE), and 5G (5G-NR). Each of them have an
associated propagation time, and a deviation probabilityβw ≥
1, w ∈ W . In addition, a penalty factor rw ≥ 1, w ∈ W
is considered for each technology that allows reliability (i.e.,
retransmissions) to be defined as a time component. Hence,
the propagation time for each wireless technology is defined

as follows:

dt (w) = (δw · βw) · rw, w ∈W (2)

with δw denoting the baseline delay for the wireless technol-
ogy w.

Finally, the path from the RAN up to the Edge and/or Dig-
ital Twin application (i.e., the transport network) consumes
a delay dt (t) related to the propagation along the fixed and
wired links T , and a deviation probability βt ≥ 1, t ∈ T .
In addition, a penalty factor rt ≥ 1, t ∈ T is considered
that allows reliability (i.e., retransmissions) to be defined as a
time component. Hence, the propagation time in the transport
network is defined as follows:

dt (t) = (δt · βt ) · αt , t ∈ T (3)

Summing up, the E2E latency between the robotic arm and
its digital twin is defined as follows:

d(Gs) = dp(Gs)+
∑
w∈W

dt (w) · u(w,Gs)+ dt (t) (4)

with u(w,Gs) ∈ {0, 1} denoting if the service graph
Gs uses the wireless technology w. Note that we impose∑

w∈W u(w,Gs) = 1 for every network service s, i.e., we
assume a single wireless technology is used.

1) SIMULATION ANALYSIS
Results from the implementation of the abovementioned
model are presented in Figure 3 and Figure 4, in the form
of Cumulative Distribution Function (CDF). The former
presents the results of different deployment configurations by
taking into account theoretical values for both the computing
technologies and the wireless links. In turn, the latter shows
the performance of a WiFi link when in presence of interfer-
ence, which result in increased packet loss and jitter.

FIGURE 3. Different deployment configurations.
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FIGURE 4. WiFi with interference.

The following insights can be extracted from this theoreti-
cal analysis:
• Radio Access Technology segment:

– WiFi (in optimal conditions) is the best wireless
technology (dashed lines in Figure 3). However, due
to likely interference as it operates on an unlicensed
spectrum,WiFi is not a reliable wireless channel for
Digital Twins (Figure 4).

– 4G cannot accommodate the minimum require-
ments in terms of latency in most situations (dotted
lines in Figure 3).

– 5G arises as the best wireless channel able to meet
the latency requirements (solid and dashed-dot lines
in Figure 3) with the least likelihood of interference.

• Computing technologies segment:
– Moving the Robot Stack to Edge enables improve-

ments in the RTT latency since tasks are computed
faster than in the robotic arm (green lines in Figure 3
have a slight improvement when compared to the
red lines).

– Moving the Robot Stack to Cloud enables even
more improvements in the computation speed but
the longer distance to reach the cloud nullified the
added benefits in terms of RTT latency (blue lines
in Figure 3).

• Data network segment:
– The maximum distance of between the physical

object and the virtual replicas is tightly related to
the RTT latency requirements of the Digital Twin
application (green lines in Figure 3 when compared
to blue lines).

The previous results provided hints for narrowing down
the experimental study presented in the following sections:
(i) on-device computing or Edge-offloading as the feasible
approaches; and (ii) 5G as the most promising wireless chan-
nel, althoughWiFi and 4G are still considered for comparison
purposes.

IV. PROTOTYPE IMPLEMENTATION AND
BASELINE PERFORMANCE
To better experimentally evaluate the Edge Robotic Digital
Twin, a prototype is implemented and deployed as a ser-
vice in 5TONIC1 laboratory in Madrid (Spain).2 The first
objective is to verify the proposed deployment and to assess
the baseline performance of each component. The second
objective is an investigation of the impact that component
offloading has in the synchronization between the robotic arm
and its Digital Twin. Lastly, the third objective is to assess the
potential resource savings and the impact of different wireless
technologies in the operation of the Edge Robotic Digital
Twin.

The prototype presented in Figure 5 is composed of
6-axis Niryo One robotic arm that is connected to an Edge
server with 8GB RAM and 4vCPU@2.4GHz via Customer
Premises Equipment (CPE). Therefore, the communication
between the robot and the Edge server comprises of wireless
link, from the CPE to the referent RAT, and a wired network,

1https://www.5tonic.org
2Demonstration video: https://youtu.be/b9jme58dLt8.

FIGURE 5. Edge-based Digital Twin prototype implementation.
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from the RAT to the Edge server. The Niryo One robotic arm3

is equipped with Raspberry Pi 3 with 1.2 GHz 64-bit CPU
and 1GB RAM. The robot maximum speed is 0.4 m/s for
the steeper axes and 90◦/s for the servo axis with configured
ROS control frequency of 50Hz (i.e., 20 ms). The sampling
frequency for reading the sensors registers (joint states) is
configured at 50Hz (i.e., 20ms). The control and the sampling
frequencies are two independent and non-alignment open-
loops. The Niryo One is open source collaborative robot
designed for research in Robotics and Industry 4.0. It has
similar design and functionalities as 6-axis industrial robot.
In addition, the low latency requirements of the Operational
Digital Twin can be fulfilled with Niryo One robotic arm
which makes it a good candidate for this study. Although
Niryo One software stack is based on Robot Operating Sys-
tem version 1 (ROS-1) as provided by the robotmanufacture,4

this work splits ROS-1 packages composing the Niryo One
stack in several VNFs that are compatible with the developed
Edge Robotic Digital Twin from Section III-A. Moreover,
VNFs are packaged either as virtual machines or containers.

The different VNFs created from the provided Niryo One
stack (i.e., Robot Drivers, Control, Motion Planning and
Interface VNFs) were implemented as a Docker container.
The Robot Drivers VNF are deployed in the robotic arm,
while the remaining VNFs of the Robot Stack are distributed
across the robotic arm or the Edge server envisioning different
deployment configurations.

The Digital Twin is deployed in the Edge server as Docker
container and implemented using Coppelia SIM5 robot sim-
ulator, and providing a remote GUI for the factory worker.
Coppelia SIM is selected due to its support for the Niryo One
virtual replica and ROS-based communications. As such, two
LUA scripts are implemented on top of Coppelia SIM: one to
synchronize the robotic arm and its Digital Twin, and another
to remotely control the robotic arm.

Each VNF of the implemented prototype is following
the interactions presented in Figure 2 and described in
Section III-A. Since ROS-1 is used as the robotic middleware,
each VNF of this prototype is composed of one or more soft-
ware components called ROS nodes. ROS provides a publish-
subscribe messaging framework over which nodes exchange
messages. By connecting to the ROS master, nodes regis-
ter and locate each other. Once registered, nodes exchange
messages via configurable topics in a peer-to-peer fashion
over TCP.

A. BASELINE PERFORMANCE
Although this prototype is envisioning RATs for connectivity
between the robot and the network, in order to obtain most
reliable baseline values for later comparison with wireless
technologies (Section VI), the Niryo One robot is connected

3https://niryo.com/product/niryo-one
4Widespread framework for developing and testing multi-vendor robotics

software.
5https://www.coppeliarobotics.com

to the Edge server using Ethernet connection. Ethernet as
a technology is proven that can fulfil the Edge Robotics
Digital Twin requirements. Two deployment configurations
are considered: (i) the Control, Motion Planning and Inter-
face VNFs deployed in the robotic arm; and (ii) the Control,
Motion Planning and Interface VNFs offloaded in the Edge
server. In both experiments, the Digital twin interacts with
different VNFs from the Robot Stack, remotely controlling
1-axis of the robotic arm controlled for a period of 30 seconds
and a movement offset of 0.010rad.

Table 3 presents the closed-loop when interacting with
different VNFs from the Robot Stack. The closed-loop can be
seen as the Digital Twin user experience and is defined as the
time elapsed from the moment a remote command is issued
from the Digital Twin until the respective robot joint states
are received back. From the average values, the Interface and
Motion Planning VNFs offer slower closed-loop (~498 ms
and ~388 ms, respectively) with respect to the Control VNF
(~23 ms). This comes natural as the Interface and Motion
Planning VNFs represent the transition between the phys-
ical and virtual space. To do so, they implement a set of
translations and validations that require additional processing
for each command. In turn, the Control VNF offers near
real-time control by performing straight-forward operations.
Regarding the processing delay, the Control VNF results in
fastest processing because there are no command validations
implemented, thus it may occur that a given command is
enforced in the robotic arm even if it is not achievable. More-
over, it leaves the trajectory computation to the application
developer, unlike the Interface and Motion Planning VNFs
which offer optimal path computation. The optimal path
computation and validation comes at a price of processing
delay, where the Motion Planning VNF needs ~365 ms and
the Interface VNF 112.7 ms to compute the trajectory for a
simple command.

TABLE 3. Baseline performance of interfacing at different layers.

Figure 6 illustrates the position of the robotic arm and
its virtual replica over time (bottom) when interfacing with
the Control VNF (approximately 23ms closed-loop). Both
positions are used to compute the synchronization accuracy
over time (top). Results show that it is feasible to offload the
Robot Stack to an Edge server and still maintain similar syn-
chronization levels between the physical and virtual replica
(97.72±0.65% and 97.66±0.67%). This desynchronization
is due to the non-alignment of the control and sampling
frequencies, plus the time required to physically move all
joints in the robotic arm. Moreover, Table 3 shows that there
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FIGURE 6. Digital Twin performance comparison.

is a speed up on the closed-loop for the Interface andMotion
Planning VNF when the Robot Stack is offloaded to the more
powerful Edge server. Such behaviour is related to faster
computation capabilities of the Edge server with respect to
the limited computation capabilities at the robotic arm. At the
Control VNF such decrease is not appreciated due to the low
computational needs.

V. RESOURCE CONSUMPTION AND SAVINGS POTENTIAL
To look into the scale of the on-device resource consump-
tion and potential offloading savings, several deployment
configurations are considered in this section for the imple-
mented Edge Robotics Digital Twin. This analysis aims to
identify the main candidates for VNF offloading by assess-
ing the potential resource savings in terms of CPU, MEM,
network usage, and energy consumption. It is worth men-
tioning that the experimental evaluation in this section is
performed over wired technology. Themain reason is because
when investigating the potential on-device resource savings
in our prototype, the bottleneck is not on the communication
infrastructure.

The Niryo One robotic arm is connected to the Digital
Twin using 10Gb Ethernet connection. Each experimental run
consists of the Digital Twin controlling 1-axis of the robotic
arm for 30 seconds and a movement offset of 0.010rad.
The Interface VNF is used as the interfacing VNF to force
the whole Robot Stack to process every command. Exper-
iments consider the following on-device configurations:
(i) Robot Drivers VNF; (ii) Robot Drivers and Control VNFs;
(iii) Robot Drivers, Control andMotion Planning VNFs; and
(iv) full Robot Stack. The described experiments are repeated
10 times for each deployment, being presented the average
values and their standard deviation.

Figure 7 presents the average resources usage in terms of
CPU, MEM, network and energy consumption for all the

deployment configurations while processing navigation com-
mands. The obtained data for the CPU, MEM and network
consumption is measured in the robotic arm with a python
script using the cross-platform library psutil.6 The energy
consumption data is measured with an energy consumption
meter installed in the power supply of the robotic arm.

It can be seen from Figure 7a that the CPU consumption of
the whole Robot Stack is approximately 30% of the total CPU
consumption on the robotic arm. Excluding theRobot Drivers
VNF that must be deployed in the robotic arm, the CPU
consumption can be potentially reduced by around 16% by
offloading all the remaining VNFs. In particular, around 10%
by offloading the Interface VNF, around 5% by offloading
the Motion Planning VNF, and around 1% by offloading the
Control VNF. The Interface VNF has higher computational
requirements, needed to perform the command translation,
validation and real-time synchronization between the Digital
Twin and the ROS systems. For what concerns the Control
and Motion Planning VNFs, the CPU consumption of the
Control VNF is mainly due to the straightforward control-
loop mechanism that interpolates and forwards position com-
mands, while in the Motion Planning VNF this is a result of
a simple path planning in our experiment runs.

RegardingMEMusage, the totalMEMconsumption on the
robotic arm is approximately 50% as shown in Figure 7a. This
reflects 16% used by the Robot Drivers VNF, meaning that
around 34%MEM savings can be achieved by offloading the
remaining VNFs. Similarly, the Interface VNF offers highest
potential savings of around 23% of the total MEM usage,
while theMotion Planning and Control VNFs around 7% and
4%, respectively. The 23% of MEM used by the Interface
VNF is partially due to the robot action server that handles
Digital Twin concurrent requests, checks if the command
can be processed, validates parameters and calls required
controllers (e.g., Motion Planning VNF or Control VNF).
Additionally, for the Motion Planning and Control VNFs,
the MEM usage is significantly smaller since the robotic
arm receives simplified navigation commands from the Inter-
face VNF.

The energy consumption (Figure 7b) follows the CPU and
MEM usage pattern from Figure 7a, where most energy is
consumed when the Robot Stack is deployed in the robotic
arm. As VNFs are offloaded to the Edge, the energy con-
sumption in the robotic arm decreases, proving that energy
savings in devices can be achieved by offloading components
in the Edge. By moving the energy contribution mostly to the
data centers at the Edge, different energy-aware optimization
models are easier to implement [46].

Figure 7c shows that a deployment configuration where
the whole Robot Stack is in the robotic arm introduces
the smallest overhead in terms of network utilization. This
comes naturally because in this deployment configuration
the robotic arm transmits (TX) only the joint states to the
Digital Twin and receives (RX) high-level commands from

6https://pypi.org/project/psutil
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FIGURE 7. Resource consumption on robotic arm.

the Digital Twin processed by the Interface VNF at lower
frequency. Results also show that from all deployment con-
figurations, deploying only the Robot Drivers VNF in the
robotic arm introduces less overhead into the communication
link. However, there is still an increment of the network
utilization compared to a self-contained deployment configu-
ration in the robotic arm. Such behaviour is mainly due to the
offloaded Control VNF. While in upstream the Robot Drivers
VNF needs to transmit the joint states to the Control VNF,
in downstream this increment is due to the higher frequency
of commands sent by the Control VNF to the robotic arm.
In the case when the Control VNF is deployed in the robotic
arm a significant increase of TX is witnessed. This is mainly
because the Control VNF needs to continuously interact with
the Interface VNF in order to enable robot manipulation.
The resource consumption evaluated in the experiments

above clearly showed that the Interface andMotion Planning
VNFs are the most likely targets for potential resource sav-
ings. However, when considering the network overhead that
the Control VNF introduces on the communication link, its
offloading should be also considered.

VI. IMPACT OF RADIO ACCESS TECHNOLOGIES
An Edge Robotic Digital Twin system places stringent net-
working requirements that must be fulfilled by the underlying
RAT. In this section, the applicability of currently available
RATs to support the proposed design is analysed, together
with their impact on the overall performance of the Edge
Robotic Digital Twin service. To do so, the Niryo One robotic
arm is connected to the Digital twin using WiFi, 4G and
5G. WiFi connectivity relies on IEEE 802.11ac compatible
devices working on the 2.4Gz band, while for 4G and 5G con-
nectivity the robotic is connected via Ethernet to two CPEs
(HUAWEI B315s-22 and HUAWEI 5G CPE Pro Baloong
5000, respectively) that provide connectivity towards 4G and
5G networks. 5TONIC provides an implementation of 5G
NSA (BB630 baseband and Advance Antenna System AIR
6488) and 4G (BBU5216 baseband and RRU 2203 with
integrated antenna) provided by Ericsson. The benchmark of
each RAT available at 5TONIC lab is provided in Table 4.

TABLE 4. WiFi, 4G and 5G NSA Benchmark at 5TONIC.

It is worth mentioning that, when the experiments were
conducted, only 5G NSA was available as a 5G solution
in 5TONIC. In the near-future, 5TONIC plans to deploy a
5G SA solution, as well as 5G mmWave radio. While SA
solution will allow us to test the Digital Twin system under a
native 5G core deployment, the mmWave radio will give us
the opportunity to analyze the performance in the high-band
spectrum.

The first set of experiments assesses how the designed
service operates over interference prone WiFi link, causing
increased packet loss and jitter to occur. Throughout the
duration of the experiment, the Digital Twin interacted with
the Control VNF and 1-axis of the robotic arm is remotely
controlled for period of 30 seconds with a control period
of 20 ms and a movement offset of 0.010rad. The Digital
Twin records the instructed and executed commands with
which the travelled distance is computed. NetEm8 is used to
introduce symmetric artificial jitter and packet loss in uplink
and downlink.

Figure 8 compares the average traveled distance for differ-
ent values of jitter and packet loss on the WiFi link. Results
show that a 5 ms jitter in uplink and downlink does not have
any impact on the Digital Twin operation. This is because
the 20 ms control and update period of the Digital Twin
are not violated by such amount of jitter, allowing remote
commands to be executed and the virtual replica to be updated

75G Massive MIMO Radio on 3.5GHz band; Downlink: 5G bandwidth
50MHz; Uplink Carrier Aggregation: 5G bandwidth 50MHz + LTE band-
width 20MHz; Time Division Duplex (TDD) Pattern used is 7:3 (10:2:2).

8https://www.linux.org/docs/man8/tc-netem.html
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FIGURE 8. Impact of network conditions on Digital Twin synchronization.

in real time. With a 20 ms of uplink and downlink jitter,
a slight increase of the deviation between the instructed and
executed commands is noticeable, including the standard
deviation of the measured values. This comes naturally since
the control frequency constraint is not satisfied all times,
causing some commands to be discarded by the robotic
arm (since their lifespan is expired upon reception). More-
over, the joint state updates in the Digital Twin are delayed,
resulting in a desynchronized virtual replica. As shown on
Figure 8a, the deviation continues to increase with the jit-
ter increase on the WiFi link. When the jitter is approxi-
mately double of the control period (e.g., 35 ms), the robotic
arm starts to move erratically, including unpredictable jump-
ing moves, which makes the whole environment unsafe for
operation.

In turn, in Figure 8b, a similar analysis is provided by
taking into account the packet loss. Although ROS uses TCP
as the underlying transport protocol, a lost packet is never
retransmitted within the 20 ms control period of the robotic
arm (i.e., TCP_RTO_MIN is configured with 200 ms). With
a packet loss of 0.01% in uplink and downlink, no visible
impact is witnessed on the operation of the Digital Twin.
The reasons are two-fold: (i) there is a very small number
of packets lost; and (ii) it is able to recover when the lost
packet is retransmitted. When the packet loss is increased to
0.5% in both directions, a slight deviation of the instructed
and executed commands is witnessed. However, these values
are still manageable by the Digital Twin, without a noticeable
impact on its operation. However, this is not the case when the
packet loss increases up to 1.5% and 3.5%. In the latter case,
the operation of the robotic arm through the Digital Twin is
degraded significantly, making it unusable.

The second set of experiments aimed to assess the min-
imum control period that can be supported in Digital Twin
systems considering 4G and 5G generations of the cellu-
lar technologies, and WiFi. Throughout the duration of the
experiments, the Digital Twin interacts with the Control VNF
to remotely control 3-axis of the robotic arm for a period
of 30 seconds with a movement offset of 0.010rad. In the
Digital Twin, the synchronization between the robotic arm
and its digital replica is measured over time.

Figure 9 compares the achieved synchronization by the
Edge Robotic Digital Twin when implementing different con-
trol periods. Considering an average synchronization of 95%
as the threshold below which the impact on the robotic arm
operation is noticeable by a human-operator, it is not possible
to operate the robotic arm with the minimum control period
(i.e., 20 ms) using 4G. In fact, the operation of the robotic arm
through its Digital Twin replica is only usable with a control
period of ~30 ms and ~40 ms, when considering the whole
ROS stack on the robotic arm or offloaded into the Edge,
respectively. In turn, with 5G and interference free WiFi
channel, the operation of the robotic arm is achieved using
the minimum control period supported. The reason for such
results is the lower latency witnessed in the 5G NSA system
(~6.56 ms) and WiFi (~1.77 ms) when compared to the 4G
system (~23.88 ms). Still, for all experiments, whenever the
distance increases (i.e., the latency between the Digital Twin
and the physical device), the control period must be recon-
figured to a higher value than the E2E latency. By increasing
the control period, commands are issued at a lower frequency
and, therefore, the robotic armmoves slower, allowing higher
synchronization to be achieved over time. In addition, when
the control and update periods are around or below the E2E
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FIGURE 9. Impact of control period variation.

latency, the control loop is continuously missing the desired
rate and the Control and/or Robot Drivers VNFs may end up
in error state. This error state will break the Digital Twin stack
and the overall system will become unreliable and unstable.

VII. DISCUSSION
In this section, the results are briefly discussed and how they
can be interpreted from the perspective of Industry 4.0. In par-
allel, research directions and open problems are identified.

A. DISTRIBUTED DIGITAL TWIN
The Edge Robotic Digital Twin incorporates Edge comput-
ing, NFV concepts and 5G connectivity in order to achieve
real-time visualization and remote control. Its prototype
implementation required the integration of several software
components and virtualization technologies that actually
enabled the functional split and distribution of the system.
Computational offloading in the Edge is exploited with the
experimental results providing insights with respect to mag-
nitude of savings and performance improvements that can
be achieved. The nature of the system can offer additional
energy savings for the manufacturing sector by allowing
dynamic resource allocation and service provisioning [47] for
Operational Digital Twins.

B. TOWARDS WIRELESS FACTORY FLOOR
The implemented prototype also offers opportunities for
computational offloading of time-sensitive component
(e.g., Control VNF), not possible when leveraging on Cloud-
based technologies. Edge-based technologies are a big
aid to offload such time-sensitive components. However,
in industrial environment where safety and reliability are
of utmost importance, the behavior of the system could
become unacceptable when facing increased latency and/or
an unpredictable communication channel. As such, wire-
less technologies that support high reliable and low latency

requirements is a current research direction to mitigate this
issue [48], especially when moving the factory floor to be
wireless by default. In addition, the initiative to bring Time-
sensitive Networking (TSN) in industrial wireless [49] is
also contributing towards the offloading of time sensitive
components or applications.

C. 5G CONNECTIVITY FOR DIGITAL TWIN SYSTEMS
Real-time remote control with rapid visualization feedback
is an example of such applications. In the implemented pro-
totype, such behavior is truly achieved over 5G networks.
Based on the experimental results, 5G enables faster and
stable control and feedback frequencies that are not possible
with other wireless technologies like 4G and interference
prone WiFi, and directly contributes towards the realization
of operational Digital Twins. However, the major deficit of
the current 5G deployments appears to be the lack of support
for industrial closed-loops that are around the lower latency
bound (0.5 ms). 3GPP Release 16 [50] is expected to be
the needed improvement for the 5G system in this direction.
It will include URLLC enhancements for vertical services,
being expected an increase adaptation of Digital Twins for
industrial remote operation. Additionally, for high-bandwidth
Digital Twins use cases that require high-definition video
streaming or extended reality (i.e., VR and AR) utilizing the
mmWave spectrum can bring great indoor coverage, even in a
noisy and industrial environment as well as provide the high
system capacity.

D. MULTI-RAT SUPPORT FOR INDUSTRIAL ENVIRONMENT
In a industrial environment, latency and transmission reliabil-
ity can be improved by introducing multi-RAT connectivity.
A physical device starts by selecting the RAT, among the
available ones in the factory floor, that satisfies its con-
nectivity requirements. Simultaneously, each physical device
can also associate itself with another RAT to create backup
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communication links, thus improving the transmission reli-
ability. However, the support of multiple flows in a trans-
parent way for applications is a critical challenge when
designing a Digital Twin system. One of the question that
arises is at which layer of the protocol stack to implement
such solution? Although recently standardized, Multipath
TCP (MPTCP) [51] is a Transport layer protocol that can
use one or more RAT interfaces to simultaneously achieve
higher throughput and reliability. As such, MPTCP is gain-
ing increasing popularity among vendors, telecom providers
and startups which are finding applicability in Digital Twin
solutions. Other solutions at lower layers, such as Packet
Replication and Elimination Functions (PREF) [52] at the
network layer or Frame Replication and Elimination for Reli-
ability (FRER) [53] at Data Link Layer (only applicable
to IEEE 802 link technologies), can also be leveraged to
improve reliability.

E. CROSS-DISCIPLINARY TEAMING
The implementation of this Digital Twin prototype made us
realize that experience from different engineering fields is
needed in order to cope with the complexity of developing
and integrating Digital Twin application. Tools and methods
that are explicitly made for the fields of robotics, mechani-
cal engineering, software and network development, system
engineering and visual simulation are exploited in single sys-
tem that needs to perform in an optimal way. This is a major
obstacle in the applicability of Digital Twins in Industry 4.0.
Research and software/hardware development workwill need
to become cross-disciplinary taking into consideration the
needs from different fields.

VIII. CONCLUSION AND FUTURE WORK
In this work, an Edge Robotics Digital Twin, embodying
the concept of Digital Twin as a Service, is implemented
and evaluated in order to study the impact and the trade-offs
of emerging Information and Communication Technologies.
The implemented prototype relies on an open-source robotics
middleware suite (ROS), making it flexible to easily accom-
modate different robotic systems. ROS is estimated to be sup-
ported by 55% of the world’s robots by 2024, thus will play
a key role on future robotic systems. First through a mathe-
matical analysis and later verified by means of experimental
validation in a Technology Readiness Level (TRL) 5-6, 5G
and Edge computing are identified as must have technolo-
gies to support the most demanding Digital Twin use cases.
Although WiFi is able to accommodate most of the require-
ments in ideal conditions, its susceptibility to interference
make it not suitable for industrial and critical environments.
In this sense, WiFi 6E appears as a potential candidate, but
further experimental evaluations are still required. Notwith-
standing, offloading robotic functions to the Edge introduced
potential savings of 16% and 34% in terms of CPU and
MEM usage, respectively. Lastly, further validation stages
comprising not only real industrial machinery but also all the

factory environments are required to validate the feasibility
of yet to be commercial solutions.

Artificial intelligence (AI) and Machine Learning (ML)
are being considered as short-term follow-ups of this work
to provide the smart and automation capabilities envisioned
by the Industry 4.0. The huge amount of data generated by
industrial processes and exchanged through the Digital Twin
solutions can then be crunched by AI/ML methods which
outcomes will pave the way for novel industrial applications
as well as optimizations on the resource utilization and energy
consumption.
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