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OO/UC3M/59- AUTOMATIC DEPLOYMENT OF SECURE APPLICATIONS IN WIRELESS SENSORS 

NETWORKS (WSN) USING MDA 
 
Research group ARCOS of Universidad Carlos III de Madrid (Spain) have been working on wireless sensor 
networks and their application to data recording from several sources.   
 
As part of this research we have developed a platform to automatically create and deploy secure 
applications for wireless sensors networks using MDA (ADSA) to develop these applications intuitively by 
using a GUI, and by including new and existing components for WSN, such as secure communications, 
ciphering, etc. 
 
This technology is useful for every kind of application using WSN and to create and deploy sensor networks 
in a semiautomatic way. It has several advantages compared with the traditional development, very 
expensive and error prone. The platform itself introduces an enhanced security by reducing to a minimum 
development errors and by provided a controlled development platform. Moreover, it allows to include new or 
legacy components, such as secure communications, easily an intuitively. 
 
 
Description and special features 
 
The development of the proposed framework has been inspired by the MDA standard. Integration, open 
(standard based), components reusability, portability and model-driven development are basic principles of 
MDA for easing the building of complex and large systems.  
 
The motivation for using MDA is that there are too many architectures, platforms, operating systems or 
user requirements and the key idea is make them able to coexist through a model-based representation, 
by agreeing on models and how to translate between them. Consequently, the goal of this work is the 
building of a MDA-based platform for developing WSN applications in a graphical user-friendly 
environment. In particular, the proposed framework has the following properties: 
 

• High abstraction level for writing applications. Programmers should not be worried about hardware 
and software details. Graphical building of applications is desirable in order to ease the 
programming. 

• Specification of user requirements in different abstraction levels such as hardware (where the 
application will be installed), underlying operating system and application requirements itself. 

• Component-based development. Since TinyOS is written in nesC, the minimum pieces for 
constructing applications are the components. 

• Code generation and deployment of applications over the previously specified platform. Once the 
application has been programmed, it should be compiled and deployed. 
 

Therefore, the implemented framework should be able to specify the requirements for WSN applications in 
an exhaustive and in the same time simple way. Also, it should provide a complete environment for 
supporting the process of applications building through models, which represent different views of the 
development process.  
 
The independent platform model developed can be automatically translated to a dependent platform 
model, taking into account the specific operating system and hardware. These feature represents an 
advantage for the portability of applications, since normally these systems are developed in an ad-hoc 
way. 
 
Finally, it should accomplish the task of generating binary code for different platforms. It is important to 
point out that, MDA does not define how models have to be made and translated among different 
abstraction levels. 
 
The MDA framework uses XML manifests in order to describe user requirements.  
User requirements are provided through graphical elements such as menus or buttons. For instance, a 
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menu containing the sensor boards models is displayed when the user tries to choose the specific sensor 
board to be programmed. 
 
 
Innovative aspects 
 
Our framework is innovative because different reasons: 
 

• Graphical composition of WSN applications. A WSN application can be viewed as a set of 
interconnected modules. In this way, we can compose robust applications wiring components that 
use and provide the same interface.  

• Code generation. Configuration files and Makefiles are automatically generated. The WSN 
configuration files are built from the components graph (list of components and wirings among 
them). A Makefile specifies compilation options such as the hardware platforms. 

• Deployment. The generated applications may be compiled and downloaded into the specific 
microcontroller.  

• It is multiOS and multiplatform. The OS and the WSN technology can be chosen by using the GUI. 
• Minimum lines of code written. Only the minimum to specify the user applications. Lower levels 

are completely hidden. 
• It is completely governed by software, which makes it portable among different platforms. 
• It is not coupled to a specific hardware technology and it requires very few computational 

resources. 
• It is especially suitable to be used in high performance systems, as for instance systems of high 

data availability or web servers. 
• It allows stacking additional security layers such as cipher, and efficiency layers such as the 

compression.  
The current prototype is able to deploy executable code into Mica and Telos family motes.  
 
 
Competitive advantages 
 
It allows developing more effective and trustworthy applications. 
It allows to easily including characteristics as secure communications. 
It allows reducing costs in the development of sure applications with WSN. 
The management is very simple and intuitive. 
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