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1. Introduction 

Nowadays, the use of bank cards is increasing everyday as they are being extensive used in 

some applications such as regular shopping. Credit or debit cards are a comfortable way to 

perform bank transactions easily as they allow the user to have cash money immediately 

without carrying it.  

Smartphones and tablets are also generating an important impact on the society. Thanks to 

these devices, users are able to carry their own application centre and therefore, enjoy it 

wherever and whenever they want. Moreover, thanks to the wireless technologies, such as GSM 

network and NFC, we can establish remote communications in a safe manner.  

Finally, in terms of security, we are reaching a moment where the authentication and people 

recognition are the key to keep the integrity and protecting their data. This is applied to 

nowadays technologies, included smartphones, their applications and previously mentioned 

bank cards. In this direction, biometrics conforms an important tool as it allows performing 

people recognition using their biological traits, which in most cases, are unchangeable and 

difficult to forge.  

Considering the three technologies above mentioned, a system which tries to emphasize the 

best advantages of these technologies has been developed.  The work developed for this 

bachelor degree includes the design and implementation of a payment system, similar to the 

one provided by a bank card. The system implemented is integrated in our mobile phone and 

possesses some biometric authentication mechanisms which warranty that the access to the 

money is just restricted to the user. 

2. System design and development 

2.1. Overview 

The general architecture of the system can be dived into two parts: on one side, the 

device which simulate to be the Point of Sale (POS), and on the other side, the mobile device, 

which contains some information such as the money balance (as a bank card will do). The 

communication between both devices is wireless, so the user just have to approach his/her 

device to the POS to perform a payment. 

The client bank information is not stored in the mobile device directly. This data will be 

in the SIM card, which provides more secure countermeasures to store this information 

which is highly sensitive.  Considering the previous premises, the SIM card will contain a 
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biometric authentication mechanism, which will be activated each time the user desires to 

perform a bank operation. 

To simplify the approach, the system implemented is an electronic purse, and so it is 

capable of performing bank transfers. Implementing a credit or debit card system has been 

discarded, as it requires to keep the data consistency with a bank account, which it is 

considered to be out of the scope of this work. 

The following image shows the general schedule of the system implemented: 

 

As previous figure points out, the wireless communication between both devices is 

based on the SWP/HCI protocol. This protocol allows the POS to communicate directly with 

the NFC SIM card, without the client operating system participation. On the other hand, with 

the idea of establishing a management and communication mechanism with the stored 

electronic purse data, the Open Mobile APIs developed by SIMAlliance have been used to 

establish a communication between the NFC SIM and the client device. 

In the following section a detailed description of the different software elements 

implemented in both devices is shown. The electronic purse at SIM card will be also 

described. 

 

 

Figure 1: NFC transaction system 
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2.2. Server system 

The server system is composed by a mobile device. This device works as a Point-Of-Sale 

(POS). The POS emulates a beverage vending machine, so the software developed for it has 

been named as “Soft-Drink Shop”. 

Basically, the workflow is as follows: 

 The first screen shown offers some beverages to the user 

 The user chooses one of the available beverage 

 Once the beverage is chosen, the system will require the user to approach his/her 

mobile NFC device to pay for the product. 

 The POS and the SIM card will interchange some commands to make this payment 

effective. 

 If when the payment is requested, the user is not authenticated, the mobile device 

will require the user to authenticate using a biometric mechanism. 

 Once authenticated, the user will be able to perform a payment of the chosen 

product. If this payment is success, the correspondent price will be subtracted from 

the user account, and a message will be shown in the POS screen. 

Figure 2: Soft-drink 
Shop diagram 
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As future work some improvements in this software can be done. All of these 

improvements are focused on a real system implementation. Some of these improvements 

are: 

 Multiple product selection. 

 Show the electronic purse data to the user just by approaching the mobile device to 

the POS. 

 Add a management mechanism for the available products in order to make easier 

the vending machines management. 

 Add multiple languages support. 

2.3. Client system 

The client system is composed by two key elements: 

 The client device: in our case, this is the mobile phone, i.e. the device which allows 

the client to make payments just approaching it to the POS. 

 The NFC SIM card: is a NFC card. This card is able to communication wireless with 

other devices using this technology. This is done thanks to the NFC chip of the 

mobile phone, in which the SIM card is inserted.  

2.3.1. Client device 

The client device, in this case, will be the one which interacts with the POS. The 

software of this devices allows both communications: with the POS and with the NFC 

SIM card.  

This software has been named NFCWallet, and it is implemented for Android 

operating system. It has four main functions: get money balance, introduce some funds, 

authentication and enrolment: 

Figure 3: NFCWallet diagram (Android) 
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Now a brief description of each function is detailed: 

 Get money balance: this function allows the user to get the information of how 

much Money there is in his/her electronic purse. To access to this function, no 

authentication is required 

 Introduce funds: this function simulates introducing some credit in the card. The 

user will use this function for increasing his/her balance in the electronic purse. 

In this case, authentication is required. 

 Authentication: this function will be the one the system calls when the user is 

required to prove his/her identity. This will be done using iris recognition. To 

simulate this, an iris image from the mobile phone gallery will be selected. This 

image will be send to the SIM card, and in this card it will be compared with the 

one stored during enrolment. This function requires to have enrolment data 

stored. 

 Enrolment: the user biometric template will be stored in the SIM card. This 

template will be used for comparison in following authentication processes. 

Once these data are introduced, the user is requested to authenticate in case 

he/she wants to change them. 

2.3.2. NFC SIM card 

NFC SIM card is the secured element where all the electronic purse information is 

stored. 

The electronic purse is a JavaCard application which is installed in the card. This 

application will receive commands from the client device and will execute the 

correspondent functions in a secure way. The function is able to perform are similar to 

those the client device can perform. 

Figure 4: NFCWallet diagram (JavaCard) 
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Additionally, in the above diagram, two extra options can be noticed: check 

biometric data and finish authentication. These functions are auxiliary functions used 

for a proper system functionality. 

The functions the SIM card can be done are: 

 Extract funds: this function get an APDU command with the amount of money 

to extract. 

 Add funds: gets an APDU command with the amount of Money to add to the 

electronic purse. 

 Get balance: it returns the information of the available amount of Money in the 

electronic purse. 

 Biometric data enrolment: it gets one or several commands with the user 

biometric data. This data is stored in the SIM card.  

 Check biometric data: it gets one or several commands with the biometric data. 

This data is compared with the one stored during enrolment. If the information 

sent correspond to the user a successful answer is sent, otherwise, a failure 

answer is sent. 

 Check biometric data existence: check it there is any biometric data stored in the 

card, sending a successful or a failure answer according to the result obtained.  

 Finish authentication: Change an application internal parameters which points 

out there is no authenticated user. 

3. Conclusion 

Several conclusions can be achieved of the obtained results and the developed work. An 

integrated system of bank transfers can be performed in the mobile device. This is an important 

achievement and propose a new model which can be widely accepted thanks to the 

smartphones deployment. 

Regarding security, a complete secured system has been implemented. This system 

combines the smartcard data integrity and the powerful biometric recognition algorithms.  

Some future work still can be done: The system can improve using some new technologies 

which still are in development. One example will be including in the smartphones the capture 

device to get the biometric trait. This can be done including them directly in the smartphone or 

by a USB/OTG protocol. 



  BIOMETRIC AUTHENTICATION IN WIRELESS 
COMUNICATIONS WITH NFC TECHNOLOGY 

9 
 

Definitely we are approaching a new era of communication and banking where the security 

is the centre of attention of our applications and services. 
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