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Abstract. The main objective of the NATO HSD.MD.ASI.984016 on Prediction 
and Recognition of Piracy Efforts Using Collaborative Human-Centric 
Information Systems is to provide discussions on prediction, recognition and 
deterrence of maritime piracy through the use of collaborative human-centric 
information support systems. A group of more than 70 specialists and students 
gathered in Salamanca, Spain during the period of 19-30 September 2011 to 
examine maritime piracy problems and possible solutions. The ASI involved both 
technology and domain experts who exchanged their knowledge through lectures, 
plenary and brainstorming breakout study sessions in smaller interdisciplinary 
groups. They certainly improved their mutual awareness of the requirements, 
issues, policy as well as technology capable of helping to predict, recognize and 
deter maritime piracy. This paper presents the results of the discussions of the four 
interdisciplinary groups formed to study the various aspects of the maritime piracy 
problem.  
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Introduction 

The members of the organizing committee previously organized a number ([1], [2], [6], 
[7], [8], [9]) of NATO Advanced Research Workshops (ARW) and Advanced Study 
Institutes (ASIs), symposia and Research Task Groups that discussed applications of 
decision support technologies to various security problems. A significant observation 
obtained during these meetings was that the domain experts (e.g., personnel from 
various organizations responsible for maritime security) have little understanding of the 
wide variety of technology solutions available, and how these solutions can enhance 
the performance of decision makers. Similarly, although technology experts have a 
general understanding of the various security system requirements, they do not have 
sufficient knowledge of antipiracy operations including constraints and a variety of 
factors (policy, geopolitical, legal, personnel, training, etc.) to overcome this problem. 
this ASI gathered both technology and domain experts to provide an opportunity for 
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them to improve their mutual understanding of the specific requirements, issues, and 
policies of the antipiracy domain, as well as of technology capable to predict, recognize 
and deter maritime piracy. The ASI comprised lectures, plenary sessions and 
brainstorming study sessions in smaller interdisciplinary groups. We have been 
fortunate to have lecturers comprising many leading scientists and very knowledgeable 
maritime piracy domain experts. We also had students from various countries whose 
research topics were precisely maritime piracy. The results of the study group 
discussions presented here are preliminary, and focus mostly on identifying various 
aspects of concern for both the problem space and the solution space of maritime piracy. 
Finally, an ASI is not usually structured to have intensive or extensive working 
sessions to conduct in depth analysis of these aspects, but at least, by conducting these 
brainstorming sessions, this ASI was able to deliver a list of issues or topics on which 
future ARWs can be proposed.  
 

1. Piracy Threat Management Framework  

Before the study groups could start their assessments, a framework to help structure the 
analyses to be performed by the groups was developed in a plenary session. This 
framework leveraged the participants’ background, as well as past publications, 
presentations and conclusions from previous NATO-funded meetings organized by the 
members of the organizing committee ([4], [5]) and other scientific events on crisis and 
emergency response, harbour protection and other defence and security problems.  

A detailed analysis of these contributions is beyond the scope of this paper, but 
would certainly deserve to be considered in the context of maritime piracy. Note that 
all contributions including the companion contributions to past publications focus on a 
wide variety of information systems ranging from sensing, to making sense, to decision 
making that is behind the model of the piracy threat management framework 

1.1. An analysis Framework 

In a previous ASI entitled Data Fusion for Situation Monitoring, Incident Detection, 
Alert and Response Management, held in Albena, Bulgaria, 2005, a triadic model [3] 
was proposed to characterise interactions between the task, the technology and the 
people.  

As illustrated in Figure 1, three elements compose the triad: the task, the 
technology and the human. In the command and control context, the OODA (Observe-
Orient-Decide-Act) loop represents the task to be accomplished. Systems designers are 
introduced via the technology element. 

Their main axis of interest is the link between the technology and the task. The 
general question related to this link is: “What systems must be designed to accomplish 
the task?” Systems designers are also considering the human. Their secondary axis of 
interest is thus the link between the technology and the human. The main question of 
this link is: “How to design the system so it is suitable for the human?” However, 
systems designers have also a hidden axis of interest, namely, the axis between the 
human and the task is usually not covered by their expertise. From the analyses of the 
axis, technological possibilities and limitations are identified. However, all 
environmental constraints may not be covered by the technological possibilities.  These 
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For each Piracy Threat Management dimension, analysis topics (activities, factors, 
relationships, dependencies, technologies, organizations, issues, etc.) were identified 
and detailed in some cases into more than one level.  The resulting “trees” of mapping 
the Piracy Threat Management dimensions into analysis topics have been included in 
Annex A of this paper, hereafter referred to as the Management Framework.  It is clear 
that the presented framework does not cover the complete problem space and 
subsequent analyses are required. Subsequent analyses need to examine the currently 
identified topics as well as identify other analysis topics to mature and complete the 
framework. However considering the scope of the ASI, the strategy for the problem of 
Piracy Threat Management has been structured into an initial set of numerous smaller 
topics which can be easier to analyse.   

2. Study Sessions Analyses 

The study teams used the Management Framework as a starting point for their 
discussions aimed at identifying technologies which could enable enhanced decision 
making for the overall piracy threat management. Different topics of each dimension of 
the analysis framework were examined to establish the degree to which they could help 
in the decision making process, or identify important factors to also be taken into 
account. However, fully recognizing that within the scope of the ASI it is not feasible 
to cover a significant part of the problem space, the team leaders were given freedom to 
select a subset of the topics (accordingly to the experience and expertise of the group 
members) as well as the methodology for their analysis. While two teams followed the 
sequential path of taking the analysis topics one at a time and discussing technological 
solutions, two others chose alternate paths. One of these two teams concentrated on 
classifying topics by the type of solution that will make the biggest impact on the 
performance of decision makers, and grouping them into families: operational, political, 
legal or technological. The second of these two teams looked at the overall problem of 
prediction and recognition of piracy attacks by decomposing the process of prediction 
and recognition of attacks (the mission) into a set of technical issues (i.e., needed 
capabilities that technology might help provide) and analysing the technological 
solutions. 

Considering the time available for the study sessions, the main output represented 
preliminary methodologies for each of the paths taken by the teams.  

A short description of these methodologies is presented below. 

2.1. The Methodology of “Sequential Path” 

Figure 3 illustrates the analysis methodology proposed at the plenary session. As an 
example, it shows how the topic “intent assessment,” within block “Containment,” 
could be examined. 
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Topics Description of the 
problem (2 paras) 

Potential solutions Recommendations 
(don’t know/not 
applicable, further 
investigation…) 

Intent assessment Collection and analysis 
of pertinent information 
to assess the short term 
intent (e.g., intelligence, 
social network info. 
etc.) 

Data mining, semantic 
extraction, 
numerical/symbolic 
reasoning, intelligence 
analysis  

 

Figure 3. Sequential path methodology for topic analysis (example) 

2.2. The Topic Classification Methodology 

As mentioned above, one of the study teams decided to first classify the analysis topics  
by what type of change or solution would make the biggest impact in enhancing 
performance, grouping them into families: operational, political, legal or technological.  
Figure 4 presents an initial classification into families of the topics of the 
“Containment” dimension (the shorter of the dimensions).  

The members of this study group observed that the technological solutions would 
be very much dependent on the specific political, operational and legal context of how 
all participating countries and jurisdictions addressed piracy situations. Only a small 
number of topics have been classified in the TECH family; however it is apparent that 
in fact there will be very few topics for which no technological solutions will be 
required. Specifically, the experts in this study groups debated whether all topics in the 
OPS family should be also in the TECH family, as operations will require technology 
enabled decision support, while specific technological solutions will be operations and 
doctrine dependent. 
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Figure 4. Classification of topics 

The abbreviations in the family names are: OPS – operational; POL – political; 
LEG – legal; and TECH – technological. 

2.3. The Technology Centred Methodology 

The approach adopted by this study group was to: 
 
 Decompose the process of predicting and characterizing piracy attacks (the 

mission) into a set of technical issues (i.e., needed capabilities which 
technology might help provide).  

 For each such issue, list potential technical solutions in terms of their maturity 
and potential effectiveness in resolving the issue. 

 
Figure 5-7 present the decompositions, while preliminary findings performed by this 

study team are included in Annex B. While for Figures 5 and 6 potential technical 
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solutions for some identified technical issues have been developed and included in the 
annex, the issues for Figure 7 are still awaiting possible technical solutions. 

 

 
Figure 5. Lower-level knowledge development  

 
Figure 6. Higher-level knowledge development 
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Figure 7. Decision Support 

Definitions and Metrics in these tables are defined as follows: 
 
 Mission Capability: The ability to predict and recognize piracy efforts 

sufficiently to support effective responses: Prevention, Containment, and 
Consequence Management. 

 Issues: A problem relevant to achieving the mission capability. 
 Analogous Applications: Other mission capabilities that involve related 

technical issues. 
 Applicable Techniques: Technologies or designs that might be used to solve 

the given issue. 
 Limitations: Technical, operational or other factors that limit the capability of 

the given technique to provide a complete solution to the given problem. 
 Maturity: The technology readiness level (TRL) of the given technique 

(presented in Figure 8).  
 System Solutions: Candidate approaches to addressing given issues.  
 Recommendations: Suggested actions for NATO or NATO members to solve 

the given issues.  
 

 
Figure 8. Technology readiness levels 

Again, there was not sufficient time to complete the tables analysing the 
technologies further. Additional discussion on this approach would be beneficial. 
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3. Conclusion 

This paper presents a high-level discussion on the potential support of collaborative 
information support systems to improve the ability to predict and prevent the 
occurrence of piracy incidents or rapidly recognize its nature and extent for effective 
collective response. The problem of maritime piracy is quite complex, and substantial 
research efforts are required to effectively design or adapt information systems to 
support the three actions of the Partnership and Action Plan presented in the 
introduction. 
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Annex A 

Piracy Threat Management Framework 
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Annex B 

Technology Applicability 
\
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Lower-Level Knowledge Development 
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Lower-Level Knowledge Development, cont’d 
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Higher-Level Knowledge Development 
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Higher-Level Knowledge Development, cont’d 
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