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Abstract 

In order to validate an Intelligent Transportation System (ITS) application or service, 

simulation techniques are usually employed. Nowadays, there are two problems associated to this 

kind of validation: the relative complexity of existing simulators and the lack of common criteria in the 

creation of simulation experiments. The first one makes it hard for users not familiar with a 

simulation tool to create and execute comprehensive experiments. The second one leads to a 

situation in which different proposals are validated in different scenarios, thus making it difficult to 

compare their performance. This work contributes on addressing both problems by proposing 

VanSimFM, an open-source assistant tool for creating NS-2 simulation experiments, and by defining 

an extensible test bed which contains a set of simulation scenarios. The test bed is intended to 

represent the different situations that may be found in a real vehicular environment.  
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1. Introduction 

In the last decades we have witnessed a great evolution in the development of wireless 

communications. The past years have brought these advances to the car industry. Particularly, a new 

family of services and applications, collectively called Intelligent Transportation Systems (ITSs), are 

currently being developed. ITSs usually rely on a new, specific kind of communications network called 

Vehicular Ad-hoc Network (VANET). VANETs are a subtype of Mobile Ad-hoc Networks (MANET) in 

which its nodes are mainly vehicles, equipped with a communication unit called On-Board Unit (OBU). 

Besides them, it is usually assumed that there will be some static nodes called Road-Side Units (RSUs), 

which are placed aside the roads.   

Validating ITS-related proposals must ensure that the designed service is suitable for a realistic 

vehicular environment. However, achieving a holistic validation framework poses a challenge to 

researchers. Since the required technology (i.e. OBUs, RSUs, embedded systems) is currently being 

developed and the cost to perform real world experiments is usually unaffordable, simulation is the 

preferred experimental validation technique, as a complement to the theoretical analysis.  

Designing a simulation experiment requires six steps to be performed (see Figure 1). At the first 

step the map on which the simulation will take place is defined. Afterwards, the mobility patterns of 

nodes is defined (step 2), thus enabling the creation of mobility traces in the third step. With the output 

of the mobility simulation and the network parameters, the network simulation is configured in the 

fourth step and then run in the fifth phase. Finally, the achieved output is analysed in order to assess 

some performance aspects of the proposal. 
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Figure 1 - Steps to perform a VANET simulation 

There are two main problems related to the validation based on simulation. The first one is the 

relative complexity of existing simulation tools. There are dozens of simulators, each one covering a 

different set of steps (and at a different extent) within those identified on Figure 1. Therefore, creating 

VANET experiments can be very difficult, especially for users not familiar with certain network or 

mobility simulators. The second problem is the lack of common criteria to define simulation 

experiments. Thus, each of the aforementioned parameters may have different values. For example, the 

number of involved vehicles may vary from 2 (e.g. [3]) to 3500 (e.g. [45]). As a result, the comparison 

between different proposals can be hard to perform or almost impossible. This situation is especially 

undesirable for the designers of the underlying hardware, as their goal should be to support as much 

services as possible. Without a unified validation framework, it is difficult to obtain a set of performance 

requirements to design the hardware.  

The goal of this work is to address both problems. For the first one, an extensible open-source 

tool
1
 (called VanSimFM) that assists on the creation of simulation experiments is proposed. On its 

current version, it allows to create simulation scenarios for the NS-2 tool [5], which is often used for 

evaluating VANET-based protocols and services. It must be noted that VanSimFM is not a simulator 

itself, but an assistant tool that simplifies the use of existing simulation tools.  For the second problem, a 

benchmark or test bed composed by a set of simulation experiments has been defined. Their 

parameters have been established taking into account current simulation practices. For this purpose, a 

set of more than 30 VANET-related papers have been surveyed. 

Paper organization. The reminder of the paper is as follows. Section 2 briefly introduces the 

state of the art in VANET simulation tools. Section 3 presents a survey of several recent scientific 

contributions and analyses the different settings used in their simulation experiments. Section 4 

describes the features and user interface of VanSimFM. Section 5 describes the proposed test bed, 

which has been built using the mentioned tool. Section 6 presents the conclusions and the future work. 

2. Overview of existing VANET simulation tools 

There is a plethora of simulation tools that may be used to perform an experimental validation 

of an ITS-related proposal. As a result of a survey of more than 30 papers published in the last three 

years, it may be seen that there have been several different combinations of tools in the evaluation of 

different proposals (see Table 1). It is important to note that not every tool provides with the same 

functionality at the same extent. In this Section, the most relevant simulation tools that are currently 

used are presented. Afterwards, their main drawbacks are identified. For the purpose of this work, only 

the most prominent features of these tools are presented. Interested readers may refer to [6, 7, 8] to 

get further information. 

2.1.   Description   

There are three types of simulation tools according to their focus [1]. Thus, there are mobility 

simulators (i.e. they focus on generating mobility traces), network simulators (i.e. they perform the data 

                                                           
1 VanSimFM and the proposed test bed are available at http://www.seg.inf.uc3m.es 
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interchanges of the network nodes) and integrated ones that offer the features of the previous two 

types (see Figure 2). Within this last group, such integration may be done in a single tool or by 

incorporating other existing mobility and network tools. 

 

 

 

 

 

 

 

 

 

Figure 2 - Scope of the surveyed simulators 

SUMO [9], VanetMobiSim [10] and CityMob [49] are mobility simulators. All of them are open-

source and are able to build output files that may be used in the NS-2 network simulator. They receive 

map information in different formats, such as OpenStreetMaps [11] (in SUMO) or TIGER [12] (in 

VanetMobiSim). On the other hand, CityMob generates vehicular movements for urban scenarios, 

following three mobility models called simple, Manhattan and downtown [49].  

Regarding the network simulators, NS-2 [5] and Qualnet [13] are two well-known alternatives. 

Both are prepared to simulate any kind of communication network, so a specific configuration for the 

vehicular environment is then required. As a difference, Qualnet provides tools for processing the 

obtained results, whereas NS-2 does not offer this feature. 

With respect to the integrated tools, there are three prominent options, namely NCTUns [14], 

TraNS [15] and MOVE [16]. The first one is a commercial single tool that performs all the steps including 

the processing of the obtained results.  Its simulations may be done in a handcrafted map or using an 

existing one from TIGER. The other two tools are federated options in which SUMO (for mobility) and 

NS-2 (for network) are employed. The main difference between them is that in TraNS both tools may 

interact during the simulation, which is not possible in MOVE. 

2.2.    Discussion 

Considering the ease of use, integrated tools offer the simplest approach to the simulation of 

ITS-related proposals. These tools provide the user with a unified entry point to interact with the 

underlying network and mobility simulators.  

The preparation of the simulation experiment has to be as simple as possible. Its starting point 

should be a graphical interface that allows users to easily define the required parameters. However, 

most existing tools require a considerable level of expertise in order to use them appropriately. As an 

example, MOVE offers the user a great range of configuration options, especially for the mobility 

simulation, making this operation complex for users not familiar with the tool. 
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3. Survey on simulation practices in recent scientific contributions 

The election of the simulation settings has a direct impact on the evaluation results. Thus, a 

very heavyweight, bandwidth-consuming data exchange protocol may be successfully validated in a 

rural, sparse scenario, although it could have been found unsuitable in a crowded downtown. 

A remarkable amount of recent contributions have defined a personalized simulation scenario. 

Table 1 summarizes the simulation tools used in the surveyed papers along with the main simulation 

parameters, namely the time, the number of nodes and the scenario type and size. The analysis of other 

context-specific settings, such as traffic regulations, cryptographic capabilities of the nodes or the 

assumed communication channel reliability is left to future work.  

 
Type of simulation tool Simulation parameters 

 
Mobility  

Simulator  
Network 
Simulator 

Simulation 
Time (sec) 

Number of 
nodes 

Scenario  
type 

Scenario  
size (km)   

[18] VanetMobiSim Qualnet 250 100-350 Road 2.5x2.5 

[19] VanetMobiSim Not specified 200 12, 144 Random 1x1 

[20] VanetMobiSim Not specified Not specified 50-250 Highway 4 

[21], 
[22] 

TraNS (SUMO) NS-2 100 576 Urban 13.4x12.3 

[4] TraNS (SUMO) NS-2 200 916 Urban Not specified 

[2] TraNS (SUMO) NS-2 78 20-80 Urban Not specified 

[23] SUMO NS-2 300 150,250,350 Urban 1.5x1.5 

[24] 
STRAW (Urban), 

FleeNet (Highway) 
Jist/SWANS 60 

10 urban,  
100 highway 

Urban, 
Highway 

3x3,  
12 

[25] None (Random waypt.) NS-2 600 50x9 Not specified 5x5 

[26] None (Random waypt.) MATLAB 600 35 Random  1x1 

[3] None (Random waypt.) Qualnet 900 2-100 Random 3x3 

[27] R R Not specified 25, 100 Not specified Not specified 

[28] Bai et al [51] NS-2 Not specified 150 Manhattan 2.4x2.4 

[29] Not specified Qualnet 60 15-25 Road  1x1 

[30] Not specified NS-2 Not specified 50 Urban 5x5 

[31] Not specified NS-2 600 75 Highway Not specified 

[32] Not specified MATLAB & NS-2 Not specified Not specified Highway Not specified 

[33] Not specified Not specified Not specified Not specified Not specified Not specified 

[34] Not specified Not specified Not specified Up to 1560 Road  30 

[35] Not specified MATLAB 1200 Variable Highway 8046 

[36] Not specified MATLAB & NS-2 90 50 per second Urban 7.4x7.4 

[37] NGSim NS-2 15 18 every 100m Highway 0.64 

[38] NCTUns NCTUns 80-100 Variable Road  0.6x0.4 

[39] Custom NS-2 700 100 Urban 1.2x1.2 

[40] Custom Not specified Not specified Not specified Not specified Not specified 

[41] Custom Not specified Not specified 31.7 / minute Highway Not specified  

[42] Saha et al [50] NS-2 Not specified 300 Urban 2.4x2.4 

[43] Pre-created traces NS-2 200 150 Urban 2.4x2.4 

[44] Pre-created traces NS-2 Not specified 50-100 Road  3x3 

[45] Saha et al [50] NS-2 200 Aprox. 3500 Urban 6.7x2.7 
Table 1 - Simulation tools and parameters in recent research papers 

Simulation tools. NS-2 is the preferred network simulation among the surveyed papers, used in 

16 of them. The other papers use different network simulators, but a significant number of them (6) 

have no network simulator specified. Regarding the mobility simulation, there is no preferred choice, 

and it is remarkable that 8 papers do not specify this issue. 

Simulation time. There is an important difference in the simulation times even when using the 

same type of map. As an example, two contributions that use a highway map consider 15 seconds [37] 



and 600 seconds [31]. The most common values (chosen in 11 papers) are between 100 and 600 

seconds. Moreover, near one third of the papers do not specify this issue. 

Number of nodes. There is a tendency towards values between 50 and 250 nodes, as more than 

one third of the papers use values within this range. This parameter is also the most documented, as 

only 3 papers do not specify it. 

Scenario (type and size). There are three types of scenarios, namely urban, highways and 

secondary roads. Among them, urban scenarios (12 papers) and highways (7 papers) are preferred. 

Interestingly, 7 papers either do not specify the type of scenario or do not use any type of map. With 

respect to their size, it ranges from 0.6x0.4 kilometres to 13.4 x 12.3 kilometres, but most of the maps 

are between 1x1 km and 5x5 km size.  

These results show that the task to compare ITS-related proposals can be almost impossible 

since there may be irreconcilable differences between the simulation configurations used. In this 

situation, it is not possible to discover whether two or more protocols may execute at the same time in 

a given context. It must be noted that the purpose of the simulation scenario for each of the surveyed 

papers has not been studied. Thus, one author may present the worst case situation, while other may 

show the best or average performance of her contribution. However, we claim that having a unified 

simulation benchmark (or test bed) that integrates all these individual scenarios could improve the 

current situation. With such a benchmark, the evaluation for each contribution would not consist on the 

results for a single scenario, but for the whole set of scenarios within the benchmark. Thus, the analysis 

currently shown on papers could still be possible, while their comparability would be improved. 

4. VanSimFM: An assistant tool for creating NS-2 simulation experiments  

Current simulation tools require some sort of expertise to use them, as discussed in Section 2.2. 

In order to simplify their use, an open-source assistant tool called VanSimFM (VANET Simulation 

Framework Modeller) is proposed in this work. A description of its features is given in Section 4.1. In 

order to illustrate its design and use, its graphical user interface is briefly introduced in Section 4.2.  

4.1.    Feature analysis. Comparison with other tools 

VanSimFM aims to assist the user along the six steps to perform a VANET simulation (see Figure 

1). For this purpose, it provides the user with a graphical user interface that is intended to simplify the 

use of other existing mobility and network simulators. In its first version, VanSimFM uses SUMO and 

CityMob as mobility simulators, and NS-2 as network simulator. It must be noted that the election of a 

given simulator may have a significant impact over the evaluation reliability. Particularly, previous works 

have highlighted the relevance of the mobility simulator (i.e. its trace generation algorithm) in order to 

build a realistic vehicular scenario [47]. On the other hand, it is also important to use well-scaling 

network simulators. Although NS-2 has a limited scalability [48] it is still used in recent contributions (as 

shown in Section 3). For these reasons, the software design of VanSimFM is intended to provide with 

enough extensibility to integrate other simulators. 

In order to minimize the impact of a given movement trace on the achieved results, different 

traces should be applied to the same map. VanSimFM provides with this option, thus resulting in a 

simulation workflow (see Figure 3) which is slightly different from that on Figure 1. As opposed to 

existing alternatives, VanSimFM enables the automatic generation of several NS-2 scenarios, each one 

using a different trace (i.e. the result of the mobility simulation step), using a single mobility 

configuration (see Figure 3). Moreover, it can execute sequentially all these simulation scenarios. For 

the data processing step for each simulation, the tool allows to execute user-defined AWK scripts [17]. It 

must be noted that this option is not present in other integrated tools like MOVE or TraNS. 



 

 

 

 

 

 

 

Although the proposed tool has the same purpose as MOVE, it offers three features that are 

currently not present in the aforementioned tool. First, it allows introducing Road-Side Units (RSUs) 

nodes in the scenario, which may have a different behaviour (i.e. role in the VANET protocol) than that 

of vehicles. Second, a penetration ratio (i.e. the proportion of vehicles that are equipped with an OBU) 

may also be defined. This issue increases the realism of simulations as not all vehicles will be equipped 

at the beginning of the deployment of ITSs. Moreover, the mere existence of vehicles in the road may 

become a physical obstacle for vehicular communications, thus affecting their performance. Third, user-

defined code sections (e.g. variables, functions, etc.) may be automatically integrated in the resulting 

NS-2 scripts. For example, specific statistical functions may be easily retrieved during the execution of 

the simulation, providing the researcher with an additional source of information. 

 

4.2.    User interface 

The simplicity of use for inexperienced researchers is the main design directive of VanSimFM. 

This concern has to be combined with ensuring the completeness of the tool. This trade-off implies that, 

in the end, it should offer (at least) the same simulation features than those offered by existing 

alternatives, but making them more accessible for non-expert users.  

A major decision has been to design the user interaction according to the steps shown in Figure 

1. This sequential definition of settings is implemented through the use of tabbed panels. To illustrate 

this decision, Figure 4 shows the map & mobility settings window. This window addresses the three first 

phases of the definition of a new simulation. Thus, it contains a map settings panel (phase 1) and a 

mobility settings panel (phase 2). The generation of mobility traces (phase 3) is performed when the 

button Generate Mobility and proceed with network settings is pressed. It must be noted that the 

number of route files field defines the amount of traces that will be created for this experiment. This 

window also contains an experiment tab, which allows giving a name for the current simulation that will 

be further used to store all the resulting files. 

Once the mobility settings have been defined, the network parameters (phase 4) must be 

established. Particularly, it has been divided into three major sets of decisions – network settings, 

application settings and trace options (see Figure 5). Network settings focuses on low-level issues such 

as the communication range. As defining these parameters requires some background, a default 

configuration which is usually employed in these scenarios is given. Moreover, a guide to understand 

these choices is available through this interface. Application settings are related to the VANET service 

that is evaluated. They define the behaviour of participating OBUs/RSUs, the specific additional code to 

obtain measures and indicators during the execution and the specific positions of RSUs, if any. Finally, 

trace options (not shown in Figure 5) are intended to configure the network simulator regarding the 

level of traces required (e.g. agent trace, mobility trace, etc.). 
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Figure 3 - Execution workflow of VanSimFM 
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Figure 4 – VanSimFM map definition (left) and mobility definition (right) 

 

 

 

 

 

 

 

 

 

Figure 5 - VanSimFM network parameters (left) and application settings (right) 

  

5. Proposed test bed for VANET protocol evaluation 

In order to address the lack of comparability problem discussed in Section 3, in this work a test 

bed for VANET protocol evaluation is proposed. It is composed by a set of simulation scenarios that 

represent the different situations that may be found in a real vehicular environment. As these situations 

may vary, this test bed is open to be extended by the research community. 

In its current version, the simulation scenarios have been created with VanSimFM. Therefore, 

they are only suitable for the NS-2 simulator. Specifically, the set of scenarios that form the test bed are 

intended to summarize the situations that have been considered in the surveyed literature (Table 1). 

Moreover, some additional well-known settings have also been added. The resulting scenarios that are 

currently part of the test bed are described in Table 2 and explained below. Table 2 must be interpreted 

as follows: there is a 5x5 kms Manhattan map where 50 nodes are running during 100 seconds, 250 

nodes are running during 600 seconds and 750 nodes are running during 1000 seconds. This leads to a 

total amount of 15 different settings. It must be noted that five instances have been created for each 

setting. This decision aims to avoid the influence of the mobility trace on the evaluation results. 

  



 Number of nodes Simulation time Size 

Urban (Manhattan) 50, 250, 750 100,600,1000 5x5 km 

Urban (Eichstätt, Germany) 50, 250, 750 100,600,1000 4.5x3 km 

Highway 50, 250, 750 100,600,1000 4.5x5.5 km 

Cloverleaf Interchange 50, 250, 750 100,600,1000 3.8x3 km 

Secondary roads 50, 250, 750 100,600,1000 12.5x9.5 km 

Table 2 – Summary of the simulation scenarios contained in the test bed 

Simulation scenarios (type and size). Five different types of maps are currently considered. 

Two of them are urban scenarios – a Manhattan-like map and a section of the German city of Eichstätt 

(taken from [46]). There are two highway maps, one having 2 lanes with 3 kilometres length and the 

other one being a cloverleaf intersection of 3 lanes per direction. Finally there is a rural map containing 

secondary roads. With respect to their sizes, they are on average bigger than those surveyed. This 

decision is based on the fact that having bigger maps may enable gathering a greater amount of real-life 

vehicular situations (e.g. bottlenecks, movement trends, etc.) than in a smaller one.   

Amount of nodes. The number of nodes for each simulation experiment ranges from a 

minimum set of 50 nodes to a maximum of 750. Due to the significant variation between both limits, an 

intermediate value of 250 has been selected. To come up with these choices, the highest and lowest 

surveyed number of nodes (i.e. 2 and 3500) have been discarded. The intermediate value has been set 

taking into account the average of nodes considered in the studied simulations. Thus, with these values 

it is expected to enable simulations in high, regular and low traffic density. However, it must be noted 

that this setting should also consider the computational capabilities of the evaluation platform, as it 

usually has a direct impact on the performance of simulators. Therefore, the addition of smaller (or even 

greater) values is foreseen as future work. 

Simulation time. The values of 100, 600 and 1000 seconds have been defined in order to reflect 

most of the values found in the studied papers. Although longer simulations may lead to more valuable 

conclusions, they may cause the experimentation phase to extend dramatically. Thus, the minimum is 

intended to avoid this fact while remaining useful to evaluate a protocol performance. 

6. Conclusions. Future work 

In this work, we have presented VanSimFM, an open-source tool that assists on the creation of 

simulation scenarios for the NS-2 network simulator using SUMO and CityMob as mobility simulators. 

Now in its first version, this tool offers several unique features such as allowing the user to introduce 

specific code segments in the resulting script or automatically creating several scenarios based on a 

single configuration. Moreover, its user interface has been designed with the aim of simplifying the 

whole process.  

On the other hand, a test bed composed by a set of simulation experiments has been proposed. 

Such experiments have been configured taking into account the most common simulation practices 

found in recent papers. This test bed, currently in its initial version, aims to provide with a common 

evaluation framework that ensures the comparability of the results of different proposals.  

Future work will be focused on validating the suitability of the proposed tool and test bed. Such 

validation will be based on the feedback given by researchers. Moreover, some extensions of both 

contributions have already been identified. Regarding VanSimFM, new mobility simulators will be 

introduced to improve the realism of the created scenarios. Other network simulators will be considered 

as well. Moreover, other security-related parameters (e.g. cryptographic computation cost for each 

node) should be added to the tool to capture the growing relevance of security in vehicular networks. 

The visual definition of vehicular routes and flows and the introduction of obstacles that block the node 



signal will also be considered. With respect to the test bed, additional variables may be considered to 

complete its scope. For example, introducing speed limits, traffic regulations or channel reliability 

constraints (e.g. effective communication range and bandwidth, packet loss, etc.) would make the test 

bed be more comprehensive. 

Acknowledgements 

This work is partially supported by Ministerio de Ciencia e Innovacion of Spain, project E-SAVE, 

under grant TIN2009-13461.  

References 

[1] Olariu, S; Weigle, M.C. "Vehicular Networks from Theory to Practice", CRC Press, 2009. 
[2] Cencioni, P.; Di Pietro, R. (2008) “A Mechanism to Enforce Privacy In Vehicle-to-infrastructure 
Communication”, Comput. Commun. n. 31, (12), pp. 2790-2802.  
[3] Strassberger, M.; Schroth, C; Lasowski, R. “Data Dissemination in Vehicular Networks,” Vehicular 
Networks: Techniques, Standards and Applications, CRC Press, 2009 
[4] Park, Y.; Sur, C.; Jung, C. D.; Rhe, K-H “An Efficient Anonymous Authentication Protocol for Secure 
Vehicular Communications”, J. Inf. Sci. Eng., 2010 
[5] NS-2 simulator, available online at: http://nsnam.isi.edu/nsnam/index.php/User_Information 
[6] Urmeneta, P. “Simulation and Improvement of the Handover process in IEEE 802.11p based 
VANETs”, Universitat Politecnica de Catalunya, 2010 
[7] A. Hassan, “VANET Simulation”, Halmstad University, 2009 
[8] Martinez, F. J.;  Toh, C.K. ; Cano, J.C.; Calafate, C.T.; Manzoni, P. “A survey and comparative study of 
simulators for vehicular ad hoc networks”, Wireless Comm. and Mobile Computing, vol. 11 (7),  2009 
[9] SUMO, available online at: http://sumo.sourceforge.net 
[10] VanetMobiSim, available online at: http://vanet.eurecom.fr 
[11] OpenStreeMap, available online at: http://www.openstreetmap.org 
[12] TIGER, available online at: http://www.census.gov/geo/www/tiger 
[13] Qualnet, available online at: http://www.scalable-networks.com/products/qualnet 
[14] NCTUns, available online at: http://www.estinet.com/products.php 
[15] TraNS, available online at: http://lca.epfl.ch/projects/trans 
[16] MOVE, available online at: http://lens1.csie.ncku.edu.tw 
[17] AWK, available online at: http://www.gnu.org/software/gawk 
[18] Jerbi, M.; Senouci, S.-M.; Rasheed, T.; Ghamri-Doudane, Y. “Towards Efficient Geographic Routing in 
Urban Vehicular Networks,” IEEE Trans. on Vehicular Technology, 2009 
[19] Gerla, M. “Proof-of-relevance: Filtering false data via authentic consensus in Vehicle Ad-hoc 
Networks,” IEEE INFOCOM, 2008 
[20] Ghosh, M.; Varghese, A.; Gupta, A.; Kherani, A. A.; Muthaiah, S. N. “Detecting misbehaviors in 
VANET with integrated root-cause analysis“, Ad Hoc Networks, vol. 8 (7), 2010 
[21] Wasef, A.; Jiang, Y.; Shen, X. “DCS: An Efficient Distributed-Certificate-Service Scheme for Vehicular 
Networks,” IEEE Transactions on Vehicular Technology, 2010 
[22] Wasef, A.; Shen, X. "EDR: Efficient Decentralized Revocation Protocol for Vehicular Ad Hoc 
Networks," IEEE Trans. on Vehicular Technology, vol.58, no.9, pp.5214-5224, 2009 
[23] Nzouonta, J.; Rajgure, N.; Wang, G; Borcea, C. “VANET Routing on City Roads Using Real-Time 
Vehicular Traffic Information,” IEEE Trans. on Vehicular Technology, 2009 
[24] Schoch, E.; Kargl, F. “On the Efficiency of Secure Beaconing in VANETs,” Proc. of the third ACM 
conference on Wireless network security, 2010 
[25] Wan, Z; Ren, K.; Zhu, B.; Preneel, B; Gu, M. “Anonymous User Communication for Privacy Protection 
in Wireless Metropolitan Mesh Networks,” IEEE Transactions on Vehicular Technology, 2010 
[26] Mahmoud M. E.; Shen, X.S. “PIS : A Practical Incentive System for Multihop Wireless Networks,” 

IEEE Transactions on Vehicular Technology, vol.59, no.8, pp.4012-4025, 2010 
[27] van den Berg, E.; Zhang, T.; Pietrowicz, S. “Blend-In: A Privacy-Enhancing Certificate-Selection 
Method for Vehicular Communication”, IEEE Trans. On Veh. Technology, 2009 



[28] Kherani A; Rao, A. “Performance of Node-Eviction Schemes in Vehicular Networks,” IEEE 
Transactions on Vehicular Technology, 2010 
[29] Yeh, C.H.; Huang, Y.M.; Wang, T.I.; Chen, H.H. “DESCV-A Secure Wireless Communication Scheme 
for Vehicle ad hoc Networking,” Mobile Networks and Applications, 2009 
[30] Kakkasageri M.S.; Manvi, S.S. “Intelligent Information Dissemination In Vehicular Ad Hoc Networks”, 
Int. Journal of Ad-hoc and Wireless networks, 2011 
[31] Studer, A.; Bai, F.; Bellur, B.; Perrig, A. “Flexible, Extensible, and Efficient VANET Authentication,” 
Proceedings of the 6th Annual Conference on Embedded Security in Cars (ESCAR), 2008 
[32] Raya, M.; Papadimitratos, P.; Gligor, V.D.; Hubaux, J.-P. “On Data-Centric Trust Establishment in 
Ephemeral Ad Hoc Networks,” IEEE INFOCOM, 2008 
[33] Huang, D.; Verma, M. “ASPE: attribute-based secure policy enforcement in vehicular ad hoc 
networks,” Ad Hoc Networks, 7 (8), 2009 
[34] Aslam, B.; Park, S.; Zou, C.C. Turgut, D. “Secure traffic data propagation in Vehicular Ad Hoc 
Networks,” International Journal of Ad Hoc and Ubiquitous Computing, 2010 
[35] Ma, X.; Chen, X.; Refai, H.H. “Performance and reliability of DSRC vehicular safety communication: a 
formal analysis” EURASIP J. Wirel. Commun. Netw, 2009 
[36] Wasef, A.; Lu, R. “Complementing public key infrastructure to secure vehicular Ad-hoc networks”, 
IEEE Wireless Communications, vol.17, no.5, 2010 
[37] Sun, Y.; Lu, R.; Lin, X.; Shen, X.S.; Su, J. “An Efficient Pseudonymous Authentication Scheme With 
Strong Privacy Preservation for Vehicular Communications,” IEEE Trans. on Vehicular Technology, 2010 
[38] Rajabi, A. “Performance Evaluation of Vehicular Ad Hoc Networks using simulation tools,”, 
Universitat Politecnica de Catalunya, 2010 
[39] Lo, N.-W; Tsai, H.-C.  “A Reputation System for Traffic Safety Event on Vehicular Ad Hoc Networks,” 
EURASIP J. Wirel. Commun. Netw., 2009 
[40] Abuelela, M.; Olariu, S. “Automatic Incident Detection In VANETs: A Bayesian Approach,” IEEE 69th 
Vehicular Technology Conference, 2009 
[41] Umedu, T.; Isu, K.; Higashino, T.; Toh, C.K. “An Intervehicular-Communication Protocol for 
Distributed Detection of Dangerous Vehicles” IEEE Transactions on Vehicular Technology, 2010 
[42] Viejo, A.; Sebé, F.; Domingo-Ferrer, J. “Aggregation of Trustworthy Announcement Messages in 
Vehicular Ad Hoc Networks,” IEEE 69th Vehicular Technology Conference, 2009 
[43] Wu, Q.; Domingo-Ferrer, J.; Gonzalez-Nicolas, Ú. “Balanced Trustworthiness, Safety, and Privacy in 
Vehicle-to-Vehicle Communications,” IEEE Transactions on Vehicular Technology, 2010 
[44] Weerasinghe, H.D.; Tackett, R.; Fu, H. “Verifying position and velocity for vehicular ad-hoc 
networks,”, Security in communication networks, Wiley, vol. 4 (7), 2010 
[45] Zhang. L. "Research on Security and Privacy in Vehicular Ad Hoc Networks", Univ. Rovira i Virgili, 
2010 
[46] Eichstätt map, http://sourceforge.net/apps/mediawiki/sumo/index.php?title=Eichstaett.osm 
[47] Karnadi, F.K.; Mo, Z. H.; Lan K.-C; "Rapid Generation of Realistic Mobility Models for VANET,"  IEEE 
Wireless Comm. and Networking Conference,  pp.2506-2511, 2007 
[48] Weingartner, E.; vom Lehn, H.; Wehrle, K. "A Performance Comparison of Recent Network 
Simulators," IEEE International Conference on Communications, pp.1-5,  2009 
[49] Martinez, F.J.; Cano, J.-C.; Calafate, C.T.; Manzoni, P.; "CityMob: A Mobility Model Pattern 
Generator for VANETs," IEEE International Conference on Communications Workshops, 2008 
[50] Saha, A.K.; Johnson, D.B. “Modeling mobility for vehicular ad hoc networks”, in Proc. 1st 
International Workshop on Vehicular Ad Hoc Networks-VANET’2004, ACM, 2004. 
[51] Bai, F.; Sadagopan, N.; Helmy, A. “IMPORTANT: A framework to systematically analyze the impact of 
mobility on performance of routing protocols for adhoc networks,” in Proc. 22nd Annu. Joint Conf. IEEE 
INFOCOM, 2003, vol. 2, pp. 825–835. 


