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Abstract—Lately, there has been an increase in the number « Our previous work of [8], based on the sampling distri-
of IEEE 802.11 devices that provide users with the ability to bution of the mean, does not take full advantage of the

modify the MAC parameters or do not conform to the standard fati ; ; ; ; ;
specification. This increases the risk of having a WLAN with stat:rstlcalén\l;slr_rxatlr)n avalllat?le "’.‘t”d re(;]uwes an optimally
selfish stations that, through the CSMA/CA parameters, obtain configure ) 0 maXImlze Its perrormance.

a larger share of the resources at the expense of well-behaved In contrast to these, in this letter we propose a robust scheme

users. In this letter we propose a mechanism to detect theseto detect selfish configurations of standard-compliant stations
selfish stations that, unlike previous approaches, is not based on 4+ i) it is not based on heuristics) it does not make any
heuristics nor makes any assumption about radio conditions. . . oy
_ _ o strong assumption about the scenario, &l it does not
Index Terms—Detection, Selfish, Malicious, WLAN, 802.11 require the estimation of any performance parameter_

I. INTRODUCTION Il. DETECTING SELFISH EDCA CONFIGURATIONS

HE EDCA mechanism of IEEE 802.11e standard [1] The EDCA mechanism is a CSMA/CA based protocol that

extends the former DCF mechanism through the genefses channel sense to prevent simultaneous transmissions and
alization of the MAC parameters. As these parameters contgphinary exponential backoff to react to collisions. According
the behavior and randomness of stations when accessingtthéhe 802.11e standard, the Access Point (AP) broadcasts the
channel, EDCA supports statistical service differentiation anglues of the MAC parameters to use through beacon frames,
QoS provisioning. Nowadays there are many WLAN devicesntrolling in this way the behavior of WLAN stations when
that do not fully support the EDCA mechanism, but still imcontending for channel access. These parameters are:

plement to some extent the ability to change configuration of, The transmission opportunity (TXOP), that controls the
the MAC parameters (e.g., [2]). Furthermore, even (assumed) maximum time a station is allowed to spend sending data
802.11-compliant devices have recently been reported [3] 0 frames once channel access is granted.
deviate from the standard specification, leading to throughput, The arbitration interframe space (AIFS), i.e., the time a
asymmetries and unfairness. We claim that, because of the station has to wait once the channel is sensed idle before
above two reasons, a mechanism to desettishconfigura- sending a frame or reactivating the backoff process.
tions that try to get a larger share of throughput is needed. , The minimum and maximum contention window
Despite these risks of selfish and unfair behaviorin WLANS, oy, - and OW,,.., respectively), that control the
the design of an effective detection mechanism has received 3ndomness of the backoff mechanism.
little attention. We classify the main contributions in two
groups:i) changes to the MAC protocol [4], [5] that requireto
extending the EDCA mechanism and, therefore, are of limitt ﬂ

applicability; andi:) detection mechanisms [6]-[8] that, base led by theC'W parameters. We focus on the detection of

onlffaglobserve(il l)lehz:;]/!or,l oliemde if a given stathn 'T aCt"gglfish configurations of th€'W,,;, parameter, because we
setnshly or not. In this Ietier we propose a simpie ang ue it is the parameter most likely to be tuned by a selfish
robust mechanism of this second category that addressesl}g%r_ in a properly configured EDCA WLAN the collision
weaknesses of prewous approaches as follows: probability will be very small, and therefore the gain from
« DOMINO [6] is a heuristic-based approach not supporteflisconfigurations of th€'W,,,., parameter will be sméil
by analytical results with no means to design the trade-off\ye pase our algorithm on the following observation. In
between detection and false alarm probabilities. ‘order to prevent duplicates, the 802.11 standard usesra
« The approach of [7] is built on top of some strong radigj; o mark those frames that are being retransmitted, i.e., the
assumpthns that Igads to unexpected poor performaq% is set to0 on the first attempt, and set to on every
for realistic scenarios. other transmission (see Fig. 1). This way, for the case of a
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Based on the this, our algorithm works as follows. During =0~ other station T“’ | °~°T'”5‘°,']‘f T" T=°
each observation intervdl, a controller station monitors all H HiHH HHE HitHHHHH Ht
the successful transmissions from a station under supervisio — - —— -

LHO.CWmnin) LH0.CWimin) L0 2%CWnin LHO.CWimin)

counting the number of timeslots between them. When
received frame has the retry bit setdtdhe controller adds that_Fi 1 Use of the retry bitR — 0 of frames from the station under
sampler; to the set of collected samples. Once the observatigipervision to collect backoff decrements in (e C Wiy, ) range.
interval is finished, a test is performed on thé collected

samples to test if they were drawn from a uniform distribution 1

betweer) andCW,,;,, or not. More specifically, since we are r P

interested in detecting selfish behaviours, we use a one-side %8 1

test with the following null hypothesis o) : T-100ms i

B / =]ls -

Hy : F(x) <UCW i), for all ) el T=10s |

where F(z) is the unknown distribution function of the 0.2 : /

K samples, and/(CW,,;,) is the cumulative distribution

function (cdf) of a uniform variable betweéhand CW,,,;,,. 0 11 12 13 1.4 15

For this goodnes-of-fit test we use the one-side Kolmogorov- Gain

Smirnoff (K-S) test [9] as follows. First the empirical cdfrig. 2. Pprobability of detection vs. selfish gain
Sk (z), is built

K
Sk(z) = B Z 1(z; < z) 2 the uniformity of_the r_adio conditi_oqs. This way we _achieve
K P a two-fold objective: first, for realistic WLAN scenarios, we

wherel is the indicator function. Then, the maximum diﬁer_prevent a large false alarm rate (as we will see in the next

enceD between the two cdfs is estimated through section); seconq, our_algorlthm is simpler a_nd better suited
for a low-capacity device (e.g. an Access Point).
D = maz; {Sk(x;) —UCWpin)} 3)

and finally the significance level of the observed vaibidi.e. Ill. PERFORMANCEEVALUATION

the disproof of the null hypothesis) is approximated by [10] We asses the effectiveness of our proposal to detect selfish
configurations by means of simulations. We first consider a

P(D > D) = e 2\P)* (4)  WLAN scenario with an AP andV = 10 stations. Stations
use the parameters of the 802.11b physical layer (in particular,
. 0.11\ - CWpin = 32) and always have 1500-byte frames ready
AD) = <\/?+ 0.12 + \/—E> D () for transmission. The AP runs our detection algorithm every
T seconds, while the probability of false alarRy4 is set
. ] ) i through a significance level ok = 0.05. To compute the
level o if P(D > D) < a, this way supporting the tune of .o 1ahility of detectionPp, we assume one of the users
the false alarm probabilityr 4*. Note that, although [7] alSO e qces higoI7,,;, parameter and run simulations for more
uses a K-S test on the sample distribution of timeslots, thg{g,, 5ok ohservation intervals. We also compute the gain the
are at least two major differences between the two approactgeeﬁﬁsh user gets over the rest of the users of the WLAN, to

1) Our proposal does not require the estimation of amyuantify thethreatand relate it to the detection probability:
WLAN parameter: in [7], authors have to compute the so

calledcollision factory (the average number of stations Gain = Rser/ Rueu
involved in a collision), and then use a polynomia\INhereRsel and R
regression model to estimate the collision probabijlity o
2) Our proposal does not make any assumption about
radio conditions. In [7], authors assume there are n
losses due to noise and that in case of a collision z&l

frames are lost. However, this IS not the case f_or r€@4serp corresponds t@Pr 4. The results can be summarized
WLANS, where thecapture effec(in case of aco!I|S|on, as follows. First, the typicabeacon interval(T = 0.1s) is
one of _the f_rames may get through due to its Iargqot well suited to detect malicious configurations, even when
power) is quite common —see, e.g., [2]. the selfish user is getting more than 1.5 times the bandwidth
Since our approach only considers the number of slots k-3 well behaved user. Therefore policy decisions cannot be
tween two consecutive successful receptions when the secefiébn in a beacon time, but rather some memory is needed
frame has the retry bit set @ we release the assumption onyg achieve enough certainty. In case the timescalE is 1s,

4 ) ) ___a selfish user may get around 20% more bandwidth than a
Note that the standard K-S test is accurate only for continuous distribu-

tions, and known to be conservative for the discrete case [11]. Nevertheld&gular user bef_o_re being detected with a 0.5 p_rObabi”tY_v a
for simplicity we will assume (following [7]) that (4) leads to accurate resultgresult that quantifies the trade-off between detection certainty

2

where

Therefore the hypothesi&| is rejected at a significance

well are the throughput experienced by a

elfish and a well-behaved user, respectively.

SResults forPp vs. gain are depicted in Fig. 2 for different
lues ofT'. Note that the cas€&ain = 1 corresponds to the
se when the user is well behaved (§J¥ = 32), so in this
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TABLE |
08 ] IMPACT OF RADIO CONDITIONS ONPg 4
. 06 / ngm:gg Egai”:i'gg ] e Ours TLW
o [ min= ain=1.26) - near far | near far
4n Wimn=21 (GaNL2L) - 0.00 | 0.034 [ 0.032 | 0.032| 0.032
ol | 0.25 | 0.032 | 0.032 | 0.220 | 0.029
20/ 0.50 | 0.034 | 0.032| 0.783 | 0.027
0 0.75 | 0.030 | 0.032 | 0.999 | 0.025
1.00 | 0.032 | 0.032 | 1.000 | 0.024
0.2 T T T
B i 1 TABLE Il
& ooat 1 TIME REQUIRED FORPp > 0.90, Pr4 = 0.05
°5 0.05 o1 o015 02 N | CWinin | Gain | Ours [s] | CLT [s] | DOMINO [s]
a 30 1.07 3.3 6.0 11.9
Fig. 3. Impact ofa on Pp and P, 5 28 116 0.9 14 2.8
9 P P ra 26 1.26 0.4 0.6 13
30 1.07 8.1 141 > 60
) . ) 10 28 1.16 21 3.2 30.0
and unfairness risk. Only for very large intervals € 10s) a 26 1.26 1.0 1.4 12.6
selfish user will be practically always detected before getting 20 gg 1% Zg-g 3§'§ > gg
. . . . >
0,
more than 10% the bandwidth of a regular user. %6 125 2 34 260

To analyze the trade-off between tig and Pr4 we now
supervise a selfish and a well-behaved station, and plot in
Fig. 3 the resulting probabilities for different values®@fand values of N. Results, in Table Il, show that the K-S test
gain (we sefl’ = 1s). Considering the gain a selfish user magutperforms both proposals, with average time savings of 36%
get, results show there is little advantage in using values @dmpared to CLT and more than 80% compared to DOMINO
a > 0.10, as the growth of’p is not compensated by the oneThese time savings are causedipyhe use of more statistical
of Pra. Note that thePr4 values are quite similar for the information, i.e., the cdf of the random variable, aiy the
three cases, and always belew—a result expected becauseability to collect more samples by looking at the retry bit.
of the discrete nature &f(CW,,;,,) [11]. As compared to previous work, then, ours is an effective

Next we compare our approach against previous proposafgproach well suited to be implemented in real devices, due
to detect selfiscCW,,,;, values. We first want to assess theo its analytical foundations, the absence of assumptions about
extent to which realistic radio conditions impact detectioradio conditions, and its low complexity.
performance. To this aim, we assume that all fhstations are
well-behaved and one is closer to the AP, this resulting in a REFERENCES
capture effect that benefits this station as follows: colliding1] IEEE 802.11e,Part 11: Wireless LAN Medium Access Control (MAC)
frames from this station are successfully received with a and Physical Layer (PHY) specifications: Medium Access Control
probability p., while the other(s) transmission(s) are lost. fggggg;gingfamnggt&f&ro\%ﬂgr CZJBOSSE_W'CG (QoS)Supplement to

We setT = 1s and o = 0.05 and count the number of [2] A. Banchs, A. Azcorra, C. Garcia, and R. Cuevas, “Applications and
times the detection algorithm (wrongly) classifies a behavior Challenges of the 802.11e EDCA Mechanism: An Experimental Study,"
as selfish. Results are presented in Table | for the algorithpy gEéaﬂia’i\foz gfgs?gf'gr%?lége'i‘;gbgéy_l_5.8é§;g’ag"j %L:?::Ztirfgoghd
of [7] (TLW) and the one presented in this letter (Ours). We  |. Tinnirello, “Experimental Assessment of the Backoff Behavior of
perform the test when the station is near and far from the AP_ Commercial IEEE 802.11b Network Cards,” IBEE INFOCOM 2007.
(near and far, respectively), and fop, ranging fromo (no 14 % & Cardenas, & Radosavac, and ), & Baras, Detecton and preven
capture) tol (the frame from the near station always captures New York, NY, USA: ACM, 2004, pp. 17-22.
the medium). The results show that the assumptions made [l P- Kyasanur and N. H. Vaidya, “Selfish MAC Layer Misbehavior in
[7] lead to quite low performance if a station benefits from x\gre;e‘?p Nseé‘g’fgkfg";(E)ESTransacnons on Mobile Computingol. 4,
the radio conditions. More specifically, the TLW mechanismgs] M. Raya, I. Aad, J.-P. Hubaux, and A. E. Fawal, “DOMINO: Detecting
largely deviates from the targétz4 if a station captures the MAC Layer Greedy Behavior in IEEE 802.11 HotspotiZEE Trans-
channeln jus 25% of the colisions, eading iy — 022, ) 295 SO S SR 208 P S 08,

If the station is so close to the AP that it captures the channel wireless Networks,IEEE JSAG vol. 25, no. 6, pp. 1124-1134, 2007.
in 75% of the collisions, the TLW mechanism will mark it [8 P. Serran(_), A. Banchs, and J. Kukielka, “Detection of Malicious Param-
as misbenaving with practically no oty — 0.999). We g £ Sonfauaions 1 802 1c EDCHEEE Glosecotzers
conclude that the TLW algorithm is poorly suited for realistic’ ~ Journal of the American Statistical Associatiorol. 46, no. 253, pp.
scenarios, while our proposal is oblivious to radio conditions, =~ 68-78, 1951. i )

with practically the same results for thear and far case. 10] \Flzvécf;)rgsssih 2'2Jgiﬁ'sﬁanﬁriﬁggeﬂ'ﬁﬁéé?f P?észlyaggggumer'cal

Lastly, we compare the mechanism proposed against @i w. J. Conover, “A Kolmogorov Goodness-of-Fit Test for Discontinuous
previous proposal based on the Central Limit Theorem Distributions,’ Journal of the American Statistical Associatjarol. 67,
(CLT) [8] and DOMINO [6]. To that aim we use the same "o 339 Pp. 591-596, 1972.
scenario with one selfish user, and compare the minimum timeye that DOMINO does not provide a way to set thealue for a desired

needed to obtain &, > 0.90 for the samePr 4 and different Py 4, so we had to run a numerical search p&,,,;,, value to tune it.
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