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Abstract— Privacy is a very complex and subjective concept
with different meaning to different people. The meaing
depends on the context. Moreover, privacy is cloge the user
information and thus, present in any ubiquitous corputing
scenario. In the context of identity management (IM), privacy
is gaining more importance since IdM systems deal ith
services that requires sharing attributes belongingto users’
identity with different entities across domains. Casequently,
privacy is a fundamental aspect to be addressed biglM to
protect the exchange of user attributes between sdgces and
identity providers across different networks and seurity
domains in pervasive computing. However, problemsush as
the effective revocation consent, have not been Raladdressed.
Furthermore, privacy depends heavily on wusers and
applications requiring some degree of flexibility. This paper
analyzes the main current identity models, as welhs the
privacy support presented by the identity managemen
frameworks. After the main limitations are identified, we
propose a delegation protocol for the SAML standardn order
to enhance the revocation consent within healthcamscenarios:

Keywords-ldentity management; privacy; user-centric;
federation; anonymity; pseudonymity; delegation; health care.

l. INTRODUCTION

Privacy is a very complex and subjective concsipize
it has a meaning different for every individualivacy is
related to the sensitiveness of the people an@ddheext in
which the information is used. The digital age e lin
imposes scenarios in  which users’ information
extensively collected and distributed to make iaikable

unsecured management of such attributes may lead to
attacks, frauds, and identity misuse, as identifgrimation

can be exploited whenever authentication and aizidtgrn
based on those identity attributes are requiredlicMas
parties collect sensitive identity attributes dfiinduals and

use them to impersonate users.

Identity Management (IdM) systems provide framekgor
for sharing users identity attributes among diffierentities,
and can be used to keep data under users’ coRtrolthat
reason, IdM systems are the cornerstone of se@yitems,
because they can be used to keep user confidenide wh
preserve privacy in an appropriate way. Such cenfig is
preserved when users’ attributes are exchangedebkatw
service providers (SPs) and identity providers ghdécross
different networks and security domains. Currenthere
are several approaches to identity management kaimg
most popular the federated and user-centric appesac
These approaches provide many services as the gropul
Single Sign On (SSO) across multiple trusted dom&&$O
allows users of one domain to securely access resswf
another domain seamlessly, requiring no redundagin |
processes. Both approaches have benefits and siminigs,
for instance, the federated model has scalabiksués
which the user-centric model solves, but both enthcan
be used for a better privacy management.

However, current IdM systems by themselves have
several problems that should be solved to handieagyr

isadequately; for instance, the problem of revokiogsent is

not covered by any of the aforementioned identity

wherever the users are. Pervasive computing anthlsocManagement approaches. Revoking consent is patteof

immersion have made users active broadcastereiofavn
life. This fact is extremely worrying, especiallgrfyoung
people, despite they have born into technology {dmital
natives”). They are no conscious about the congempse
when it comes to spread their personal informatitbrover
the Internet. Nevertheless, the origin of thisatitan can be
aligned to the lack of comprehensive privacy frames.
Hence, the privacy issues risen when distributihgirt
information are considered by users minimal traffeof
against the benefit of being connected, since tisene way
to manage privacy appropriately. However, individuaant
to have control of their information. The impropand
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privacy rules [1] in health care. This property sists of
revoking access to personal data that had beemdsire
shared. The privacy requirements shall depend erswnd
applications, requiring flexibility to handle diffent
application domains. In this article, we focus ba privacy
concept within identity management systems (IdM) in
ubiquitous environments. Particularly, we have deld
health care scenarios since they are among the most
sensitive scenarios. Our privacy aware identitytesys
implements an effective consent revocation with an
innovative event management that can be used iar oth
scenarios. For this purpose, we assume that thelafaaent

of patients care can be broken down into event®sé&h
events describe a specific situation and can begtewlto
some participant entities. We propose a delegatiotocol,
which issues asleepyhead credential containing user’s
attributes and access privileges that have beentegta



beforehand but that are kept latent. To use th#gbudes,
an activation process is necessary. Our solutimpgees
events to awake dormant privileges or part of themad
incorporates several new features that allow better
scalability. For instance, emergency services lageshtities
which manage trust indirectly by emitting eventattiill be
used to determine which participants can accesssév's
medical information. The rest of this paper is cfiwed as
follows: section Il presents the main privacy pndigs and
current identity management approaches, identifyiihg
advantages and drawbacks of each one in terms\afcpr
Section 1l provides a comparative analysis of pwvacy
support in identity management systems. Moreovpeno
issues and related works regarding privacy in IldM a
described in this section. Then, section IV exgaour
delegation protocol to enhance privacy in healthie ca
scenarios. Section V describes implementation sssfad
finally, Section VI summarizes our work and presetite
main conclusions and future lines.

Il.  BACKGROUND

As mentioned before, privacy is complex to handid a
needs to cope with different sensitivities thateteh among
others, on the context in which the information uised.
Privacy comprises several subtopics as anonymity,

pseudonymity, unobservability and unlinkability thmight B

have different definitions in the literature [2h this paper,
we focus on privacy within identity management sgs

According to Josang
protection principle is that exposure of personébrimation

e Unlinkability: ensures that a user may consume
multiple resources or services without letting othe
entities to link these multiple resource or service
accesses together. In particular, this propertywal
users to interact with multiple organizations (SiPs
IdPs), each of them able to map a user to a given
identity, using different identities. Moreover, IdM
systems should provide mechanisms to prevent
collaborating organizations from linking a givereus
profile at one organization with the same userifgof
at another. While it is relatively easy to let ss&
create and maintain multiple identities for
themselves, ensuring that these identities remain
unlikable is not straightforward. In particularetk is
always a risk since patterns of usage and attribute
values might leak enough information to link the
identities of a given user.

« Unobservability: permits a user to access resources
or services avoiding other entities, especiallycthi
parties, to observe that the resource or service is
being used. Regarding identity management, traffic
analysis is a well-known example, which tries to
violate this principle.

Current Identity Models

[4] the fundamental privacy

(IdM). Thus, this section presents definition oftmain  should be minimized. If we transfer this concepidentity
privacy principles, such as anonymity, PS?UdO”ym'Wmanagement approaches, this means that, the fewgeg
unobservability and unlinkability. Likewise, we disss how  jhyolved in the management of the identity inforimatthe
these concepts are addressed in identity managemeifiia,. Nevertheless, achieving a good degree iwhqy
systems. implies observing every of the aforementioned pmywa
principles. Furthermore, although the property rdraymity
{'s one of the four principles of privacy, |dM syste should
identifiable within a set of subjects or entitiedso support mechanisms to bfea" the anonymity_of a_lﬁarsehe
called the anonymity set. Another definition purpose (_)f analy3|s or ewden_ce ””def certain m_mances
provided by the Common Criteria [3], asserts that(e'g a criminal user, IQWM |nte_rcept|qn). Forrﬁga we
this property ensures that a user may use a rasour trodupe here th.e main agtors in an identity marnagt
or service without disclosing the user identity. scenario, that' are. .1) tHR.rlnupaI', or the End User, who has
A particular digital identity and interacts (usyalla an user

Cryptographic techniques, such as encryption, do n . ) ; 4 .
gu)g:an?eeps) anonymcilty since an obggrver coult‘?gent) with SPs; 2) th€ervice Provider, which provides
ervices and takes decisions based on the identity

analyze traffic, eavesdrop the sender of the messa ; - -
and follow the message up to the reCeiver(:?snformatlon provided by a third party (IdP) about a

establishing certain relationships without haVingpartlcular subject, 3) thizlentity Provider that authenticates

access to the unencrypted message. Therefore, |dfypers: manage identity information and shares iigent

systems must provide additional mechanisms, suc fotr_matlon \éVl_thﬂV&_lrltouz SPgd thQtn user request.niis
as opaque identifiers to prevent such inference. section, we briefly Introduce identity managemeystsms

e Pseudonymity: is the use of pseudonyms as with an special focu.s' on privacy. However, otheyeass as
. " . usability and scalability are also considered whssessing
identifiers.  An advantage of pseudonymity

L - . > 1dM approaches.
technologies is that accountab_lllty for mlsbehaworl) Federated Identity Modd: The identity federation model
can be enforced. Thus, this enables

Identity . .
providers, that can link identifiers to real iddies, can be defined as a set of standar(_js, techr_yolc;ynels
. L .. _agreements, that enable SPs to recognize useitieer@nd

to take appropriate decisions when a user commits a~.. ; .
crime or offense in an 1dM scenario entitlements from other SPs or IdPs. Thus, th|sr(mm1' is
' based on groups of SPs and IdPs that have a pErgxi

A. Principles of pivacy
« Anonymity: can be defined as the state of being no



mutual trust relationship. Consequently, speciitcet, such
as Security Assertion Markup Language (SAML) [5],
recommend using Public Key Infrastucture (PKI) [6}
establishing trust relationships. Regarding thenieology of

IdP needs to know the “real world” identity of aeusthis
user identity can be anonymous for a specific SRichv
provides additional privacy protection. Howevennitist be
noted that users never participate in the trustbdishment

Liberty Alliance [7],the above groups are called membersprocess so they need to believe that the IdP veliave

of the circle of trust (see Fig).1
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Fig. 1. Federated model scenario. A user, aftercaessful authentication,
can access services from any service provider mitie circle of trust. For
instance, booking a flight, then renting a car, &ndlly buying tickets for
a show. Note that the IdP stores identity inforomatn behalf of the user.

Identity federation provides several services a®yli
Sign On across multiple federated domains, whidbweal
users of one domain to securely access resourcasottier
domain seamlessly, requiring no redundant usernlogi
processes. Other benefits that federated modets) taie
user attribute exchange, user account provisionin
entittement management and personalized servi
provisioning. Nevertheless, as far as usability scalability

are concerned, this model has several drawbacks. F

instance, it creates legal and technical complesiice to
be part of the circle of trust, an entity would dde sign a
legal agreement. In addition, federated model mitsse
scalability issues when deployed in dynamic ope
environments due to rigidity and staticity of ttgreements
between federated organizations. A comparativeyaisabf
the underlying trust mechanisms of the current &anrks
for federated identity management can be found8h [
From a privacy perspective, the federated idemtitgroach
has both advantages and disadvantages. Regarding
advantages, it allows users to have multiple idiestwithin

a given domain. Similarly, the federated model égmlan
entity to have different identities or identifieirs different
domains. These features make possible, for exantipée,
same identity to have one identifier as patienaihealth
care domain and another identifier as employeeuniest in
another domain. Moreover, from the SP perspectile,
identifier mapping permits different SPs to refethie same
user through different identifiers. Moreover, wtrasethe

Eéenerated and provider-generated claims.
c

n

honestly.

In regard to the drawbacks of this kind of identitgdel,
the main issue is that the privacy protection depemn the
privacy policy and the adherence of the IdP or 8Rhe
policy, which can be a threat. For instance, diiférSPs
could be able to match personal information of saene
user because of the mapping between identifiersrdar to
prevent this problem, identity frameworks such S8ML
and Liberty advise the use of pairwise, directioophque
identifiers.

2) User-centric ldentity Model: The user-centric model
places the user in the middle of a transactiomethethis

approach gives users total control over their itiest as

well as control over authentication an attributel@nge

processes. In this way, the user is no longer afitlee trust
establishment process. However, this does not ntlean
users should approve every transaction, but that always

flow through the user’s identity agent. This apploandeed
empowers users and follows better than the fediratedel

the philosophy of minimal disclosure defined by alugs

Moreover, from the usability perspective, the usamtric

identity model, solves scalability problems and viules

similar services, as SSO, whereas is compatiblé wie

federated model.

In regard to privacy, this model has both advardagel
drawbacks. It introduces the concept of meta-idpjcitv
allows users to assert several kinds of claims:r-use
These user

lectronic identities are typically stored in usesgjuipment,
such as his mobile phone. User-centric identithhetogies
Such as InfoCards [9], allow users to select amthrajr
multiple identities through identity selectors tdemtify
itself to a service. Regarding identity selectams|10] two
types of information cards are specifideersonal or Sdlf-
Issued (claims about the user itself, e.g. phone numeer,
mail address, web address); andVlanaged Information
Cards, issued by ldentity Providers. The latter can be
auditing, non-auditing, or auditing-optional to asumodate
the needs of different business models. The identrds
aremetaphors of real id cards whereas the identityctet
ripimicsa wallet. However, it is worth mentioning here that
in the casef provider-generated claims, the user must rely
on the IdPhonesty, as occurred in the federated model (see
Fig. 2).

The main disadvantage of user-centric approadhaisit
requires a complex design in order to avoid privacy
trust issues with authentication and attributefieation. In
order to assist the reader in understanding thpeds we
provide the following example. If we consider alr@arld
example in which Bob may show his driver licenceato
bartender to prove he is above the legal drinkigg, ave



can see that Bob is able to use his Id card withloetld
card issuer's knowledge. However, if we transfers th

example to a user-centric scenario, trust and gyiva

problems emerge, because no SP is obliged to beBeb
when he asserts that he is old enough to legaklmoholic
beverages. In this sense, it is necessary thaisgett third
party corroborates the above statement by usiorgader-
generated card.

The user requests a [light
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Fig. 2. User centric model. A user can access csvirom any service
provider accepting his/her credentials. For instammoking a flight, then
renting a car and finally buying tickets for a sholNote that the
information is provided always by the user.

. PRIVACY SUPPORTA COMPARATIVE

ANALYSIS

In this section, we compare the privacy support siexeral
federated and user-centric frameworks have, in deah
language support for privacy policies,
pseudonyms, if they reflect how unlinkability care b
achieved, and revoking consent. We focus our coativar
analysis on the SSO profile, because this chaistiteis

common to the two identity management technologies

described below. In this section, some proposagbek to
address various privacy issues will be presentedyell as
some open privacy challenges in IdM systems.

SAML is a federated specification, which sugpdmwo
types of identifiers to refer to users: transientoae-time
identifiers and persistent identifiers. On the ohand,
transient identifiers ensure that a user anonymycarstesses
a service during SSO process, since these idestifiee
created for use during a session and they areoyestiat the
end. Thus, correlation between identifiers is agdidOn the
other hand, the persistent identifiers provide asiptent
federation and remain active until they are explici

deleted. The permanent federation implies an adcou

linkage process, which relates two accounts astsacia a
user in different SPs. Note that it is recommentiedise

anonymity

identity. Indeed, SAML does not provide a solutifisam
preventing IdPs from tracking user’s visits to 8egarding
privacy policies, this technology allows to obtamm
principal’s consent or describe specific attributessatisfy
requirements to preserve privacy within a healtheca
community, through the XSPA-SAML profile [11].
Nevertheless, SAML standard states that privacytrbes
considered, but concrete decisions are left to the
implementers.

In regard to the Liberty Alliance federated rabdit
defines an Identity Governance Framework (IGF) [12]
which enables the creation of policies or contréetveen
an Attribute Provider (AP) and a SP. Therefore, IGF
includes two XML syntaxes: Attribute Requirementriklg
Language (CARML) and Attribute Authority Policy
Markup Language (AAPML). Moreover, IGF defines loasi
privacy constraints such as usage, storage, pripagand
display of identity data. Thus, an attribute pr@ridreates
statements to access and use protected attribftethe
same time, a SP may specify whether the requested
attributes will be discarded after usage. Furtheenthe SP
could request to modify the data or forward it tother SP.
However, in [13], Liberty proposes a multi-level lipg
approach, which does not consider any specificatfomiles
for storing user preferences in a manner that wiadiitate
the SPs to match the privacy policy levels in tktelate
request with the levels in user's preferences. AME,
Liberty offers long-term and one-time pseudonyms.
Correspondingly, it must be noted that this speation
only allows a user to have one long-term pseudopgnSP
to prevent user tracking across different traneasti This is
a big limitation. In addition, it does not protegjainst SPs
cooperating to share user pseudonyms in ordeat trsers
behaviour. In order to overcome these problemsgtaok
rules and recommendations are proposed in [14].

In the case of InfoCards, it includes authenticated
anonymity and pseudonymity, as well as the abitiy
express privacy policies of SPs or Relying Par{ieBs).
This user-centric framework is characterized byirdef) a
message flow that eliminates direct communicatietwieen
the IdP and the SP. Moreover, InfoCards allowsdeatity
selector to encrypt the SP identity to prevent Itdie from
learning the SP identity when it receives a reqdesta
token. Note that, this identity selector appliegrusentric
principles in collecting user consent. Both feasuit@gether
are necessary to ensure that an IdP cannot leaoh \&@fPs
visits a given principal. The SAML Enhanced Cliéhrbxy
profile (ECP) is similar, but currently it only hake first
[gharacteristic. However, some IdPs may require kedge
of the RPs identity before issuing a requestedripke even
if the IdP cannot learn the visited SPs, user [ingfiis

different pseudonyms for each SP, in order to avoid®0SSible by colluding parties.

different SPs belonging to the same federatiomteriuser
behaviour.

SAML supports partial anonymity in the senkattthe
IdP itself is able to know which user corresponalseéch

Regarding OpenlD, privacy considerations are not
addressed in the main specification and SSO can be
performed between previously unknown parties witremny
configuration. Thus, there is no trust model; thetqcol



operates in accordance with tinast-all-comers philosophy.
Although for some services requiring no verificatithis
model may be sufficient, this mechanism is too $&and
unsafe for many other applications, leading to gmiv
breach. Nevertheless, an OpenID extensions calld@EP
(Provider Authentication Policy Extension) [15],opides

expired. On the contrary, if the token duratiofoisger than
necessary, user's sensitive information may be saghdo
entities which should not have access to that iméion.
As far as the attribute exchange between diffeteumt
domains is concerned, current specifications famugrust
relationship between SPs and IdPs assuming that tru

the means for a RP to request previously agreed updetween users and providers are implicit. Howepgvacy
authentication policies being applied by the OpenlDpolicies that allow users to understand privacylications

Provider and for an OpenlID Provider to inform an \Rfat
policies will be used. Therefore, the decisionrtest can be
based in the knowledge of the authentication meshan
employed. Hence, with this user-centric framewdREs
must decide for themselves which providers arewroishy,
being able to enforce policies to the OpenlD Pressd
response.

(in terms of attribute exchange or delegation betwe

different security domains) and to give their cansare

poorly defined, complex to implement or out of toepe.
Current identity frameworks support partial anonymi

since authorities, as the IdP, provides obfuscateudtifiers.

In [16] a ring signature and a SAML extension are

proposed, thereby a user can sign a message oli beha

In Table | we summarize the main privacy featurés ogroup and the IdP can verify the signature andioonthat

each identity framework. To conclude, all the amaty
technologies
pseudonyms which can be transient or permanentomhe
exception is OpenlID, which follows the trust-and-ejut-all-
comers principle and privacy is not addressed. bleg it

typically handle privacy by means ofidentity. However,

the user belongs to a specific group without remgaliser’s
this proposal has several prvac
problems. For instance, the IdP should providesa df
candidates who have similar access rights to tleesum
order to create the ring, which affects group mensibe

must be noted that, InfoCards and SAML ECP profileprivacy. In addition, there is no intervention gbks so if a

address better the principle of minimal disclosttewever,
the problem of revoking consent is covered by nohthe
above IdM technologies. Thus, if personal data bhesn
already shared, the effective revocation of congmplies
an important challenge to address. For instancegitires
dynamic updates to sticky policies. Other propgsasPKI-
based solutions, attempt to solve the problem buitig
tokens that expire after some time. However,
approaches have problems since the token duraieery
short so, when another entity needs to use thideaotél, it
has to ask the user for permission again becaedsintle has

thesélowever,

member of the group commits a crime, the IdP cannot
determine the identity of the perpetrator. The apph in
[17] includes homomorphic encryption techniquegnable

the IdP or SP to know the result of the aggregated
information from a user group, without knowing user
individually. This mechanism is used for maintamin
privacy of user's opinions in a reputation protocol
the proposed distributed architecture has
scalability issues which could be overcome by meains
caching mechanisms.

TABLE |. SUMMARY OFPRIVACY FEATURESIN IDENTITY MANAGEMENT

Anonymity and
Pseudonymity

Unlinkability and

IdM Technology unobservabity

Privacy Languages Revoking consent

Federated model Transient  and Not addressed

(SAML/ID-FF)

Partial anonymity (IdP
knows user identity). No
solution from preventing
IdPs from tracking is

permanent The XSPA-SAML profile
identifiers. Different enables to obtain user's
pseudonyms for each SP consent and describe
recommended. Confidentiality attributes

provided. of transaction recommended. to preserve privacy in health
Cryptographic mechanisms do care. An identity governance
not prevent from traffic framework is defined.
analysis attacks.
User-centric Model Included in the Message flow eliminates direct Allow to express privacy Notaddressed
( InfoCards) specification communication IdP-SP. policies of RPs.

Identity selector may encrypt
SP identity to prevent the IdP
from learning.

Hybrid Model Not addressed Not addressed Not addressed Natssadr

(OpenID)




IV. SLEEPYHEADCREDENTIAL-BASED
DELEGATION

As we have mentioned before, the effective consentedirecting the subscription of their
identityintentionally or accidentally. In this sense, SIBncuse

revocation is an open privacy challenge in

subscription and notification messages must be
authenticated and authorized, for instance to pitetlee
participating entities from subscribing multiplengs or

neighbor eith

management systems. Consider a health care scemsrio different security mechanisms such as HTTP Dige3i.

depicted in Fig. 3. An emergency service shoulenattAlice
because she has suffered an accident. On the ok ina
this scenario attribute exchange and delegatiorcegs
cannot be completely user-centric, since in caseigous
accidents the user cannot be able to give her norde the
other hand, federated models raise privacy conceimse
medical records may be available to every entithiwithe
circle of trust, even if there is no emergency.

Effective consent revocation is difficult dwedomplexity
of the management (of entities, credentials, arnsapy
rules), scalability, and control of long-lived dgétion

chains. In this section, we describe our propos$eilt t

consists of a delegation protocol, which issuskegpyhead

We recommend TLS for secure and encrypted SIP
communications. Besides, all users utilize trarsien
identifiers in order to preserve their anonymity ileh
enabling the IdPs the accountability enforcementage of
user's misbehavior, according to the main prinaplef
privacy specified in Ll Essentially, the hypotheses
concerning secure network communication may befeedi
by the existence of a PKI.

Finally, we assume an underlying trust relatipdased
on PKI for entities belonging to different domains.

B. Description of the Health Care Scenario
In our health care scenario, Alice can autloaisi

credential (SC) to overcome the above limitations. Thethrough a credential to the hospital that storesrhedical
sleepyhead credential contains user’s attribute identifiers history (IdP1). Alice suffers an accident. The egeecy

(i.e. her medical history), as well as access leg@s, which
have been granted to beforehand but they are latbos, to
use the aforementioned attributes or privilegesa@ivation
process is necessary. Particularly, within healtrec
scenarios, we model patients’ life cycle as eveived.

service (SP1) requests access to Alice’'s medicalrds in
order to send them to an ambulance company (SR2), i
another trusted domain, which needs to access ¢o th
patient's medical records to provide her the appatg
treatment. Thus, as events happen, they are nbtifiehe

Events are fired by trusted entities when specifiGnyolved parties, such as the medical record ser(igP1)

circumstances are met, and routed to requirediestitVe
propose using these events to awake the dormainleges
or part of them. Moreover, in order to prevent uhatized
access, we require some entities (like the |dPHign 3) to

and the ambulance (SP2) which treats Alice. Soldifl
may know which ambulance should be allowed to actes
medical histories.

Furthermore, each event describes a purpose, which

use aPrivacy Engine, responsible for analyzing events and gpaples to filter the access to certain parts aficat history

activating the strictly needed attributes and peés for
each event.

A. Hypotheses

In the following, we describe the assumptions ornctviour

sleepyhead credential-based delegation protocol begh
built. We assume the existence of an event engiich

uses the SIP-Specific Event Notify [18] specifioatto send
events to entities (by means of broadcast or tistergd
entities). Also note that, both SPs and IdPs cha tiae role
of subscribers and natifiers, either subscribingdifferent

events or notifying them. As regards emergency icesy
they are responsible for notifying events to thbssubed
entities. In order to clarify this last aspect, sider that some
parts of the patient’'s medical history reside iffiedent IdPs
and depending on the required treatment, it is 380§ to
consult several parts of the medical record, thewab IdP
can act as both client (subscriber) and serveiifignt In

addition, communication between any two parties

transported over HTTPS.
On the other hand, note that it is necessary te tato
account security considerations regarding SUBSCRI BE

andNOTI FY messages, given the high sensitivity of healthen
care data considered in the proposal. Thereforgh bo

is
confidential, and messages exchanged between them a

according to a policy. Thus, in this example thikofeing

events could be distinguished:

* Event 1. There is an accident. SP1 natifies this event
and calls all ambulance services close to the area.

 Bvent 22 An ambulance from SP2 arrives on the
scene and requests access to Alice’s medical histor
It must give a description of the severity of pehl
to allow IdP1 to give access to certain parts of
Alice’s medical records or her full history. To
illustrate this, consider that Alice has broken her
femur, losses her consciousness and needs surgery.
In this case, access to the whole medical record
could be provided. However, if the problem is
minor, as a sprained ankle, SP2 is allowed to acces
only to trauma and drug allergies sections of the
history.

e« Event 3. Although not depicted in the Figure 3,
another possible event would be fired if Alice is
taken to hospital (SP3). The hospital diagnoses her
with trauma during the triage and determines that
Alice requires an operation. Therefore, a doctor
belonging to (SP3) could read Alice’s records.

It must be noted that, events may be fired ltyarized

tities, like the emergency service or a hospitglency

service. Likewise, events happen asynchronously taed



duration of each event lasts from the beginning of the everiteatment, operation, emergency treatment) and applies the
itself () untii another event arrivest)Y whose corresponding privacy policy. This policy includes the set of
circumstances and context have changed; and it may contaiansent directives and other privacy conditions (i.e. object
new requested attributes or privileges. Thus, certaifiltering, user, role, and purpose) that constrain enforcement.
attributes or privileges previously granted will be  On the other hand, tiivacy Engine includes an audit
deactivated and new components of tiseepyhead ~ Service for events, attribute activation, and access control
credential will be activated. decisions. It monitors how user data is being used without
compromising user’s identity. To accomplish this, the fields
Domain A that are logged must be able to show the auditor what

information about the user is being accessed without
m T_A_T divulging the actual information. Note that, this audit
N 3

cp yrRvacy e service itself will not physically prevent privacy breaches
from occurring but it can act as a deterrent and allow

Event 1
Event 2

%

Medical

SP1 P (Cesrg individuals and regulatory bodies to monitor how data is
Emergy Service Medical Record ! ’ ! ) :
Service @) being shared in order to prevent frdimking and traffic
— HL) analysis attacks.
Delegation Sleepyhead T < Alice

and identity

. - Domain B - —
'"’s‘::':r'i"’n""" S / <complexType name="DelegationRestrictionType">
S 'QJL'C <complexContent>

<extension base="saml:ConditionAbstractType">

<sequence>

<element ref="del:EventFilter" maxOccurs="unbounded"/>
<element ref="del:TrustedEventSources" maxOccurs="unbounded"/>

SP2
Ambulance

Company <element ref="del:EntityMedicalRepository" maxOccurs="unbounded"/>
. . . . </sequence>
Fig. 3. Health care event-based scenario accross different domains. </extension>
</complexContent>

</complexType>

C. SAML-compliant Seepyhead Credential

The SC has been defined as a new SAML assertioffig- 4. Sleepyhead Credential Assertion.
according to the SAML proposal for delegation information
defined in [19]. Thus, theleepyhead credential is created
with the following tuple:

V. IMPLEMENTATION ISSUES

In order to evaluate our proposal, an identity
SC= {AltP;, AttP,, ..., AttP,} (1) management infrastructure has been deployed using a C
’ T library called Lasso [20], which implements the full SAML

Where each componettP, represents attributes and 2.0/ID-FF stack._ The_IdP, called Authentic [21], has be_en
access privileges, which have been granted to beforehand lfVéloped from it. This library uses OpenSSL as underlying
they are latent. In Fig. 4, we can see the structure of yptograph|c library and Apache2 as the web server.
SAML-compliant SC, which includes the following elements grg]]arﬁlng SPs, we haYe alsr(]J used ZX|Df[22]' Cli:_urtlhermore,
for delegation restrictionEvent Fi | t er, which defines mt the ?r']m Stlop_i:”:.l]f ?ltze tte syst_e}_m t(.’ medica hevents
filters that will be used by therivacy Engine to analyze the roug € outy-event: specification, -we = have

received events and decide whether any attribute(s) may glgployed a Sailfin Application Server [23] and |_mplemente(_j
. ) . . a set of modules that handle the associated logic to subscribe
activated; theTr ust edEvent Sour ces, which contains

entity names whose events active the credential: and tor register events, as well as send appropriate naotifications to
1ty S W v ve | ual, Qeeach of the participating entities. Exchanged messages
EntityMedi cal Reposi tory, which specifies the

location and distribution of attributes and medical records. contain anEvent header that indicates the event type to

The IdPs will be the entities responsible for storing anti‘/hmh the entity is subscribed. As for tRepi r e header, it

. . - ecifies subscription duration. Finally, event descriptions
managing the slegpyhead credgnhals, since as -we ha sent through XML messages embedded in SIP requests.
mentioned before, in cases of serious accident, the user may gaseq on the described infrastructure we have introduced
not be able to provide his credentials.

the modifications proposed in section IV. For this purpose,
D. Privacy Engine we are developing therivacy Engine module, including the

It is responsible for activating the latent attributes andunctionality to receive a structure, which represents the
privileges (following the principle of minimal disclosure) €vent filter and a hash table, which contains the event
depending on the different event filters and the definegources. Thus, this building block is in charge of checking
privacy po”cies_ To this end’ it ana|yzes the differentthat each of the sources that caused the event is in its
elements which compose each event (i.e. issuer, situatioRynamic Trust List (DTL) [8]; and making findings relating
degree of severity), as well as their purposes (i.e. health cai@ conditions or restrictions in the event filter in order to



determine what attributes or privileges can be activateds3]
Therefore, the IdP has been modified to use the new privacy
functionality. On the other hand, we have extended thﬁ]
Lasso library, defining a new structure that represents the
new SAML assertion, as well its different fields and
associated attributes. Such assertion is exchanged through
SAML messages. In addition, it must be noted that the SP!
and IdP have been extended by implementing the SAML-
based delegation protocol. Thus, we are currently workin ]
in order to integrate the new software components with the
SIP-based event system to offer a really enhanced privacy
experience and apply audit services for events.

[71
VI. CONCLUSIONSAND FUTUREWORK

We have reviewed and analyzed the main identity model[g]

and current frameworks to preserve privacy in identity

management systems,
Current approaches assume previously established trust

identifying its main drawbacks.

between users and providers, support partial anonymity,
define privacy policies poorly, or are complex to implement[10]
Another important challenge in the context of privacy in IdM
system is the effective consent revocation. However, privaci1]
is a very complex and subjective concept, and depending on
the users and applications of the IdM system, privacy

requirements may vary. Thus, we have proposed a delegation

protocol based on SAML, to overcome the challenge of12]
effective revocation consent within health care scenarios.

Our solution proposes using events to awake dormant
privileges or part of them and it incorporates new feature
that allow better scalability, since the emergency services a

R

]

the entities which manage indirectly trust. Moreover, wey
have described some implementation details that we are
currently facing. It must be noted that, the usage of the

system also affects privacy and should be present in usdis]

consents. Besides, the auditing processes should verify that

the design and assumptions regarding future usage math?a
its actual usage.

We shall test this last issue on real health care scenarios

in order to demonstrate how the privacy is managed by thig7]

system
credential is revoked itself, ending with the permission
must be analyzed. We shall take into account differe

actors.  Likewise, how a sleepyhead

8

]

privacy requirements for identity attributes, including 19]
biometric and health care data. Further research could be
done to contemplate how to keep user’'s privacy during the
exchange and sharing of attributes in different trust

domains, also considering usability.
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