Capitulo 3

Optimizacion de las comunicaciones
entre redes noviles vehiculares

En el capitulo anterior se han presentando algunos eseempre podrian beneficiarse
de utilizar un enfoque basado en una solucion de movilidadedes. Claramente, pare-
ce que la provision de acceso a Internet desde plataforrbaiies (como trenes, aviones 0
autobuses) parece el escenario mas relevante. Adenegseelario de comunicaciones vehi-
culares esta recibiendo gran cantidad de atencion pte garla investigacion académica e
industrial.

El escenario particular de las comunicaciones vehiculesesada vez mas popular de-
bido a que existe un gran nUmero de aplicaciones poteadajgle podrian beneficiarse de
disponer de la capacidad de comunicarse a través de IntBrivcipalmente, existen 2 pro-
blemas a tratar: el acceso a Internet desde coches (el deambmear-to-Internet scenarip
y las comunicaciones entre vehiculoartto-car scenarip. Dada la naturaleza de las comu-
nicaciones vehiculares y su relevancia, resulta necesatialiar la aplicabilidad de una
aproximacion basada en movilidad de redes.

Este capitulo introduce primero el escenario vehiculasgntando los retos particulares
derivados del mismo y analizando los diferentes enfoqueseqtan siendo propuestos para
soportar dicho escenario.

3.1. Introduccion

En la sociedad moderna actual, mucha gente pasa una grashadadé tiempo en sus
coches. En el pasado, las posibilidades de comunicaci&sbpa mayoritariamente por las
redes celulares. Posibilitar las comunicaciones de bamcizagen coches [KBS)1] es una
contribucibn muy importante en la tendencia global hazsacomunicaciones ubicuas. Los
coches deben proporcionar acceso a Internet y deben seresaga establecer comunica-
ciones entre ellos, soportando nuevos servicios y aptinasi

Hay una gran cantidad de aplicaciones y servicios potaxiglie son de gran interés
para los usuarios de automoviles. En la Figura 3.1, se maumealgunos ejemplos represen-
tativos, clasificados en cinco categorias diferentes, pen cierto solapamiento entre ellas:

= Servicios de comunicaciones personalekas aplicaciones clasicas de telecomuni-
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SERVICIOS DE COMUNICACIONES PERSONALES SERVICIOS DE ACCESO INTERNET
- Llamadas de voz y video - Acceso a correo electronico
- Mensajeria instantanea - Navegacion Web

- Soporte VPNs

- Acceso transparente

- Comercio electrénico

SERVICIOS VEHICULARES ESPECIFICOS
- Actualizacién de software

- Diagnéstico de vehiculos

- Informacion de trafico

- Planificacion de rutas

- Gestion de flotas

- Informacién de aparcamiento

SERVICIOS BROADCAST/MULTICAST

SERVICIOS DE ENTRETENIMIENTO - Publicidad
- Juegos o - Informacioén metereolégica/trafico
- Streaming y descarga multimedia - Television

Figura 3.1: Algunos ejemplos de aplicaciones y serviciosreascenario vehicular.

caciones, tales como las comunicaciones de voz, tienereqieagradas para su uso
en los coches. De hecho, algunas de ellas estan dispoeibless coches actuales
(p-e., comunicaciones manos-libres utilizando un sisteehdar integrado). Sin em-

bargo, se espera que en el futuro aplicaciones mas comglgien disponibles en los
coches, aprovechando las mayores capacidades que seqsptragan los vehiculos
— comparada con las de los terminales de comunicacione®ifgsrtactuales.

Servicios de acceso a Internelos vehiculos, especialmente los servicios de trans-
porte plblico, como trenes y autobuses, deben facilitasela bordo de las aplica-
ciones tipicas de trabajo (p.e., correo electronicaywsot de VPN, etc.), mediante la
provision de acceso transparente a Internet, ya sea usispiisitivos embebidos en

el vehiculo o los terminales de los propios pasajeros.

Servicios vehiculares espéficos. Existen algunas aplicaciones que son especificas
del escenario vehicular, como por ejemplo la descarga deirfcion relativa al trafi-

co, la monitorizacién y diagnostico de vehiculos, y ahtcol y la actualizacion del
software instalado en los vehiculos. En general, la ségdrés un aspecto critico en
este tipo de aplicaciones (p.e., en la diagnosis o la azagidin de software).

Servicios de entretenimiento.Los juegos multi-jugador y etreamingmultimedia
son aplicaciones ampliamente extendidas hoy en dia, gyepnobablemente seran
de gran importancia en escenarios vehiculares (p.e.s ®fidos asientos traseros del
coche, o personas yendo a su lugar de trabajo, jugando asenqie se desplazan).
Ademas, estos servicios pueden beneficiarse de infoomaei localizacion.

Servicios broadcast/multicast.El envio de contenidos a grupos de receptores es un
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servicio de interés en el entorno vehicular. Esta claseedécio sera probablemente
proporcionado empleando tecnologias de acceso espsgifiemo DVB, por lo que
tendran que tenerse en cuanta ademas consideracionesalgis.

Por todo lo anterior, parece que los coches dejaran destemsis aislados dentro de
poco [KBS"01], surgiran nuevos servicios y aplicaciones cuandodobes tengan la capa-
cidad de conectarse a Internet y de comunicarse entre Elio86]. Estos nuevos escenarios
supondran nuevos retos que tendran que ser resueltosipptinente relacionados con la
gestion de la movilidad, pero también con la provisiorcakdad de servicio y la seguridad.
Algunos de estos problemas estan siendo estudiados pa@gbos e iniciativas de investi-
gacion conjuntos, como los siguientes:

» El proyecto europeo DRIiVE(1999) y su continuacion OverDriVH2001), que se
centraron en facilitar la entrega de servicios multimedialdculos y el desarrollo de
un router vehicular que proporcionara acceso, mediantéphes tecnologias de ra-
dio, a unared intra-vehicular (intra-vehicular netwokkAN) movil [LIJP03], [LNO3],
[WSO03].

» El proyecto InternetCAR(1996), investigd como podria facilitarse la conexitans-
parente de vehiculos a Internet. En algunas fases delgiooge llevaron a cabo ex-
perimentos reales (con un niumero de vehiculos que albartzsta 1640). Algunos
resultados de estos experimentos pueden encontrarse &0 MEU02], [USMO03],
[WYT *05] y [KLEO5].

» El proyectoRed sobre RuedagNetwork On Wheels” (NOW) (2004) se centra en
IPv6 y la tecnologia IEEE 802.11 para desarrollar comwidcees entre vehiculos
basadas en conceptos de redes ad-hoc. Esencialmenterogsietq esta explorando
maneras de que vehiculos en movimiento puedan estableémnidamente enlaces
con otros coches, motos y camiones en la vecindad, para cimpgrmacion de
trafico.

= El proyecto FleetNet ("Internet en la carref&)a(2000) fue formado por un consor-
cio de seis compahfias y tres universidades con objetoateqwer el desarrollo de
sistemas de comunicaciones entre vehiculos.

» El proyecto Daidalds(2002) es un Proyecto Integrado del Sexto Programa Marco de
la Unibn Europea, actualmente en su segunda fase. Uno debm@iivos es la inte-
gracion optima de tecnologias de acceso heterogémeagpprmitir a los operadores
de red y proveedores de servicio ofrecer nuevos y mas testabrvicios. Las re-
des moviles son una de las tecnologias de acceso cortdgrar el proyecto. Hasta
el momento, Daidalos ha trabajado en tres aspectos dentt® mevilidad de re-
des [BSC 05b], [BSC"05a]: el desarrollo de una implementacion del protocolo de

http://ww. ist-drive.org/
2http://ww. i st-overdrive. org/

Shttp://www. sfc. wide. ad. j p/ | nter net CAR/
*htt p: // www. net wor k- on- wheel s. de/

Shttp://www. et 2. tu- harburg. de/fl eet net/i ndex. ht m
Shttp://ww. i st-dai dal os. org/
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Soporte Basico de Movilidad de Redes [dIOBCO05], la extamsiel protocolo basico
para soportar trafico multicast [vHKBCO06] y el disefio de wolucion de optimiza-
cion de rutas para redes moviles [BBCO04].

Los proyectos anteriormente descritos son solamente @dgda los mas relevantes.
Existen muchos otros esfuerzos de investigacion en ewa,lcomo el proyecto Interne-
tITS’ [MUMO3], el consorcio Car2Car Communicatfol el proyecto CarTALK 2000
Dada la gran cantidad de esfuerzos de investigacion ogladdos con las comunicaciones
vehiculares, queda patente que el escenario vehicular snande investigacion de actua-
lidad. La mayoria de estos esfuerzos estan dirigidos opcmnar soluciones para los dos
escenarios principales considerados en las comunicaci@meculares:

= ComunicacionesCar-to-I nternet. Este es un escenario muy comdn ya que muchas

de las aplicaciones que se espera se necesiten en un veliicplican comunica-
ciones entre un nodo dentro de un coche y otro extremo eméitép.e., navega-
cion web, correo electronico, etc.). Inicialmente séoempleaban las comunicacio-
nes celulares en este tipo de escenarios [AVNOO]. Reci@mteancon el éxito de la
tecnologia inalambrica IEEE 802.11, otras tecnolog&tan siendo consideradas. Se
esta investigando como solventar las limitaciones (postes, bajos anchos de banda,
altos retardos, etc.) de las tecnologias celulares akgstdnoy en dia, mediante el uso
de WLAN 802.11 ( [LGO04] presenta un estudio sobre la posiadi o no de utilizar
WLAN 802.11 para conectar trenes a Internet) y WiMAX.

= Comunicacionescar-to-car. Existen diversas aplicaciones vehiculares, como los jue-

gos en red, la mensajeria instantanea, la informaciétradieo o los servicios de
emergencia, que pueden implicar comunicaciones entnewekl que se encuentran
relativamente cercanos entre si, y que incluso puedenrs®y@ntos (p.e., convoys
militares). Ademas, hay algunas aplicaciones emergenteson exclusivas del en-
torno vehicular. Por ejemplo, los servicios de informacbconductor podrian infor-
mar de forma inteligente acerca de atascos, negocios \cEE\jue se encuentren
en las cercanias del vehiculo, u otro tipo de noticiaso€Eservicios emergentes no
estan bien soportados en la actualidad. Numerosos retosldgicos han de ser sol-
ventados antes de que las comunicaciones inter-vehisytauredan llegar a ser am-
pliamente desplegadas. Estos escenarios estan sieraigados mayoritariamente
por la comunidad ad-hoc, debido a que los protocolos de énearento ad-hoc re-
sultan muy apropiados para este tipo de problema (es depidiogias que cambian
rapidamente a medida que los coches se desplazan, calennfeaestructura previa,
etc.).

La conectividad puede proporcionarse en ambos escenaripkeando una solucion
genérica de movilidad de redes (p.e., el protocolo de $egasico de Movilidad de Re-
des [DWPTO05]). Sin embargo, tal y como se describira magtal caso vehicular presenta

"Thttp://ww.internetits.org/
8http://ww. car- 2- car.org/
http://ww. cartal k2000. net/
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algunas particularidades que hacen que el rendimientalousmemplean soluciones genéri-
cas de movilidad de redes y de optimizacion de rutas sea ajayrequiriendo por lo tanto
el estudio de nuevos tipos de soluciones.

3.2. Haciendo posibles las comunicaciones vehiculares

En esta seccibn se presenta una vision panoramica ddbed| arte en comunicaciones
vehiculares, clasificando las propuestas existentes uodtegorias diferentes.

3.2.1. Soluciones basadas principalmente en ad-hoc

Hay una gran cantidad de trabajo de investigacion en el calapas redes ad-hoc. Algu-
nos de los mecanismos desarrollados por la comunidad agdéanecen ser apropiados para
el escenario vehicular, al menos como punto de partida.danto, en los Gltimos afios se
han propuesto muchas soluciones para permitir las conuioiess vehiculares basadas en
el concepto de redes ad-hoc vehiculares (Vehicular Ad-heiwbrks, VANETS). Dentro de
esta categoria, a la que llamansmzduciones basadas principalmente en ad;hocluimos
a todos aquellos mecanismos que afrontan el problema dedasnicaciones vehiculares
utilizando soluciones ad-hoc exclusivamente, sin empkRanovil.

3.2.1.1. Redes ad-hoc vehiculares

Las redes ad-hoc surgen como alternativa a las redes basaddsaestructura, debido
a las demandas de movilidad y al reto que supone despleges dedacceso inalambricas
sin zonasnuertas(sin cobertura). En particular, una red ad-hoc moévil (NeBid-hoc Ne-
twork, MANET [CM99]) es un grupo de dispositivos movilealambricos que cooperan
para formar una red IP. Esta red no necesita ningn tipofckestructura para trabajar, ya
que los dispositivos de los usuarios de una red MANET sondaiarred, por lo que un
nodo no sb6lo se comunica directamente con los dispositjuestiene dentro de su radio
de alcance, sino también con otros utilizando rutas nsalte a través de otros nodos de la
MANET.

Una red ad-hoc vehicular (Vehicular Ad-hoc Network, VANEESS un tipo particular
de red ad-hoc en la que los nodos se encuentran en vehi€dIMT["05]. Mediante la
configuracion de una VANET, los vehiculos pueden comus@&docalmente sin necesitar
ninguna infraestructura (ver Figura 3.2).

El escenario vehicular tiene caracteristicas que lo efiigian de otros escenarios de
comunicaciones en red. Por ejemplo, por un lado tiene simdéds con los escenarios clasi-
cos ad-hoc, debido a que presenta una topologia que caapii@mente a medida que los
coches se mueven. Sin embargo, por otro lado, las limitasigroptimizaciones son dife-
rentes. Primero, la eficiencia energética no es tan impertan las comunicaciones inter-
vehiculares como lo es en las redes ad-hoc tradicionalbslale que los vehiculos disponen
de una potente fuente de energia recargable. SegundeHazulos en general se mueven
en carreteras (y dentro de un mismo carril la mayoria deigm.

De cara a hacer que el escenario de la Figura 3.2 funcionectamente, hay algunos
aspectos que deben resolverse:
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red ad-hoc

O multi-salto

Figura 3.2: Red ad-hoc vehicular (VANET).

= EncaminamientoEn una red ad-hoc, no hay ninguna infraestructura de eneamin
miento pre-establecida, por lo que los nodos tienen quéa@aen la configuracion
y mantenimiento de rutas multi-salto. Por lo tanto, se ritseprotocolos de encami-
namiento especificos para escenarios ad-hoc.

= Seguridad.Debido a la falta de gestion que caracteriza a las redes@d#seguri-
dad es un aspecto critico. Los protocolos dirigidos a jeaten redes ad-hoc deben
disefiarse prestando una especial atencion a sus padétidislades de seguridad.

= Autoconfiguradn de direcciones IR.0s protocolos existentes para la autoconfigura-
cion de direcciones IP (en redes con infraestructura) nadman en las redes ad-hoc,
por lo que tienen que definirse nuevos mecanismos que soparetoconfiguracion
IP de los nodos ad-hoc.

Si, ademas de las comunicaciones entre vehiculos (e&rtcommunications), se quiere
proporcionar conectividad a Internet a los nodos de una VRRHar-to-Internet scenario),
entonces debe resolverse también el siguiente aspecto:

= Descubrimiento de una pasarela a Intern®ge necesita un nodo especial, llamé&ato
ternet Gatewaypasarela a Internet), que conecta la red ad-hoc con lasiftactura.
Permitir que los nodos ad-hoc descubran de forma eficieatpdsarelas a Internet
supone ciertas dificultades, debido a la naturaleza dedas MANET.

A continuacibn analizamos brevemente cada uno de los taspecumerados anterior-
mente.
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3.2.1.2. Encaminamiento ad-hoc

Las redes ad-hoc han recibido una gran atenciobn en losmadtiafios [CCLO3],
[AWWO05], [FILOO]. Debido a su naturaleza inalambrica, tinshlto y a su alta movilidad,
los protocolos de encaminamiento tradicionales (utiizaen redes cableadas) no funcio-
nan correctamente, y por lo tanto no pueden ser empleadaosdea MANET. Una gran
cantidad de protocolos de encaminamiento han sido pramjdatmayoria de ellos dentro
del IETF. Algunos de ellos reciben el nombre rdactivos porque se lanza el proceso de
encontrar y establecer una ruta hacia un destino sélo ouaayl paquetes que tienen que
ser enviados hacia dicho destino (como por ejemplo Ad-he®@mand Distance Vector —
AODV [PBRDO03] — y Dynamic Source Routing — DSR [JMHO04], [JMB}

Existen también protocolos conocidos copmoactivos porque los nodos proactivamen-
te mantienen una entrada en su tabla de encaminamientmpasads destinos alcanzables
(como Optimized Link State Routing — OLSR [CJ03]), redudienle esta forma el tiempo
que se necesita para establecer una ruta hacia un destiitpeaello incrementa la com-
plejidad del protocolo. Mas informacion sobre protosalte encaminamiento ad-hoc puede
encontrarse en [AWDO04], [RT99] y [CCLO03].

El rendimiento de las redes ad-hoc depende en gran medigaaletolo de encami-
namiento empleado y de la tecnologia de radio empleada. dyma de los trabajos de
investigacion realizados hasta el momento en tematitdma han sido realizados mediante
simulacién [KCCO05], aunque también existen algunosaj@bexperimentales, que estudian
el rendimiento real de prototipos de redes ad-hoc [MBJOIjuhos de estos trabajos se
centran en escenarios vehiculares [SBSCO02], [SB$ demostrando que es factible des-
plegar redes ad-hoc utilizando equipamiento IEEE 802.R@b.otro lado, algunos autores
afirman que es muy complicado conseguir que una red ad-hoofigmcon mas de 10 nodos
y 3 saltos intermedios [TLNO3]. Se necesitan mas trabagasnestigacion que analicen el
rendimiento de redes ad-hoc reales. Ademas, la dispmi@itiide nuevas tecnologias DSRC
(Dedicated Short Range Communication) [ZR03] impulsa@m mas las redes ad-hoc.

3.2.1.3. Seguridad

La seguridad es un aspecto critico en las redes ad-hoc. |Daddéuraleza inalambrica,
el dinamismo de las redes MANET, y la falta de una infraetitinacpre-establecida y de me-
canismos de control, proporcionar a esta clase de redeselrdriseguridad similar al de la
Internet clasica (basada en infraestructura) es reaghwembplejo. Todos las funcionalidades
enumeradas anteriormente (encaminamiento, autocordigartP y descubrimiento de pa-
sarelas de Internet) comparten este problema. Existenasymblicaciones al respecto de
la seguridad en ad-hoc, algunos de ellos analizando laseaagncomo [ZH99] y [SA99],
y otros proponiendo soluciones a problemas especificos.

Aungue existen otros aspectos de seguridad que han sidddsatal y como el estimulo
de la cooperacion entre nodos, el problema del descarteagigetes por parte de nodos
maliciosos [SBRO3], o la provision de una autoridad deifeeation fiable y segura en redes
ad-hoc [HBCO1], [CBHO03], el problema del encaminamientguse es el que ha recibido
mas atencion.

Algunos de los protocolos de encaminamiento propuestaslacénte, como AODV
[PBRDO3], DSDV [PB94] y DSR [JMHO04], tienen vulnerabilidesl de seguridad que per-
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miten realizar ataques facilmente. Debido a las impoetadiferencias entre las redes IP
basadas en infraestructura y las redes ad-hoc, es necdsadawollar nuevos mecanismos
de seguridad

Existen varios tipos de ataques de seguridad que puedé&arsalcontra los protocolos
de encaminamiento ad-hoc [SD02]. A continuacion resumimos los mas relevantes:

= Ataques de modificamn. Un nodo malicioso puede causar la redireccion de trafico
de datos o ataques de denegacion de servicio (Denialraie8eDoS) introduciendo
cambios en los paquetes de control de encaminamiento oiaadovmensajes de
encaminamiento con valores falsos.

= Ataques de suplantam. Un nodo malicioso puede suplantar la direcciéon IP de un
nodo legitimo y, por lo tantoobarle su identidad y realizar este tipo de atague com-
binado con un ataque de modificacion. El mayor problema tetig® de ataques es
gue es dificil trazar quién es el nodo malicioso.

= Ataques de fabricabin. Un nodo malicioso puede crear y enviar mensajes de enca-
minamiento falsos. Este tipo de ataque es dificil de dategha que no es sencillo
verificar que un mensaje de encaminamiento en particulanvagdo, especialmente
cuando indica que un vecinos no puede ser alcanzado.

Los autores de [SDt02], [SLD*05] proporcionan los siguientes requisitos como aque-
llos que debe cumplir un protocolo de encaminamiento adskgaro:

1. La sefalizacion de encaminamiento no puede ser sapknt
2. No pueden inyectarse mensajes de encaminamiento fabsiea la red.

3. Los mensajes de encaminamiento no pueden ser alteratt@msito (salvo acorde al
funcionamiento normal del protocolo de encaminamiento).

4. No pueden formarse bucles en el encaminamiento comdadsude una accibn ma-
liciosa.

5. Las rutas mas cortas no pueden ser sustituidas por otrasresultado de una accion
maliciosa.

La comunidad investigadora ha tratado los anteriores @nods de seguridad en los pro-
tocolos de encaminamiento ad-hoc, intentando proponeamsnos que cumplan algunos,
si no todos, de los requisitos mencionados anteriormemtgrah niamero de soluciones ha
sido propuesto. A continuacion describimos brevemeigpenals soluciones representativas:

Ref. [HPJO5] propone una version segura de DSR (llamada®BRE), utilizando cla-
ves simétricamente pre-distribuidas o criptografiagsiioa pre-desplegada para la autenti-
cacion.

SEAD [HJPO02] es un protocolo de encaminamiento proactigoree basado en DSDV
[PB94], que utiliza cadenas de funciones hdssh-chaink

SAODV [ZA02] es una propuesta para proporcionar segurida®@V [PBRDO03]. Se
utilizan dos mecanismos para asegurar AODV: firmas digitplea autenticar la informa-
cion no mutable de los mensajeshgsh chaingara asegurar la informacion mutable (es
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decir, el nUmero de saltos). Para la informacién no matdalautenticacion se realiza extre-
mo a extremo. Sin embargo, la misma técnica no puede ag#ieda informacion que puede
cambiar en transito, porque seria posible que un nodomeio suplantara la identidad de
un nodo legitimo y modificara el campo que indica el nimersaltos en un paquete de
peticion de rutarpute request Para evitar esto, se utilizan cadenas de hash para prédege
informacion mutable.

En SRP [PHO02], se asume que existe una asociacion de sagjpada cada par origen-
destino, para poder crear una ruta multi-salto. Este potias vulnerable a algunos ataques,
como la fabricacion de mensajes de error en una ruta.

Una propuesta muy interesante es ARAN [SDR2], [SLD"05]. Esta solucion utiliza
mecanismos de criptografia de clave pUblica para ewtiod los ataques enumerados con
anterioridad. Sin embargo, presenta la desventaja demeqadificados emitidos por una
tercera parte. Este requisito puede afectar al despliegua golucion, especialmente en
entornos vehiculares.

En resumen, podemos concluir que cualquier mecanismdddirey trabajar en un es-
cenario ad-hoc debe tener muy en cuenta aspectos de segsiibEen muchos protocolos
actuales de MANET no lo hacen.

3.2.1.4. Autoconfiguracbn de direcciones IP

De cara a permitir que las redes MANET puedan soportar $esvie, todos los nodos de
la red deben configurar al menos una direccion IP. Sin erobamhay ningln mecanismo
estandar que proporcione informacion de configurada hodos de una red MANET, por
lo que es necesario configurar los nodos a priori, lo que &vitarmacion espontanea de
redes ad-hoc.

Los protocolos de configuracion IP existentes [TN98] pades tradicionales con in-
fraestructura asumen la existencia de un (nico enlace apaciad de transmision multi-
punto para la sefializacién. Tal enlace no existe en lassraullti-salto sin infraestructura,
por lo que es necesario disefiar nuevos mecanismos quetgeimiautoconfiguracion de
direcciones IP en una red MANET [SKP6], [RRGSO05].

De cara a tratar del tema de la autoconfiguracion IPv6 ers iddeNET, se cred un nue-
vo grupo de trabajo dentro del IETF, denominado AUTOCONEe [gsupo ha identificado
dos posibles escenarios principales [RSCS06] donde esaéa la autoconfiguracion de
direcciones IP para redes MANET:

= Red ad-hoaislada(Stand-alone): una red ad-hoc que no esta conectada anaingd
externa, como por ejemplo las redes en conferencias, las ssdcampos de batalla,
las redes de vigilancia, etc. Lo mas probable es que en es$os no exista ningln
tipo de entidad para la delegacion de direcciones o prgdijesstablecida en la red.
En este escenario, las direcciones IPv6 no tienen porgugadmles.

= Redes ad-hohibridas (en el extremo de una red con infraestructura): una reddaisla
conectada a Internet. Los nodos de una red hibrida debenesbdirecciones IPv6
globales, para que puedan comunicarse con cualquier otim a la Internet. Esto
tipicamente requiere descubrir el prefijo IPv6 dispondrda red MANET y configu-
rar una direccion Gnica (no utilizada) a partir de estdijoreBCO06].



66  Captulo 3. Optimizacion de las comunicaciones entre redes@niles vehiculares

Aunque el grupo de trabajo AUTOCONF esta aln trabajanda dafinicion del proto-
colo, ya existen muchas soluciones en la actualidad. Usd#ickcion de las mas relevantes
puede encontrarse en [BCO5].

3.2.1.5. Descubrimiento de una pasarela a Internet

Para proporcionar conectividad a una red MANET hibrida 5], ademas de un
direccionamiento IPv6 global, se necesita de un tipo de msgecial en la red ad-hoc. La
pasarela a Internet (Internet Gateway, IGW) es un nodo goe tionexion tanto a una red de
acceso con infraestructura como a la red ad-hoc, y que mioperconectividad a los nodos
conectados a esta Ultima. Un IGW puede ser mévil o fijo y egtdkimportancia para pro-
porcionar conectividad a los nodos que estan del lado MANIEDido a las caracteristicas
de las redes MANET, es deseable que se desplieguen msiltipl&'s (por ejemplo, para
mitigar problemas relativos a congestion).

Actualmente, una propuesta muy comdn para proporcionaeatividad a Internet en
los vehiculos consiste en desplegar IGWSs a los lados dealasteras, de forma que los
vehiculos que pasen puedan usarlos para acceder a Intdneetle los retos que supone
esta arquitectura es como descubrir eficientemente lossI@8ponibles [BWSF03], ya que
uno de los componentes clave que afectan al rendimient@lgésbel algoritmo empleado
par descubrir y seleccionar IWGs [RGS04].

Desplegar una infraestructura de red consistente en VER@& en las carreteras y
confiar en el encaminamiento multi-salto en las redes advebdiculares formadas no
es suficiente. Podrian existir "agujeros” en la conectiglidque podrian evitar que los
vehiculos se comunicaran (no solo entre si, sino tamti® Internet). Ademas, los IGWs
podrian no pertenecer todos al mismo proveedor y por lmtard seria posible que un
vehiculo pudiera mantener la misma direccion IPv6 al meevele un IGW a otro. Aunque
existen soluciones que mitigan el efecto de la conectivideatmitente, como la descrita
en [OKO04] para una red no ad-hoc (basada en pasarelas dac#tioy proxies), deberia
permitirse la posibilidad de conmutar a otra interfaz de (ped., celular, como GPRS o
UMTS) manteniendo de forma transparente las sesionesmtdst (es decir, soporte de
movilidad transparente real).

Las soluciones basadas principalmente en ad-hoc pressgtaros inconvenientes. Por
ejemplo, hay algunos aspectos de seguridad que no est@ftossalin y no proporcionan un
soporte de movilidad global. Por lo tanto, este tipo de $ofuno es valido para satisfacer
todos los requisitos del escenario vehicular.

3.2.2. Soluciones basadas en movilidad de terminal

Una forma diferente de soportar comunicaciones vehicsilzwasiste en considerar cada
coche como un terminal individual y emplear técnicas gilzam IP movil par soportar la
movilidad del terminal. A este tipo de soluciones es a las dpmominamossoluciones
basadas en movilidad de terminal

Este tipo de soluciones estan basadas en aprovechar tosgos inalambricos y de
movilidad existentes, haciendo los cambios necesariasiparementar el rendimiento en
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entornos vehiculares. Un ejemplo muy sencillo consistetgiran soluciones basadas en
redes celulares 2.5G/3G [AVNOQ].

Otro ejemplo es la arquitectura definida en el proyecto Bitive [OKO04]. Esta basada
en proporcionar algunos servicios de Internet Gtiles éareas con conectividad intermi-
tente. Los coches obtienen esta conectividad intermitriectandose a puntos de acceso
WLAN desplegados en la carretera.

En algunos escenarios resulta interesante combinar unnieetas de IP movil con
soluciones ad-hoc, de cara a soportar el movimiento de luigwes entre redes ad-hoc y
redes con infraestructura. Esto requiere permitiniavilidad globalentre diferentes tipos
de redes de acceso (ad-hoc o con infraestructura) parayaese forma transparente la
conectividad de los vehiculos. La mayoria de las propsepara la gestion global de la
movilidad en redes ad-hoc estan basadas en adaptar logiemoa de IP movil existentes
para ser utilizados con protocolos de encaminamiento agxiculares.

Una de las propuestas mas conocidas es MIPMANET {3}, que basicamente pro-
pone una solucion basada en IPv4 Movil y AODV. Para comtdmaaturaleza reactiva de
AODV con la proactiva de IPv4 Movil, los Agentes Forandesreign Agents, FAs) se anun-
cian periodicamente en la red ad-hoc. Los Agentes Fosas@o utilizados como pasarelas
a Internet (IGWs), de cara a mantener informacion sobreuénred ad-hoc se encuentra
localizado un nodo y para encaminar los paquetes hacia @& lww dicha red ad-hoc. Se
utiliza AODV para entregar los paquetes entre el FA y el nodeimSe emplea un enfo-
que en capas y tineles para el trafico saliente de la red@dib forma tal que se separa la
funcionalidad de IPv4 Mévil del protocolo de encaminanmesd-hoc. Se propone un meca-
nismo similar en MEWLANA [EPO02], pero adecuado para el proto de encaminamiento
Destination-Sequenced Distance Vector (DSDV) [PB94]. BK(3], se combinan técnicas
tales como limitar la inundacion de los anuncios de los AggRoraneos a un vecindario de
n-saltos de radio — utilizando para ello un campo de tiempadde(TTL) en los mensajes de
anuncio —, y espiar y cachear mensajes de agentes, paranejoendimiento. De manera
similar, un mecanismo que integra IPv4 Movil y OLSR se prapen [BMAT04].

En relacion al soporte de IPv6, [PMV02] describe como proporcionar conectividad a
Internet con soporte de IPv6 Movil a redes ad-hoc. IPv6 iMfiliza el protocolo deNeigh-
bour Discoverycomo parte de su mecanismo de deteccion de movimientoa@miylisicion
de una direccion IP globalmente encaminable. Este menanig deteccion de movimiento
es modificado en las redes ad-hoc, en las que el IGW juega el gapouter local y los
Router Advertisementson reemplazados p@ateway Advertisementka direccion IPv6
configurada del prefijo de la red MANET que se incluye en losnaims emitidos por el
IGW es utilizada como la CoA del MN. Esta manera de realizaelaccion de movimien-
to tiene el inconveniente de que requiere mas tiempo quaibdesel movimiento entre dos
puntos de conexion a la Internet fija, debido a que los Gatéwsaertisements no son envia-
dos con tanta periodicidad como los Router Advertisemegrasa(evitar consumir recursos
radio en exceso). Otros mecanismos propuestos para etesagomovilidad global IPv6 en
redes ad-hoc son [HSFNO04] — que adopta una arquitectuaayjgca (basada en HMIPVv6)
para permitir que los nodos ad-hoc se registren en mas deRUGH simultaneamente —
y [HLWCO05] — que propone un protocolo que automaticamengariza la red ad-hoc en
una arquitectura en arbol para facilitar el direccionanttiey encaminamiento dentro de la
red MANET.
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También existen algunas soluciones propuestas que tespecificamente con el
escenaricar-to-car. Un ejemplo es [BWO05], que es similar a MIPMANET [JADOQ], en el
sentido de que reutiliza el concepto de Agente ForaneowdeN®vil — colocado en el IGW
— para gestionar la movilidad global de nodos ad-hoc. Seesigapleando comunicacion
IPv4 entre el HA y el FA (utilizando tlneles IPv6-en-IPv¥ que la solucibn asume una
Internet basada en IPv4 (los autores también proponenoeti@isina arquitectura basada
en proxies para soportar que vehiculos que soporten B&® puedan comunicarse con
CNs IPv4 en la Internet). Tal y como se hace en [RK03], los FAsaian activamente su
servicio, pero limitado a areas locales, para evitar iaumoda la red vehicular.

Las soluciones basadas en movilidad de terminal tienencamveniente principal, con-
sistente en que no tienen en cuenta que un vehiculo muylgesbante contendra mas de un
dispositivo que podria beneficiarse de disponer de acckgeraet. Las soluciones basadas
en movilidad de terminal requieren que todos los dispastyestionen su propia conectivi-
dad y movilidad (aunque se muevan todos juntos a la vez) yopanto evita que nodos sin
soporte de movilidad puedan ser desplegados en coches.

3.2.3. Soluciones basadas en movilidad de redes

Debido a que el escenario vehicular involucra a un grupo sf@ditivos que se mueven
juntos, tanto el caso de comunicaciores-to-Internet como el casaar-to-car, pueden
ser abordados asumiendo que hay un router movil desplegadada vehiculo, encargado
de gestionar la movilidad del grupo de dispositivos que se@mtra dentro del vehiculo (a
este tipo de soluciones, las denominamsokiciones basadas en movilidad de rgd&sn
embargo, cabe destacar que después de estudiar la lideralacionada, hemos encontrado
muy pocas propuestas que consideran enfoques de movikdaties para escenarios vehi-
culares, puesto que la mayoria de los mecanismos consitterazoches como terminales
individuales.

El escenario particular de comunicaciores-to-Internetencaja muy bien en el para-
digma de la Movilidad de Redes. Por lo tanto, la aplicaciérud conjunto de soluciones
genérico de movilidad de redes debe ser estudiada paras@&ldeacomunicaciones ente
vehiculos e Internet. De hecho, es un buen ejemplo de eszeldade se necesitan solucio-
nes de optimizacion de rutas para movilidad de redes.

El escenariacar-to-car también puede ser abordado utilizando una solucionrigené
NEMO. Sin embargo, ese tipo de solucién no ofrece un remgiitnidemasiado bueno en
una comunicacion entre vehiculos, incluso atn cuandatikza alguna solucion genérica
de optimizacion de rutas para NEMO. Las razones para es@@smo rendimiento son las
siguientes:

= Las Redes Hogar de dos coches que se estan comunicandm peeskr la misma o
estar localizadas lejos una de la otra. Esto hace muy néésanplantacion de una
solucion de optimizacion de rutas, para evitar un incrgmen el retardo debido a la
utilizacién del protocolo de Soporte Basico de NEMO.

= Los coches muy probablemente obtendran conectividadeanktt mediante una red
celular 2.5/3G. Esta clase de redes tipicamente preseataretardos muy elevados y
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Figura 3.3: Funcionamiento de una solucion genérica dellddad de Redes en el escenario
car-to-car.

unos anchos de banda reducidos [VB05], [VBS'06]. Esto tiene un gran impacto
en las comunicaciones inter-vehiculares cuando se usaolugtsm NEMO genéri-
ca. Un ejemplo de escenarar-to-car se muestra en la Figura 3.3. Si se utiliza el
protocolo de Soporte Basico de Movilidad de Redes [DWP;T@bfrafico de datos
fluye desde el Router Movil de un coche (MR A) hacia su Red H¢gBad Hogar
A), donde los paquetes son reenviados hacia la Red Hogatrdetoche (Red Hogar
B) y finalmente entregados al Router Movil B (MR EBsta es claramente una ruta
subdptima. Si se utiliza una solucion genérica de ogticibn de rutas, los pagquetes
no atraviesan las diferentes Redes Hogar de las redesem@wiolucradas, pero si-
guen teniendo que pasar por la infraestructura para sead=s/ide un coche a otro.
Esto puede significar un elevado retardo (las redes GPR&8maesretardos de unos
500 ms s6lo en un sentido [VBMS5], [VBS™06], mientras que las redes UMTS tie-
nen unos 150 ms [MdIOS6], [OMV106]) y un ancho de banda reducido. Por lo
tanto, deben explorarse diferentes esquemas de optizdeirutas.

Aunqgue los coches pueden comunicarse entre si a travasrdeakestructura —emplean-
do el protocolo de Soporte Basico de NEMO —, una conclugifmse puede obtener de la
anterior discusion, es que los esquemas clasicos deipatidn de rutas NEMO no ofrecen
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un buen rendimiento en las comunicaciones inter-vehieslésin embargo, hay una oportu-
nidad de optimizacion que esta siendo actualmente estadin el campo de las comunica-
ciones inter-vehiculares (inter-vehicular communiaagioVC). Esta optimizacion esta ba-
sada en la utilizacion de redes ad-hoc vehiculares (VANRaDa explotar la conectividad

entre coches vecinos, y el establecimiento una ruta maltt-para soportar los servicios
inter-vehiculares. La aplicacion de este enfoque a unaiwl vehicular basada en NEMO
es uno de los objetivos de esta Tesis Doctoral. En ella explos como disefiar un me-
canismo basado en movilidad de redes que optimiza las coationes inter-vehiculares,

aprovechando que los MRs pueden establecer redes ad-l@ocgumaunicarse directamente
(evitando pasar por la infraestructura).

De acuerdo a nuestro conocimiento, sélo hay una propuesthicando los enfoques de
NEMO y ad-hoc [WOKNO5], [WMKF05], [WMK *04], [OWUMO04]. La solucion (defini-
da en [WOKNO5], [WMK"05], [WMK *T04]) basicamente considera redes MANET que se
mueven juntas (por ejemplo, dentro de un coche) e integra FTARWNNEMO, colocando las
funcionalidades del IGW y el MR en lo que denomirRasarela Mbvil (Mobile Gateway,
MG). El protocolo de Soporte Basico de Movilidad de Rede&/[05] es responsable de
proporcionar conectividad a Internet a la MANET movil (portanto, no es necesario que
los nodos de dicha MANET soporten el protocolo IPv6 Mévitientras que un protocolo
de encaminamiento ad-hoc adicional es ejecutado ente sasdPas Moviles, creando una
red MANET superpuesta para comunicaciones entre difeyepties moviles. Este esque-
ma permite la comunicacion directa entre nodos de MANE®siles que pertenecen a la
misma MANET superpuesta (usando la denominada directg, mientras que el proto-
colo de Soporte Basico de Movilidad de Redes se utiliza phrasto de los casosuta
nemq. Ademas, el mecanismo permite que un MG pueda tomar pieetdaconectividad a
Internet de un MG adyacenteu{a detou)). Se propone utilizar un protocolo de encamina-
miento ad-hoc proactivo para la MANET superpuesta, enquaati, OLSR es considerado
en [OWUMO4].

La solucibn descrita anteriormente es una primera apm@iin para combinar de
manera 6ptima NEMO y ad-hoc para soportar comunicacioekgwares. Los autores han
dejado como trabajo futuro el analisis de seguridad, pouken la arquitectura que ellos
proponen, por ejemplo, nada previene a nodos malinteradidsnaobar trafico o realizar un
atagque de inundacion a la Red Hogar (Return-to-Home FigoiIAA+05] attack). Esta
falta de seguridad es un aspecto critico, especialmergatemos inter-vehiculares.

El disefio de un mecanismo basado en una solucion de naavitld redes combinado
con soporte ad-hoc, de una forisegura para permitir comunicaciones vehiculares d6ptimas
es uno de los objetivos clave de esta Tesis Doctoral.
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Chapter 4

Goals and Design considerations

4.1. Introduction

This chapter enumerates the main goals of this PhD thesipravitles some design
considerations that have been followed in the fulfilmenthese goals.

4.2. Goals

The main goal of this PhD thesis is to design a set of solutionzoviding Route
Optimisation support for Network Mobility, in such a way that the solutions are se-
cure and easily deployable. A second objective of this PhD @ésis is to develop a Route
Optimisation solution for vehicular environments, by comhkning in a secure way Net-
work Mobility and Ad-hoc concepts. Next, we elaborate more on the specific goals and
requirements that the designed solutions solution shoeletm

There are many possible scenarios where Network Mobilityplay a key role, some of
them related to the provision of Internet access from mgidd&orms, such as cars or buses.
We believe that there is a severe drawback in the existinglatdised solution supporting
Network Mobility [DWPTO05], [dIOBCO06], that is the sub-optal packet routing that this
solution forces in order to preserve mobility transpareit¢ys sub-optimality can lead even
to prevent communications from taking place, and theredbrmild be tackled if it is desired
to deploy moving networks in practice.

A general overview of the existing proposals on Route Otition for NEMG has
been provided in Section 2.4, highlighting their problemd ¢ghose issues that are still un-
solved. Taking this into account, a brief summary of the negoents that we consider that
a generic Route Optimisation (RO) for NEMO solution shoultilf (in order to be rapidly
deployed in current scenarios) is provided next:

= The NEMO Route Optimisation solution should provisigpport for legacy nodes
In order to facilitate the practical deployment of the simmttoday, it should not re-
quire changes on the operation of any node but the Mobile &k@arid maybe the

The interested reader may refer to [NZWTO06], [PSS04b] and[C05] for published surveys on existing
Route Optimisation solutions for NEMO.
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Home Agent of the mobile network. Therefore, Correspondéodes, Local Fixed
Nodes and Mobile IPv6 hosts connected to a Mobile Networkilshoot require any
modification to be compatible with the NEMO RO mechanism.sTdoes not neces-
sarily imply that the mechanism should be able to optimigetthffic of any node in
any scenario, but that at least the use of the RO mechanisrmetwark should not
prevent any node from being able to communicate through thi@lennetwork.

The NEMO Route Optimisation solution should support themoisation of commu-
nications ofLocal Fixed Nodesattached to a NEMO, that is, the mechanism should
enable direct path routing between a CN and an LFN, by progidingular Route Op-
timisation. Local Fixed Nodes will represent a large numidfehe nodes attached to
a NEMO, for example in a moving vehicle, such a car, wherelikédy to expect that
many of the nodes that will require Internet connectivitycls as sensors, on-board
computer, infotainment devices, etc, will have no mobisitypport at all. Therefore,
providing them with NEMO RO is critical to exploit the bensfif a network mobil-

ity solution. To achieve that, mobility transparency (L&Ns not being aware of the
mobility of the NEMO) should be preserved.

The NEMO Route Optimisation solution should support themoisation of commu-
nications ofVisiting Mobile Nodes attached to a NEMO. This means that the mech-
anisms should enable direct path communication between B diMl its HA — when
the VMN is operating in Bidirectional Tunnel (BT) mode — ortlveen a VMN and a
CN —when the VMN is operating in Route Optimisation (RO) mode

The NEMO Route Optimisation solution should support themoisation of commu-
nications involvingnested configurations of Mobile Routersthat is the number of
tunnels traversed by packets belonging to a communicagbmden a MNN attached
to a sub-MR and a CN should be eliminated (or at least minidjskey providing
Multi-angular Route Optimisation. At least, 3 levels of tieg should be supported,
since nowadays, a higher number of nesting levels is noséem

The NEMO Route Optimisation solution shouldd®zure at least as secure as current
NEMO Basic Support protocol and Mobile IPv6 are. Therefdine, solution should
provide a similar level of security than the Route Optim@atsolution of Mobile
IPv6 [JPA04], [NAAT05].

If the specific mechanism designed to provide Angular Roytéin@sation differs
from those used to cope with the different configurations aftivangular Route Op-
timisation, they should bmteroperable in such a way that an optimal route results
from the combined operation of both.

The NEMO Route Optimisation solution should §ealable so that in case of large
mobile networks in terms of number of attached nodes, thaed RO solution

should allow many sessions to be optimised, minimising thditenal resources
needed in any node of the network, compared to the resouecpsred by plain

NEMO Basic Support protocol.
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Figure 4.1: Vehicular communications scenario.

= The NEMO Route Optimisation solution shoutdnimise additional protocol com-
plexity, processing load and signalling overheadn order to facilitate the deploy-
ment of the solution in real scenarios.

= The NEMO Route Optimisation solution shoutlinimise the effect of increased
handover delaythat it may have, when compared to the plain NEMO Basic Suppor
protocol handover.

These are vergtrong requirementsthat, according to our analysis of the current state
of the art (summarised in Chapter 2), are not fulfilled by axigteng solution. This PhD
thesis proposes a generic Route Optimisation for NEMO mwiufdescribed in detail in
Chapter 5) that take these requirements as the basic degmmac

Chapter 3 introduced the issue of vehicular communicatidrehicular scenarios (an
example is shown in Figure 4.1) are becoming very importamtatlays, since there exists
a number of new services and applications that will likelydegloyed in cars when they
are provided with communication capabilities. Becausdefitnportance of this particular
scenario, it is needed to provide the tools and mechanisatsttable the optimisation of
vehicular communications.

An objective of this PhD thesis is the study of an existingapymity for optimisation
of local communications in vehicular environments by usingd-hoc network formed by
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the vehicles involved in the communication and perhapsrotacles in their surroundings.
The design of a solution that optimally combines a NetworkolMty approach with multi-
hop ad-hoc communications in a secure way, and the evatuatigs performance in car-
to-car communications, is the second main goal of this PhExwo

4.3. Design considerations

In this section we briefly summarise the considerations Wwthave adopted for the
design of the mechanisms proposed in this PhD thesis. Tiomaéd behind these consider-
ations is provided in the PhD thesis when the specific meshanare described.

Since we aim at designing a generic Route Optimisationisoldior NEMO and a mech-
anism that addresses the specific issue of vehicular conaations, being both suitable for
existing legacy nodes and not requiring changes on the tigeia any node but the Mobile
Router, there are several design aspects that should besaddr

= Layer of the protocol stackt seems clear that if it is required to avoid changes on the

nodes, IP it is the only possible choice, since IP alreadysbase mobility support,
provided by the Mobile IPv6 [JPA04] protocol. It may be arduleat the mobility can
also be handled at other layers, but as it was briefly disduss&ection 2.1 (when
talking about how Network Mobility could be provided), magiit at the application
[HLZO06] or transport [CAIO6] layers requires the modificatiof all the applications
or transport protocols to support mobility, which is redantd On the other hand,
making it at the link layer is not feasible if mobility acrodgferent technologies is
required. Therefore, the option chosen istplement the designed mechanisms at
the IP layer, using/modifying the Mobile IPv6 protocol.

= Entities involved on the optimisatio®ince one of our requirements is not to change
any node but the MR (and maybe also the HA), it is clear thaheeiVMNs, not
LFNs nor CNs can be changed. However, there would be thelpldgsof involv-
ing some nodes on the routing infrastructure in the optitiiea such as proposed
in [WKUMO3] and [WWO04]. Nevertheless, as the deployment andlability of the
solution are also very important design considerations,rédguirement of involving
external nodes to perform the optimisation is not feasibleerefore, the option cho-
sen is toput all the specific new functionalities required to perform the Route
Optimisation on the Mobile Router only. This does not mean that the designed
mechanisms cannot make use of available mobility capigsilihat certain Mobile
Network Nodes (e.g., VMNSs) may have.



Capitulo 4

Objetivos y Consideraciones de
Diseno

4.1. Introduccion

Este capitulo enumera los principales objetivos de esiis Droctoral y proporciona al-
gunas consideraciones de disefio que han sido seguidad panaplimiento de los objetivos
perseguidos.

4.2. Objetivos

El objetivo principal de esta Tesis Doctoral es el dig&o de un conjunto de solucio-
nes que proporcionen soporte de optimizadn de rutas para redes ndviles, de tal forma
gue las soluciones propuestas sean segurasagifmente desplegables. Un segundo obje-
tivo de esta Tesis es el desarrollo de una soldei de optimizacibn de rutas para entornos
vehiculares, mediante la combinadin de forma segura de los conceptos de movilidad
de redes y ad-hocA continuacion se desarrollan un poco mas las metas éigascy los
requisitos que las soluciones disefladas deben cumplir.

Existen muchos posibles escenarios donde la movilidaddissjegara un papel clave,
algunos de ellos relacionados con la provision de accestemet en plataformas moviles,
como coches o autobuses. Creemos que hay un severo probldsrsoicion estandarizada
existente para el soporte de la movilidad de redes [DWPTO®)BCO06], consistente en el
encaminamiento subbptimo de paquetes que fuerza dichai@olde cara a preservar la
transparencia de la movilidad. Este efecto suboptimo @lledar incluso a impedir que las
comunicaciones lleguen a efectuarse, y por lo tanto debres@elto si se desea que las redes
moviles puedan llegar a desplegarse en la practica.

Una panoramica general de las propuestas existentesagidrel la optimizacion de
rutas en redes movilksha sido proporcionada en la Seccion 2.4, resaltando sbéepnas
y aquellos puntos que estan todavia sin resolver. Teaiestb en cuenta, a continuacion
se incluye un breve resumen de los requisitos que considergoe una solucion genérica

LEl lector interesado puede acudir a [NZWTO06], [PSS04b] yKId05], para encontrar publicaciones que
clasifican soluciones existentes de optimizacion de pess redes moviles.

e
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de optimizacién de rutas para redes moviles debe cuntgsircara a facilitar un rapido
despliegue de la solucion en los escenarios existentes):

= La solucion de optimizacion de rutas para redes movigds doroporcionasoporte
para nodos legadosDe cara a facilitar un rapido despliegue de la soluc&sta no
debe requerir cambios en el funcionamiento de ningn nablo &1 Router Movil y
quizas el Agente Local de la red movil. Por lo tanto, ni lazdNs Corresponsales, ni
los Nodos Locales Fijos ni los Nodos Mbviles (que implersariPv6 Movil) conec-
tados a una red movil deben precisar cambios para ser cibepaton el mecanismo
de optimizacion de rutas. Esto no implica necesariamamestimecanismo deba ser
capaz de optimizar el trafico de todos los nodos en cualgsisgnario, pero si que al
menos, la utilizacion de un mecanismo de optimizaciérutisren una red no impida
que ningln nodo sea capaz de comunicarse a través de lavéd m

= La solucion de optimizacion de rutas para redes moviksedsoportar la optimiza-
cion de comunicaciones dé¢odos Locales Fijosconectados a la red movil, es decir,
el mecanismo debe habilitar la comunicacion directa amr€N y un LFN, propor-
cionando optimizacion de rutas angular. Los Nodos LocBlgs representaran un
gran porcentaje de los nodos conectados a una red movijgroplo en un vehiculo,
como un coche, donde es probable esperar que muchos dedos gue requieran
conectividad a Internet, como sensores, ordenadores deécalulispositivos de entre-
tenimiento, etc., no tendran soporte de movilidad algia. lo tanto, es vital pro-
porcionar a esta clase de nodos soporte de optimizaciontag, de cara a explotar
los beneficios que brinda una solucion de movilidad de rel@s conseguir esto, la
transparencia de la movilidad (los LFNs no deben ser camssale la movilidad de
la red a la que estan conectados) debe preservarse.

= Lasolucion de optimizacion de rutas para redes movideedoportar la optimizacion
de comunicaciones ddodos Moviles Visitantesconectados a una red movil. Esto
significa que los mecanismos deben habilitar la comuricadifecta entre un VMN
y su HA — cuando el VMN esta operando en modo de Tlnel Bidiogal — o entre un
VMN y un CN — cuando el VMN esta operando en modo de Optim@rade Rutas.

= Lasolucion de optimizacion de rutas para redes movidedoportar la optimizacion
de comunicaciones que involucreanfiguraciones anidadas de routers iaviles es
decir, debe eliminarse el nUmero de tlneles atravesamtasngpaquete perteneciente
a una comunicacion entre un MNN conectado a un sub-MR y un 8l (nenos
minimizar dicho nimero), proporcionando optimizaciém rditas multi-angular. Al
menos deben soportarse 3 niveles de anidamiento, ya queraenie no se prevé un
namero mayor de niveles de anidamiento.

= La solucion de optimizacion de rutas para redes movidedesegura al menos tan
segura como el protocolo de Soporte Basico de Movilidadet#eR e IPv6 Movil. Por
lo tanto, la solucion debe proporcionar un nivel de segutisimilar al que presenta
la solucion de optimizacion de rutas de IPv6 Movil [JPAQMAA T05].

= Si el mecanismo especifico disefiado para proporcionanigption de rutas angular
es diferente de aquel utilizado para soportar las difeserdafiguraciones de optimi-
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Figura 4.1: Escenario de comunicaciones vehiculares.

zacion de rutas multi-angular, los dos mecanismos delrantseoperables de una
forma tal que resulte una ruta 6ptima del funcionamientolioado de ambos.

= La solucion de optimizacién de rutas para redes movidee deescalable de forma
tal que la solucion disefiada permita optimizar un gramer@ de comunicaciones en
caso de redes moviles muy grandes, minimizando los rezadioionales requeridos
en cualquier nodo de la red, comparado con los recursos quere el protocolo de
Soporte Basico de Movilidad de Redes.

= La solucion de optimizacion de rutas para redes movisedinimizar la com-
plejidad adicional del protocolo, la carga de procesamiemt y la sobrecarga de
sdializacion, de cara a facilitar el despliegue de la solucion en esitEnezales.

= La solucion de optimizacion de rutas para redes movidedhinimizar el efecto de

incremento en el retardo del traspaspque pudiera tener, comparado con el retardo

de un traspaso utilizando el protocolo de Soporte Basiddalglidad de Redes.

Los anteriores, sorequisitos muy fuertesque, de acuerdo a nuestro analisis del estado

del arte actual (resumido en el Capitulo 2), ninguna sétueixistente cumple. Esta Tesis
Doctoral propone una solucion genérica de optimizaciémutas para redes moviles (des-
crita en detalle en el Capitulo 5) que adopta los requisitderiores como criterio basico.
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El Capitulo 5 introdujo la problematica de las comunioaeis entre vehiculos. Los es-
cenarios vehiculares (un ejemplo se muestra en la Figujaedtdn adquiriendo gran im-
portancia actualmente, dado que existe un nUmero de ngevasios y aplicaciones que
muy probablemente seran desplegados en los coches cestodalispongan de capacidades
de comunicacion en red. Debido a la importancia de estaasoeparticular, es necesario
proporcionar las herramientas y mecanismos que faci@aptimizacion de las comunica-
ciones vehiculares.

Un objetivo de la presente Tesis Doctoral es el estudio dedetunidad deptimizacion
que existe en comunicaciones locales entre vehiculosnedio de unaed ad-hocformada
por los vehiculos involucrados en la comunicacién y gsiiptros vehiculos cercanos. El
disefio de una solucion que combine de forma segura el eafide movilidad de redes con
el de las redes ad-hoc multi-salto, y la evaluacién de sdim@anto en comunicaciones
inter-vehiculares, es el segundo objetivo principal da &ssis.

4.3. Consideraciones de Dis®

En esta seccion resumimos brevemente las consideradjoeesemos adoptado en el
disefio de los mecanismos propuestos en esta Tesis Do&lratonamiento subyacente se
proporciona en la Tesis cuando los mecanismos especitioadescritos.

Dado que queremos disefiar una solucion genérica deinptiidn de rutas para redes
moviles y un mecanismo dirigido a la problematica edjxde las comunicaciones vehi-
culares, siendo ambos aptos para su utilizacion con neadEglds y sin que se precisen
cambios en el funcionamiento de ningin nodo, salvo el rautavil, hay algunos aspectos
de disefio que deben ser considerados:

= Capa de la pila de protocolofarece claro que si se quiere evitar cambiar el funcio-
namiento de los nodos, IP es la Unica posibilidad, dado Buglcuenta con cierto
soporte de movilidad, proporcionado por el protocolo IP\@i{JPA04]. Podria ar-
gumentarse que la movilidad se puede gestionar en otras daepila de protocolos,
pero como ya fue brevemente discutido en la Seccion 2.hicuae hablaba sobre
cbmo se podia proporcionar soporte de movilidad de retlasgrlo en las capas de
aplicacion [HLZ06] o transporte [CAIO06] requeriria la dificacion de todas las apli-
caciones o protocolos de transporte para soportar la rdaslilio cual es redundante.
Por otro lado, no es posible hacerlo en el nivel de enlace gligee soportar movi-
lidad entre diferentes tecnologias. Por lo tanto, la@p@&scogida esnplementar
los mecanismos digiados en la capa IP, usando/madificando el protocolo IPv6
M ovil.

= Entidades involucradas en la optimizani Dado que uno de requisitos es no cambiar
ningn nodo salvo el MR (y quizas también el HA), pareegahue ni los VMNSs, ni
los LFNs ni los CNs pueden ser cambiados. No obstante, iéxiktiposibilidad de in-
volucrar a algunos nodos de la infraestructura de encani@maoren la optimizacion,
como se propone en [WKUMO3] y [WWO04]. Sin embargo, como lgpteabilidad
y escalabilidad de la solucion son también considerasiate disefio muy importan-
tes, no parece adecuado involucrar a nodos externos enraizgation. Por lo tanto,
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la opcion elegida eponer todas las funcionalidades requeridas para realizard
optimizacion de rutas en el router mbvil exclusivamente.Esto no significa que los
mecanismos desarrollados no puedan hacer uso de las Gjescide movilidad que
determinados Nodos de Red Movil (p.e., MNNSs) puedan tener.






Chapter 5

Generic Route Optimisation solution
for Network Mobility

5.1. Introduction

The Network Mobility (NEMO) Basic Support protocol [DWPTP&nables complete
networks to roam among different access networks, with@mutigting network nodes’ on-
going sessions and without requiring any specific mobilggability in the hosts. Neverthe-
less, it has some important limitations in terms of perfamoga(see section 2.3), due to the
increased path length and the packet overhead that thigosolatroduces. Such limitations
triggered the need for what has been called Route Optirars&®O) for NEMO. Although
there exist a number of proposed solutions that try to oveecthe suboptimal routing prob-
lems that arise due to use the NEMO Basic Support protocel geetion 2.4), there is no
solution that addresses the multifold problem of Route @isttion in such a way that it
solves all the main limitations of the NEMO Basic Supporttpool under the most im-
portant deployment scenarios (e.g., nested and non-n&®MDs, non-mobile and mobile
capable nodes attached to the NEMO, etc). An additionalirement that current proposed
mechanisms do not meet, is not to put any additional stromqgjsige on the operation of the
nodes of the Mobile Network in order to be able to benefit frooute Optimisation.

This chapter describes a generic Route Optimisation soldiir Network Mobility, de-
signed in this PhD thesis, called Mobile IPv6 Route Optiriigafor NEMO (MIRON)
[BBCO4], [BBCS05], [CBB"06]. MIRON is composed of two main modes:

= For those nodes of the mobile network that do not have any lityobapability, the
Mobile Router (MR) performs all the Route Optimisation anditity tasks on their
behalf (what some authors [NZWTO06] have calkadxy MR.

= For those nodes and (mobile) routers with standard MobNé Bupport, an address
delegation mechanism, based on PANA (Protocol for Carmpintpentication for Net-
work Access) [JLO06] and DHCP [DBVF 03], provides these nodes with topologi-
cally meaningful addresses (i.e. addresses that arelgireathable without requiring
special rendezvous points, such as Home Agents, to be a@geploye-route any packet
towards the actual location of the node). This enables thedes to manage their own
mobility and to perform the Route Optimisation by themsslve

83
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These two different key modes of operation of MIRON combimggee as a result a
complete Route Optimisation solution for mobile networksabling traffic from any kind
of node (with and without mobility support) and network cgufiation (including nesting)
to be optimised. This is achieved without requiring changeshe operation of any node
except Mobile Routers.

This chapter is organised as follows. An overview of the qeot is first provided in
Section 5.2, before describing in detail how the proposédisa works. This description is
presented next, divided into two sections, in order to déthl tke Angular (Section 5.3) and
Multi-angular (Section 5.4) Route Optimisation issuesasafely. A validation and evalua-
tion of the protocol, taking into consideration securitgatalability concerns, is provided
in Section 5.5. In Section 5.6, the solution is compared witine existing RO proposals.
After that, Section 5.7 explores an additional long termidogihe provision of Route Optimi-
sation for NEMO by using secure delegation of signallindhtsgoased approaches. Finally,
some conclusions are provided in Section 5.8.

5.2. Protocol Overview

MIRON aims at improving the overall performance of commaitimns involving nodes
within a NEMO, by both avoiding data packets passing thrahghVIR’s HA and reducing
the packet overhead due to the additional IPv6 headersluntenl by the NEMO Basic Sup-
port protocol. MIRON does not introduce any change on theaijo: of the Correspondent
Nodes and the Mobile Network Nodes, but only of the Mobile ol

Figure 5.1 shows a possible Route Optimisation target sicefot MIRON. It considers
a mobile network deployed in a train, consisting of diffeérgmpes of MNNSs:

= Fixed nodesn the train without mobility support (i.e. LFNS), such aseimal servers
or passengers’ laptops.

= Mobile devicegi.e. VMNS), such as passengers’ laptops, running Mobile)Rhat
keep using their Home IPv6 Addresses.

= Nested mobile networks, such as Personal Area Networks $PAN., a passenger’s
laptop, acts as a MR of his devices and is connected to thestidiR.

All of these devices access the Internet through the tr&iis This scenario includes
almost every possible mobile network communication, v LFNs, VMNs and nested
NEMOs. Figure 5.1 also shows the different components ematiyy is composed of. Both
the components and the way they work together to construminglete Route Optimisation
solution will be described in detail later in this chapter.

MIRON addresses two different Route Optimisation aspects:

= Angular routing Angular routing is caused by the MRHA bidirectional tunirel
troduced by the NEMO Basic Support protocol, since packé#s acommunication
involving a MNN have to be forwarded through the HA of the NEM@RON ad-
dresses this problem in two different ways, depending ontlvénehe MNN that is
communicating with a CN has mobility support or not. If the MNas no Mobile
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Figure 5.1: Overview of the MIRON architecture in a pradt®eenario.

IPv6 capabilities (i.e. an LFN), the approach followed byR@N consists in del-
egating the Route Optimisation functionality to the MR, ttharforms all the RO
signalling and packet handling on behalf of the LFNs. Ttafthe MR is a kind-of
“Proxy MR” [NZWTO06] for the LFNs of the NEMO. On the other haniflthe MNN
is a Mobile IPv6 MN (i.e. a VMN) that is visiting the mobile medrk, MIRON takes
advantage of the already available mobility support that\iN has. In this case, by
using PANA and DHCPV6, the MR provides a topologically meghil IPv6 address
(that is, an address belonging to the network that the MRsiing) to every VMN
attached to the NEMO and updates it every time the NEMO mdlkis, in addition
to a routing mechanism that enables these addresses totbéd naside the NEMO, al-
lows the VMN to make use of its own Mobile IPv6 Route Optimisatfunctionality,
therefore avoiding traversing the MR’s HA and reducing theket overhead.

Multi-angular routing Multi-angular routing is caused in nested NEMOs by therchai
of nested MRHA bidirectional tunnels that packets showdddrse. MIRON addresses
this problem by using PANA and DHCPV6 to provide topolodicateaningful IPv6
addresses to every MR in the nested NEMO hierarchy. In this exery MR has an
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IPv6 address belonging to the network that the root-MR (#ahe MR of the NEMO
at the top of the hierarchy) is visiting. This, in additiong@outing mechanism that
enables these addresses to be reachable, makes it possitated traversing any HA.

The set of mechanisms of MIRON enables direct path commtioichetween a MNN
(LFN or VMN) and a CN, avoiding the suboptimal MR-HA path. Tieeursive tunnelling
due to nesting is also eliminated, therefore optimisingithific in every possible configura-
tion of a mobile network. MIRON only introduces changes i iR (see Figure 5.1), while
MNNs, HAs and CNs remain unchanged, thus facilitating thelaenent of the solution.
The next two sections provide a detailed protocol walkAtlyioof MIRON.

5.3. Angular Route Optimisation

If no Route Optimisation mechanism is used, all the traffit/sirected to a MNN goes
through the bidirectional tunnel set up between the MR anéi&. MIRON enables direct
communication — without traversing the MR’s HA — by followjione of the next approaches,
depending on the type of MNN:

= Local Fixed Node (LFN). LFNs do not have mobility support,esty mechanism that
attempts to optimise their traffic should be implementechauit requiring support
from the LFN itself. The MIRON mechanism for LFNs is basigad proxy-MR
approach, in which the MR performs the Mobile IPv6 Route @sation [JPA04] on
behalf of the LFN.

= Visiting Mobile Node (VMN). VMNSs are Mobile Nodes that aresiting the mobile
network, managing their own mobility. By default, the CafeAddress obtained and
used by a VMN attached to a NEMO belongs to the Mobile Netwas(if of that
NEMO, so although these mobile nodes may be performing Roptanisation with
the CNs they are communicating to, there still exists a tiametween the NEMO's
MR and the MR’s HA — introduced by the NEMO Basic Support pecoto In this
case, our proxy-MR approach is not feasible, thereforefardifit mechanism is used.
MIRON takes advantage of the mobility support that VMNs adhe have. Basically,
we propose a mechanism, using PANA and DHCPvV6, that endidegMNSs to con-
figure topologically valid IPv6 addresses (i.e. those askis that belong to the ad-
dress space of the foreign network the NEMO is visiting) a&\&and letting the
VMNs manage their mobility and perform their Route Optintitsa tasks.

5.3.1. Detection of the type of node

In order to apply the appropriate Route Optimisation meigmanthe MR should first
be able to determine which kind of node (LFN or VMN) every ndlgigt is communicating
is. The MR performs such a task by looking for Binding Updakessages received at its
ingress interfaces, since an MN right after gaining coriviégtto a foreign network and
configuring a new CoA (from the MNP), has to send a Binding Weda its HA to inform
it about its new location (i.e. MN’s CoA).
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5.3.2. Route Optimisation mechanism for LFNs

Local Fixed Nodes are nodes without any mobility supporhimg, therefore a mecha-
nism that optimises their traffic cannot relay on any mapfliinction implemented by them.
MIRON puts this LFN mobility support into the MR, that penfios all the required mobility
and Route Optimisation tasks on behalf of the LFNs attacheétd t

The mechanism basically consists in enabling a MR to behs\gepmoxy for the LFN,
performing the Mobile IPv6 Route Optimisation signallingdgpacket handling [JPA04] on
behalf of the LFN. In order to do that, the MR first tracks thiéedlent communications that
LFNs have established and decides which of those will beroggid, since optimising a
traffic flow involves a cost — in terms of signalling and congtign resources at the MR —
that may not be worth for some kinds of flows (e.g., DNS qugrigis decision (that is,
whether to perform Route Optimisation for each flow or nofjus of the scope of this PhD
thesis.

For those LFN-CN pairs whose traffic is to be optimised, the 8t&ts to send the RO
signalling described for standard Mobile IPv6 in [JPA04]:

= The BU is sent by the MR.

= The BU contains the LFN’s address as the Home Address (Hod\)lenMR’s CoA as
the CoA (since the MR’s CoA is the only topologically meariiigddress available).

The Route Optimisation mechanism defined by Mobile IPv6 MHAequires an ad-
ditional procedure to be performed before sending the BUsagss in order to mitigate
possible attacks [NAAO5]. Basically, this mechanism, called Return Routab{lRR), ver-
ifies that the node that is reachable at the HOA is able to respfmpackets sent to a given
CoA (different to the HoA of the node). This mechanism canéeeiled only if the routing
infrastructure is compromised or if there is an attackewben the verifier and the addresses
(that is, HOA and CoA) to be verified. With these exceptiohs, test is used to ensure that
the MN’s Home Address (HoA) and MN’s Care-of Address (CoA9 eollocated.

In our solution we adopt the procedure described above. Hpurpose, the MR has
to perform the Mobile IPv6 Return Routability procedureAOR] on behalf of the LFN.
Such a procedure involves sending the Home Test Init (Hodd) @are-of Test Init (CoTI)
messages to the CN and processing the replies (Home TesageesdHoT — and Care-of
Test message — CoT). These messages are sent as specified0d][Jusing the LFN’s
address as the source address in the HoTl message — whiaht isreapsulated through
the MR’s HA —, and the MR’s CoA as the source address in the @oddsage. With the
information contained in the HoT and CoT messages, sentd\Cth in response to the
HoTl and CoTIl messages respectively, the MR is able to buBiUanessage to be sent to
the CN on behalf of the LFN. This message is sent using the I@BA as the packet source
address and carries a Home Address destination option 8et td-N’s address.

Besides performing the Route Optimisation signalling ohatfeof the LFN, the MR
has to process the packets sent by and directed to the LFketBaznt by the CN follow a
direct path to the MR, not traversing the HA, as a result ofRlbete Optimisation. These
packets carry the MR’s COA as destination address, and atsp & Type 2 Routing Header
with the LFN’s address as next hop. The MR processes and esvibg Routing Header of
the packet, checking if the next hop address belongs to oite ldFNs and, if so, delivering
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Figure 5.2: Route Optimisation mechanism for LFNs: Proxig-bperation.

the packet to the LFN. Current Mobile IPv6 specification [0PRAdefines that IPv6 nodes
which process a Type 2 Routing Header must verify that theemdccontained within is the
node’s own Home Address. This is done in order to preventgiadkom being forwarded
outside the node. In MIRON this has been changed and the MiRegethat the address
contained in the Routing Header is the address of one of tidsliRat the MR is acting
as Proxy-MR. In the opposite direction, the MR receives thekpts sent by the LFN and
performs the following actions on every packet:

= Setthe MR'’s CoA as IPv6 source address.
= Insert an IPv6 Home Address destination option, carryimgattidress of the LFN.

Figure 5.2 shows the signalling and data flows of the propBsrde Optimisation mech-
anism for LFNs, including at the top of the figure the NEMO BaSupport protocol data
flow for comparison purposes.

5.3.3. Route Optimisation mechanism for VMNs

Visiting Mobile Nodes are nodes that support mobility (tfgtnodes running Mobile
IPv6 [JPAO4]) and are visiting a mobile network. Therefdne ¥MN is attached to an
Access Router that is the NEMO’s MR, and the address that ki @btains and configures
as CoA belongs to the Mobile Network Prefix. In this case, sokp-MR mechanism used
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for LFNs cannot be used, as the VMN itself may generate Roytar@sation signalling
with its CNs. Besides, the MR cannot modify the RR and RO dlijigasent by the VMN
in order to make the MR’s CoA the CoA that the CN uses to sengdakets to the VMN,
because part of the RR signalling is protected by IPsec (Bl Fhessage is sent through
the VMN's HA protected by IPsec ESP).

In this thesis, two different approaches were explored twvide VMNs with Route
Optimisation, although only one was finally adopted by MIROMe first mechanism is
based on linked Mobile IPv6 Binding Cache entries, whilegbeond is based on the use
of PANA and DHCPvV6 to provide topologically meaningful IPafidresses to VMNs. A
detailed description of these two mechanisms is included ne

5.3.3.1. Linked Mobile IPv6 Binding Cache Entries

As we have previously explained, a MR cannot modify the R@QuBmisation signalling
generated by an attached VMN in order to make the MR’s CoA beatidress that the CN
uses as the VMN'’s CoA. However, Mobile IPv6 specificationy0#] does not prevent from
having linked Binding Cache (BC) entries (as long as a carctgéference — a loop — is not
created). A linked BC entry exists when the Care-of Addresanoentry appears as the
Home Address of a different entry.

A VMN attached to a NEMO configures a CoA that belongs to the iMoNetwork
Prefix of the moving network. This CoA is used by the VMN in therke Registration
to its HA, but also in the Route Optimisation signalling semits CNs. Therefore, a CN
communicating with a VMN performing RO, would have an entryjts BC as follows:

Home Address Care-of Address
VMN'’s HoA VMN'’s CoA (€ MNP)

A MR may help a VMN by sending Binding Updates to the CN on itedie This BUs
would bind the VMN’s CoA to the MR’s CoA, so an additional gntvould be added to the
CN’s BC:

Home Address Care-of Address
VMN'’s HoA VMN'’s CoA (€ MNP)
VMN'’s CoA (€ MNP) MR'’s CoA

The Mobile IPv6 specification (RFC 3775 [JPA04]) does noadiedefine what should
be the behaviour of a CN with linked BC entries (such as theipus one) when it has to
send a packet to VMN’s HoA. The logical processing would btn&following:

= The CN examines its Binding Cache for an entry for the destinaddress (VMN's
HoA) to which the packet is being sent. Since the CN has a Bfy émtthis address,
it adds a type 2 Routing Header to route the packet to the VM&ldestination node)
by way of its Care-of Address (that is, the destination askl@ the packet is set to
the VMN's CoA).

= The CN examines again its BC for an entry for the new destinaiddress (VMN’s
CoA) to which the packet is now being sent. Again, the CN ha<aeBtry for this
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Figure 5.3: Route Optimisation mechanism for VMNs: Linkediile IPv6 Binding Cache
Entries.

address, so it adds a new type 2 Routing Header to the packiesets the destination
address to the Care-of Address of this BC entry (i.e. MR’s CoA

However, IPv6 specification (RFC 2460 [DH98]) states thasefsion Header (such
a Routing Header) can occur at most once in a packet (exceptédestination Options
Header, that can occur at most twice). Besides, RFC 37750@Prestricts the type 2
Routing Header to carry only one address, so the above lmitasannot happen.

On the other hand, it is not clear what a Correspondent NodaI#MtPv6 implementa-
tion would do if it receives Binding Updates that createkdih BC entries. A Mobile Router
would still benefit from sending a BU, binding the VMN'’s CoAttee MR’s CoA, if the CN
performed the following processing when sending a packet:

= The CN examines its Binding Cache for an entry for the destinaddress (VMN'’s
HoA) to which the packet is being sent. Since the CN node has ariry for this ad-
dress, it adds a type 2 Routing Header to route the packee t@dNN (the destination
node) by way of its Care-of Address (that is, the destinatiddress of the packet is
set to the VMN's CoA).

= The CN examines again its BC for an entry for the new destinatiddress (VMN’s
CoA) to which the packet is now being sent. The CN has a BC datrthis address,
and it sets the destination address of the packet to the @@akderess of the last BC
linked entry (i.e. MR’s CoA).

If a CN behaved like described above, a MR would be able tolerthlect path commu-
nication between a CN and an attached VMN by performing thevitng operations (see
Figure 5.3):
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= Once the MR has detected that a VMN has attached to the NEMi{Xhanit is doing
Route Optimisation with a CN, the MR sends a BU to the CN bigdime VMN'’s
CoA (that belongs to the NEMO’s MNP) and the MR’s CoA. This Blidattes a linked
BC entry in the CN.

= The MR processes packets sent by the CN to the VMN, since the G&tause of
the linked BC entry — now is sending packets to the VMN with MiB’'s CoA as
destination address. The MR replaces this destination #eldBess with the VMN's
CoA.

= The MR processes packets in the reverse direction as watlighpackets sent by the
VMN to the CN), replacing the source IPv6 address with the $/@0A (the VMN
originally sets it to the VMN'’s CoA).

Although this Route Optimisation mechanism is allowed byrent Mobile IPv6 speci-
fication (RFC 3775 [JPA04]), a crucial point was to check haigting MIPv6 implementa-
tions behaved about linked BC entries. This was the nextadtepdesigning the mechanism
presented above (that was actually a natural extensionedPtbxy-MR operation defined
for the RO support of LFN communications). In order to inigeste the operation of MIPv6
CN implementations, MIPLwas chosen as a candidate for analysis, because it is one of
the most used available MIPv6 implementation. MIPL is annog@urce implementation of
Mobile IPv6 fully compliant with RFC 3775 [JPA04]. It was atieed whether a CN running
MIPL 2.0 RC2 would support our mechanism, and the result Wwasit was not possible
without modification of MIPL (although it would be possible ¢asily modify it to support
linked BC entries).

Based on our analysis of a representative Mobile IPv6 implaation, it seems that
linked BC are not well supported by existing MIPv6 implenatitns, which means that a
modification of CNs would be required to enable our proposediranism to work. There-
fore, we decided to seek for a different approach to addrasseguirement of enabling
NEMO RO for VMNs. The mechanism that we finally designed amapéed is described in
the next section.

5.3.3.2. PANA-based Address Delegation

The Route Optimisation approach that MIRON defines for WigitMobile Nodes at-
tached to a NEMO is based on taking advantage of the mobilippart that these nodes
already have, providing the means to the VMN to perform the RQorder to allow the
VMN to manage its own mobility and enable it to perform Rougi@isation with the CNs
(in a way that avoids the MRHA bidirectional tunnel), we posep the following:

= Provide a topologically meaningful IPv6 address to the VMIKese addresses are
those that belong to the network that the root-MR is visiting

= Enable this address to be routable inside the NEMO, as ittmsgytopological meaning
in the visited network. The MR has to perform proxy neighbdiscovery for this

'Mobile IPv6 for Linuxht t p: / / ww, nobi | e- i pv6. or g/
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address in the egress interface that is attached to the rietavavhich the address
belongs. Besides, the MR has to insert a host route for thisead to be able to route
packets destined to it.

= Perform source address routing in the MR in order to sendttijréhat is, avoiding
the bidirectional MR-HA tunnel that still exists and is uded non-optimised traffic)
packets sent by the VMN.

= Update the address of the VMN when the NEMO moves.

A mechanism that fulfils the previous goals should be abldltovaVMNs, and only
the VMNs — the mechanism must not affect other type of nodds -eptain a new IPv6
address to be used as the CoA, whenever the MR wants to, arsauee way that does not
introduce any new security threat.

The Route Optimisation mechanism for VMNs that we proposthis section uses a
particular functionality that is included in the PANA proa¥, namely, the capability of
telling a node that it must change its IPv6 address and howtta gew one.

This imposes the requirement that PANA client (PaC) softwaust be available in
VMNs for providing them Route Optimisation, and PaC and PAAifent (PAA) software
must be available in MRs. The PaC software in the MRs is ne¢dexptimise nested
NEMOs as it will be described in the next section. The PAAwafe in MRs is needed
to support the Route Optimisation for VMNSs visiting the NEM&hd to support the Route
Optimisation of nested NEMOs. PANA support is not requirgdMiRON in the access
network that the root-MR is visiting (in the infrastructumecess network) nor in the LFNs
attached to the NEMO.

The assumption of availability of PANA software in the MRaist a problem, because
MIRON is based on modifications in the MRs software, PANA & jan additional software
to have. The assumption of PANA in VMNSs can be more restictivhe idea of the solution
is that MIPv6 compliant Mobile Nodes can visit the NEMO andimise its routing just like
when they visit an infrastructure access network. This mali be true if they do not have a
PANA client installed.

Most of current access networks (such as hotspots deployailports and cafeterias)
require users to authenticate to the network before gaimtagnet access. As the number
of hotspots continues growing in the coming years, autbatitin mechanisms will be more
and more important in order to avoid non-authorised usargyuend wasting the network
resources. Using a standard protocol to perform such dsétimn and authentication tasks
would help in the deployment of ubiquitous access “anytimgwdere” networks. Our
Route Optimisation protocol, MIRON, assumes that (i) arhentication protocol will be
used in public heterogeneous access networks and thaAilARYOP +05], [JLO™06],
[FOP*06] will be a standard protocol widely deployed and used,AsNA°support will be
available in VMNSs.

We argue that assuming that VMNs will have PaC software doe$imit the practical
usability of MIRON for Route Optimisation in VMNS, since, @me hand, it is not realistic
to assume public access networks to be open and not to reaqyirkind of authentication.
On the other hand, we assume that PANA support will be aJailab VMN, because it is

2A brief summary of PANA is provided in Appendix A.
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expected that PANA will become a standard authenticatiotopnl once its specification is
concluded within the IETF, finishing with the current statfisnultiple possible authentica-
tion mechanisms (e.g., IEEE 802.1X, proprietary web-baystems, etc).

Even if that is not finally the case, and PANA does not turn tdheestandard authenti-
cation protocol in heterogeneous networks, a differentomal that is able to provide IPv6
routable addresses to arriving VMNs and change them eveg ttie NEMO moves, could
be alternatively used. One example could be the use of theRMAdReconfiguremecha-
nism [DBVT03], using some authentication information between MR aiMNVobtained
from any other means to authorise the MR changing the IPvfeaddised by the VMN.

Anyway, if neither PANA nor an alternative protocol is aedile in a VMN, this VMN
— attached to a MIRON MR — will just not benefit from the Routeti@ysation mechanism
provided by MIRON, and its traffic will follow the suboptimphth provided by the NEMO
Basic Support protocol.

The mechanism to provide an IPv6 address to the VMN using PAdks as follows
(see Figure 5.4): when a VMN attaches to a NEMO, it initiatess PANA session (PANA
discovery and handshake phases). Immediately after tiegdtual authentication and au-
thorisation phase (by executing EAP between the PAA and Ral@s place. Then, the
VMN is authorised to access the network and it has an IPv6eaddrThis address is ob-
tained by using the address autoconfiguration mechanisialaleaat the NEMO. Initially,
we assume that we are using stateless address configu@taadiresses of the Mobile Net-
work Prefix, but later we will see that we can also use stateddress configuration within
the NEMO. The VMN then sends a Binding Update message to itlséH&gent, informing
about its current location. Once this BU is received at the, NIRecomes aware that a new
VMN is now attached to the NEMO. The MR discards this BU meesagl starts a PANA
re-authentication phase.

During the PANA re-authentication phase, the PAA locatedhim MR tells the PaC
located in the VMN that it should obtain and configure a new6lRddress (Post-PANA
address, POPA) and how to obtain it, by including availablafiguration methods in a Post-
PANA-Address-Configuration (PPAC) AVP contained in a PANAssage (PANA-Bind-
Request). DHCPV6 is the only available configuration meidmafisted in the message, and
upon the reception of that, the VMN requests an address 8i#t©Pv6. There is a DHCPv6
component located at the MR that receives the DHCPV6 regjfiesh the VMN and then
obtains (using one of the available autoconfiguration meishas at the foreign network) an
IPv6 address. The DHCPv6 component generates a DHCPv6+éptjuding this address
—that is delivered to the requesting VMN. This DHCPv6 cormgrdrimplements the client
part of DHCPvV6 and also some reduced functionalities of éinees part (e.g., the generation
of DHCPV6 responses), but it is not a DHCPV6 server (for exantipe DHCPv6 component
does not have a pool of available addresses, each time aesaddrneeded, it obtains it
from the foreign network), although the implementationte$ tDHCPv6 component can be
performed very easily from the code of a normal DHCPV6 clard server implementation.
Once the MR has sent the DHCPV6 reply — including the (/128g#ted address — to the
VMN, the PaC in the VMN conveys this newly configured IPv6 addrto the PAA in the
MR by sending the PANA-Update-Request message.

The use of stateful address configuration (DHCPV6) withen MEMO (to configure
addresses from the MNP) is also possible, but it requireDHh€Pv6 component at the MR
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Figure 5.4: Route Optimisation mechanism for VMNSs.

to implement the complete server functionality and to chéafore providing an address,
whether or not the requesting node is an identified VMN, tovkifothis address should
belong to the MNP or to the visited network address space eblade identified as VMNs
by the MR according to the procedure described above.

In order to enable the VMNSs’ addresses reachability inddeNEMO, the MR has to
add a host route for each VMN'’s address and perform proxyhbeigr discovery on its
egress interface (the interface that is connected to thenhere the address has topological
meaning), allowing the MR to forward packets to their finadtiteations. Both the delegated
IPv6 addresses and the host routes have a lifetime thatrigetrés state to remain in the
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network after a sub-NEMO or a node leaves a parent-NEMO (&heevdepends on the
lifetime of the address obtained by the root-MR).

The VMN, triggered by the change of address, starts the MdBiV6 location update
process, sending first a Binding Update (BU) message to itsTHw VMN may then up-
date the location information in the CNs it is communicatwith (if the VMN is running
Route Optimisation with its CNs). This process consistshef WMN performing the Re-
turn Routability process [JPA04] and sending a BU to everyv@igse traffic is to be route
optimised.

When the NEMO moves to a different foreign network, the MRuesis new IPv6 ad-
dresses and provides them to the VMNSs attached to the NEMQabiing a new PANA
re-authentication phase. The MR requests VMNSs to configureva IPv6 address using
DHCPV6.

Due to the PANA and DHCPvV6 signalling, MIRON takes much langdfinish its han-
dover than the NEMO Basic Support. Similarly to the case obN&olPv6, micromobility
solutions such as Fast Handovers for Mobile IPv6 [KooO5]y rba designed/adapted to
MIRON to alleviate the increase in the handover delay [BSH).

5.4. Multi-angular Route Optimisation

The routing inefficiencies due to the MRHA bidirectional meh are exacerbated when
NEMOs are attached to other NEMOs, forming a nested NEMOkd&adelonging to a
communication between a MNN of a nested NEMO and a CN have ditiathl IPv6
header per nesting level and traverse the HAs of every MReoh#sted NEMO.

The problem of enabling RO for nested NEMOs (i.e. MRs vigittt NEMO) is very
similar to that of VMNSs (i.e. MNs visiting a NEMO). Both VMNsa MRs are nodes that
are mobile-capable and can manage their own mobility. Rguiefficiencies arise from the
fact of not using topologically meaningful addresses @gadresses belonging to the NEMO
MNP) as CoAs. Section 5.3.3 describes an address delegatchanism with a built-in
routing system that is able to provide IPv6 addresses — belgrio the foreign network that
the MR is visiting —to a VMN in a secure way, by using PANA fiais.

MIRON extends that solution, used for providing Angular R® ¥MNs, to enable
Multi-angular RO in nested NEMOs. Basically, the solutiansists in providing topo-
logically meaningful addresses — that is, those that betorthe foreign network that the
root-MR is visiting — to every MR in the nested NEMO. The samé\R-with-DHCPVv6-
based mechanism is used to provide an IPv6 address to a MRttheles to a NEMO (and
to change it when one of the parent NEMOs moves). MRs have &&®AA and a PaC
component and also a DHCPv6 component, so when a MR conmeatmbbile network,
they are able to get and configure a new IPv6 address.

Providing topologically meaningful addresses is not thly oaquired step to avoid the
suboptimal multi angular routing in nested networks. Aeottequirement that has to be
met is that these addresses are globally reachable. Toeethett] every MR in the nested
NEMO keeps track of the address of the node requesting andé@ss using DHCPvV6, so
when the delegated address is received, it can insert adwstentry in its routing table that
allows it to route packets destined to that address aftelsvarhis information is also used to
perform source address based routing for the packets dedenside the NEMO, as every
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MR should know for each packet if it has to be sent directhh®rbuter it is connected to (in
this way, avoiding the tunnel), or it has to be sent towardsHi, through the bidirectional
tunnel (for traffic that is not being optimised).

This address delegation mechanism with built-in routingids the multi encapsulation
and multi angular routing in nested networks. Besides, d@b&s angular MIRON route
optimisations to work when applied to a NEMO located at angllef a nested NEMO.

5.5. Validation and evaluation of the proposed solution

This section provides both an experimental and analyticaluation of MIRON. The
main aim of this evaluation is to study the performance of MINRand compare it with the
NEMO Basic Support protocol. A security and scalability Isigis is also provided, in order
to demonstrate that the designed mechanism has no crigicaitisy or scalability issues that
may have an impact on the deployment of the solution.

5.5.1. Experimental evaluation
5.5.1.1. MIRON implementation

In order to be able to conduct real experiments that allonsetbievaluate the perfor-
mance of the NEMO Basic Support protocol and the improvemprivided by MIRON,
we first implemented the NEMO Basic Support protocol [dIOBLOA first prototype
of MIRON was also implemented, providing all the Route Ojp¢ation mechanisms
[BOCT086].

Packets belonging to a communication flow optimised by MIR@&t not traverse the
bidirectional tunnel. Therefore, for outgoing traffic, ashooute towards the CN of the flow
should be inserted at the MR, to avoid the default route tjindbe tunnel interface. Besides,
there may be simultaneously communications in a NEMO — frdfarént MNNs — with the
same destination CN that are not all being optimised, thusceoaddress based routing is
necessary.

The required additional protocols and procedures (suche®Return Routability and
DHCPv6) were completely implemented, with the exceptioRANA, that is currently be-
ing implemented and integrated. The fact that PANA is notleamyented does not have an
impact on the results obtained in the tests, as we have fdaurséhe TCP throughput, and
the PANA signalling is generated during handovers (and pdsadically to renew the life-
time). In this PhD thesis, we have not been concerned abeytgtiormance of our solution
during handovers as we address the problem of Route Optiarisgust in the same way
that the Route Optimisation solution for Mobile IPv6 doesipfovements in the handover
latency (like the ones designed for Mobile IPv6 [Koo05], [8B05], [BSM'05]) requires
further study and will be addressed in future works.

The NEMO Basic Support protocol [dIOBC06] and MIRON were thosnplemented
in user space, because in this way the development was easieuicker than doing that
in the kernel. The main software characteristics are: ax.machine with kernel linux-
2.6.x (tested with linux-2.6.8.1) with support for IPvediav6 tunnels (used for the MRHA
bidirectional tunnel) and Netlink sockets, and theap library (used for the capture and
processing of the mobility related signalling).
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Figure 5.5: Network mobility testbed employed during thpexkmental evaluation.

5.5.1.2. Studied scenarios

Two different scenarios (Figure 5.5) were deployed to allswo experimentally test the
performance of MIRON and compare it with the NEMO Basic Suppolution. The first
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one (Figure 5.5(a)) was used to evaluate the performanceam-aested case, whereas the
second (Figure 5.5(b)) is an extension of the former to thelnesting.

Next, we describe the second scenario, as it is an extenstba brst one. This scenario
(Figure 5.5(b)) consists of thirteen Mandrake 10.0 Linuxchiaes (all with linux-2.6.8.1
kernels, except 3 routers that run linux-2.4.22). Five efnthact adixed (i.e. non-mobile)
routers (R1 to R5), two as Home Agents (HA1 and HA2), two as idoBouters (MR1
and MR2), one as Correspondent Node (CN), one as Local Fixel KLFN) and two as
fixednodes (Fixed nodes 1 and 2). This is part of the IST Daidaosject testbed at the
Universidad Carlos 11l de Madrid.

All mobility-aware nodes run network mobility softwareaths, the NEMO Basic Sup-
port protocol (at the HA and MR) and MIRON (at the MR only) dieged by us. The CN
runs MIPL 2.0 RC2, with the support of Route Optimisationldad.

We need to be able to modify the delay in the path followed bgkets of a commu-
nication between a CN and a MNN (that is, the path between teu@ the MNN’'s HA
and/or the path between the MNN’s HA and the foreign netwbek MR is currently at-
tached to). This allows us evaluate how the performance airicplar network mobility
solution is affected by network characteristics, such agp#urticular location of mobile net-
works, home networks and correspondent nodes. For thiooperpve used the NIST Net
emulatof. NIST Net allows a single Linux PC, set up as a router, to etawdavide variety
of network conditions (e.g., latency, jitter, packet lass)).

We were interested in studying how the delay (and also thkgp@awerhead) introduced
by the MRHA bidirectional tunnel affects the performanceagpbplications. TCP perfor-
mance is heavily dependent on the round trip time (RTT) betwtae communication peers.
Taking this into consideration and the fact that 85% of théfitrin the Internet is generated
by TCP connections [MCOOb], the TCP study case becomes nanesting to be performed
and analysed. Therefore, we set up an scenario that allow¢a modify the delay in the
CN-HA-MR path.

Other network characteristics, besides the delay, thabtibawve an special effect in the
TCP performance and that are also present in non-mobileonketywvere not modified.

NIST Net software runs only in IPv4 and with linux-2.4.x kels (at the moment we
performed these tests). Therefore, in order to use it inestbed, we had to set up an IPv6-
in-IPv4 tunnel — between R3 and R4 and between R3 and R5 —i&ingur IPv6 scenario.
In the first scenario, the non-nested one (Figure 5.5(apryepacket in the CN-HA-MR
path traverses the IPv6-in-IPv4 tunnel, which allows us tamlify the network behaviour
by changing the parameters of the NIST Net emulator runninB3 and R4. In the rest
of the path followed by packets, native IPv6 is used, so thadlinclusion does not affect
the overall test performance except for the small added/dkla to IPv6-in-1IPv4 tunnelling
and the reduction of the PMTU (the situation is not differisom having a change of the
transport link technology in the path and it is transparerthe IPv6 behaviour). Actually,
the IPv4 tunnel clearly shows the current status of IPv6 agkwvin the Internet, with lot of
IPv4 clouds connecting IPv6 native networks. In the nestedario, a second IPv6-in-IPv4
tunnel was set up — between R4 and R5 — to allow us to modify ¢éheark delay between
the two different home networks (i.e. between HA1 and HA2).

Shttp://ww.ist-daidal os. org/
“http://ww= x. ant d. ni st. gov/ ni st net/
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Figure 5.6: Impact of NEMO Basic Support protocol on the T@®@tghput.

To avoid the influence of the wireless media characteristicksinterferences from other
neighbouring wireless networks, the performance testg wenducted using wired mobile
routers, although experiments using wireless mobile netsvaere also performed to check
the correctness of our solution.

5.5.1.3. Impact of network mobility on the TCP performance

The suboptimal routing introduced by the NEMO Basic Suppootocol [DWPTO05]
makes packets not follow the direct CN-MR-MNN path, but tisaially longer CN-HA-
MR-MNN path. This adds a delay in the packet delivery that sigmificantly reduce the
performance of certain applications. Furthermore, packet encapsulated between the HA
and the MR, thus reducing the PMTU. Both effects, increasddydand reduced PMTU,
have an impact in the performance of applications.

The test consists in measuring the average TCP throughg@nt BINN (an LFN in the
tests) downloading a file from a CN, while two other non-melpietwork hosts (Fixed nodes
1 and 2), attached to the same network the NEMO is visitingukaneously download the
same file, both in a non-nested and in a nested scenario @ee§i5.5(a) and 5.5(b)). The
available bandwidth between the CN and the network that thiglennetwork is visiting was
limited to 10 Mbps, by setting the R1-R2 link to 10 Mbps Haliyidex. The tool used for
the download wascp(secure copy) and the size of the file was 50 MBytes.

Each average TCP throughput sample was calculated over acd@dds independent
interval of download and at least 30 samples were obtaineddoh test (to guarantee the
statistical validity of the measurements).

For the non-nested scenario, the unidirectional NIST Ndeddlelay of the link R3-R4
—delayl- was varied between Oms (i.e. home network, visited net@nckCN locate very
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Figure 5.7: Impact of MIRON on the TCP throughput.

close each other) and 250ms (this value represents a higlfibieommon RTT value of
500ms in the Internet nowadaydpelaylis part of the CN-HA and HA-MR delays, thus
affects the overall delay in the CN-HA-MR-LFN path followeg packets of the CN-LFN
communication. Results for the case of using the NEMO Bagjp8rt protocol are shown
in Figure 5.6. Results for the case of using MIRON are showhRigure 5.7. Confidence
limits (95%) are also shown in both figures.

When the NEMO Basic Support protocol is used, the effect dfhdr value ofdelayl
in the performance of TCP application is clear: the effectivroughput decreases as the
delay increases (Fig 5.6). The LFN would obtain a much higfferctive throughput if it
was connected directly to the foreign network instead ofNE®MO. This difference in the
throughput increases with the delay in the CN-HA-MR-LFNIpaT herefore, nodes of a
mobile network located way from its home network and/or friwa CN they are communi-
cating with, would obtain extremely low TCP throughput wleemmpeting with other TCP
flows, because of the suboptimal path introduced by the NEM®&IBSupport protocol.
Even for a value oflelaylequal to Oms the throughput obtained by the MNN is almost a
half of the one obtained by the non-mobile nodes. Althodglaylis Oms, the RTT between
CN and MNN is bigger than the RTT between CN and fixed nodesausecthe path is not
direct and there are more hops, and this difference, evargthemall, has an important
effect on the TCP fairness. Moreover, there exists a difieezdn the PMTU because of the
overhead that also has an influence in the TCP performance.

If MIRON is used, the performance improvement is substhiiée@e Figure 5.7). The
TCP throughput remains constant despite the valudetdyl This result is as expected,
because with MIRON data packets do not follow the CN-HA-MRN_sub-optimal path,
but the direct CN-MR-LFN path. Part of the difference in theP'throughput of the fixed
nodes and the LFN is due to the packet overhead (MIRON intresla 24-byte per packet
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Figure 5.8: Impact of NEMO Basic Support protocol on the T@@ughput in a 2-level
nested Mobile Network.

overhead, because of the Routing Header type 2 and the Hodregsddestination option).
The performance of the MIRON prototype used during the tEsimpletely implemented
in user space) may also have something to do with the obtaliffedtence, although this
difference could be reduced by improving the implementa{®.g., by implementing it in
kernel space, or at least those tasks that have an strongtimghe overall performance).

For the nested scenario (Figure 5.5(b)), besides evatudim effect of the varyingle-
layl, that is, the delay of the path CN-HA-MR-LFN, a second adjbk delay -delay2—
was introduced between R4 and R5, allowing us to evaluatethés effect of the distance
between the home networks of two different mobile netwoHet tare nested. Figure 5.8
shows the obtained throughput results for the NEMO Basi@8tprotocol and Figure 5.9
for MIRON.

As in the non-nested test (see Figure5.9), the improvenoiigaed by MIRON is clear.
The NEMO Basic Support protocol performs worse than in themested scenario, even for
the null added delay case. This is because the actual RT@deibfor the LFN than for the
fixed nodes due to the longer path that packets have to teaf@é-HA2-HA1-MR1-MR2-
LFN) and the reduced PMTU. On the other hand, the performabtaned with MIRON
is the same as in the non-nested scenario, as packets fokoaptimal direct path and the
overhead remains the same, no matter what number of nestrets Ithe mobile network
has. As in the non-nested scenario, the TCP throughput dffheis lower than the one
achieved by the fixed nodes because of higher RTT (packetsrgogh more intermediate
hops — MR1 and MR2) and the impact of implementing MIRON caetadl/ in user space.

5.5.2. Analytical evaluation

We have analysed how the added delay due to the suboptimai&NIR-MNN path
introduced by the use of the NEMO Basic Support protocolctsfehe performance of TCP
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Figure 5.9: Impact of MIRON on the TCP throughput in a 2-lavested Mobile Network.

applications. In addition to the severe effect that the R&g im the TCP performance, and
the obvious effect that the delay itself has on real timeiappbns, there is another effect
that impacts performance: the packet overhead (and theias=th PMTU reduction).

A 40-byte IPv6 header is added to every packet in the MR-HArdidional path due to
the NEMO Basic Support protocol. Moreover, an IPv6 addaldreader is added per nesting
level. The effect of this overhead can be negligible for neal time applications, but it can
be very important for real time ones, such as VoIP applioatidn order to quantitatively
evaluate this effect, we analyse next the effects of the NEB&Sic Support protocol and
MIRON, comparing it with plain IPv4 and IPv6, in a VolP comnicetion using the widely
utilised Skypé application. Skype [BS04] uses the iLBC (internet Low BigraCodec)
[ADA *04] codec, which is a free speech codec suitable for robusev@mmunication
over IP. The codec is designed for narrow band speech antisrésa payload bit rate of
13.33 kbps with an encoding frame length of 30 ms and 15.26 tifh an encoding length
of 20 ms.

Table 5.1 shows the packet overhead and the bandwidth ceasbyna VolP commu-
nication using UDP/RTP and the iLBC codec, for plain IPv&ipllPv6, the NEMO Basic
Support protocol and MIRON. The overhead of MIRON is lessittiee one introduced by
the NEMO Basic Support protocol and remains constant thalgimumber of nesting lev-
els. The reader should notice that a nested mobile netwankembed to the Internet through
a 64 kbps connection would not be able to support this kincod®\raffic (VolP applications
are expected to be very important in forthcoming 4G networks[dIOBCO06] an additional
analysis of the packet overhead in network mobility envinents is presented.

5There are analytical studies [KT01] that state that the mari tolerable delay in a voice communication
is about 50 ms.
Shttp://ww. skype. conl
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Protocol Bitrate (kbps) | Packet Overhead (%)
IPv4 31.2 51.28
IPv6 39.2 61.22
NEMO (without nesting) 55.2 72.46
NEMO (2 nesting levels) 71.2 78.65
NEMO (3 nesting levels) 87.2 82.57
MIRON (without nesting) 48.8 68.85
MIRON (2 nesting levels 48.8 68.85
MIRON (3 nesting levels 48.8 68.85

Table 5.1: iLBC bitrates and packet overhead (20ms encddimgth).

5.5.3. Security considerations

From the security point of view, allowing the MR to perfornms® operations on behalf
of the LFNSs attached to it (i.e. Proxy-MR operation) doesintwbduce any threat, because
LFNs trust their MR for the routing of all their traffic. Fronmé architectural point of
view, the solution is also natural, as the Route Optimisasigpport defined by Mobile IPv6
[JPA04] conceptually could be implemented in multiple mxdMIRON just applies this
mechanism, by dividing the functionalities among two dif& physical boxes, but actually
the conceptual basis of the solution is the same as the omedeéfi RFC 3775 [JPA0A4].

It may be argued that an attacker may induce the MR to initle@eRoute Optimisation
procedure with a large number of CNs at the same time, by sgndian LFN of the NEMO
a spoofed IP packet (e.g., ping or TCP SYN packet) that appgeaztome from a new CN.
MIRON shares this and others vulnerabilities of Mobile IFMAA T05], but the solutions
proposed to mitigate these attacks in [NA®S] are also applicable to MIRON. For exam-
ple, to avoid bringing down the MR by making it send unnecgsBanding Updates (after
performing the complete Return Routability procedureg Khobile Router should apply
some local policies [NAAO5], such as:

= Setting a limit on the amount of resources (i.e. processing,tmemory, and commu-
nications bandwidth) that it uses for tReoxy-MRfunctionality. In this way, when the
limit is exceeded, the MR may decide to stop initiating the@cedure for new CN-
LFN communications, following the plain NEMO Basic Suppprotocol operation
for these ones.

= The MR may also recognise addresses with which an LFN hadingdahcommuni-
cation in the past and only start the RO procedure for thodecades.

[NAA *T05] proposes additional mechanisms for a Mobile Node tochatiacks re-
garding to Route Optimisation. Most of them may also be aereid by a Mobile Router
implementation that provides MIRON capabilities.

5.5.4. Scalability considerations

MIRON requires some additional operations to be perfornmethé MR. This section
briefly analyses the scalability of MIRON and provides somplementation considerations
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to ensure a scalable deployment.
Basically, there are three different aspects that may tafbethe scalability of MIRON:

= Signalling load. In order to optimise a CN-LFN flow, the MR has to perform the

MIPv6 RO signalling with the CN on behalf of the LFN. This sadling grows lin-
early with the number of CN-LFN pairs being optimised. Sarlil, to optimise the
traffic of a VMN or a nested NEMO, the PANA and DHCPv6 signallialso grow
linearly with the number of VMNs/MRs. This linearity is imgant, since it makes
the required resources in a MR proportional to the size ofNEB&O and it seems
natural to expect MRs of large mobile networks (such the aleggoyed in trains) to
be powerful enough and not be resource-constrained. Ontliee band, resource-
limited devices, such as cellular phones and PDAs are nacteg to be the MR of
networks with more than a few attached nodes.

= Memory consumption at the MRIIRON needs some additional information to be
stored at the MR, such as host routes, extended Binding Gatthies (since state in-
formation regarding each LFN-CN optimised pair is requlireaid information about
delegated addresses. The required memory to store a htstaduinding entry or the
information about a delegated address is relatively snmallgrows linearly with the
number of mobile nodes (i.e. VMNs and MRs) being optimised BRN-CN route
optimised pairs.

= Processing load at the MRMIRON requires the MR to perform some additional op-
erations: inspection of every packet, special handlingt ) removal of the Routing
Header in the CN to LFN direction and addition of the Home Asddr Destination
Option in the LFN to CN direction) of route optimised packetsl source routing.
Regarding packet inspection, MIRON just needs to look asthece and destination
addresses of every packet to track LFN-CN flows and also t@ioelPv6 headers
to detect new arrived VMNs/MRs attached to the NEMO, so thépection is quite
similar to the normal inspection that a router does. Evearie local policies are im-
plemented at the MR to enable smarter decisions about whettertain flow should
be optimised or not, requiring the MR to look also at otherdgh a packet (such as
transport headers), this inspection is not much differean the inspection than typi-
cal firewall software does in an border (access) router.dg@ssithe amount of traffic
being processed by a MR is in general related to the size dIEMO, so the same
reasoning about the size of the NEMO and the resources offtsl8b applies here.

The special packet handling is performed by MIRON only tokeds that belong to
an LFN-CN communication that is being route optimised. €fane, neither the op-
timised packets from VMNs or MRs, nor the packets of commaitioois that are not
being optimised, require such special packet handlings $péecial packet handling
adds some delay in the packet processing time that depentie dviR capabilities

and how this processing is implemented.

Finally, source routing at the MR is needed to avoid routenuped packets to be
forwarded through the MRHA bidirectional tunnel (insteddallowing the optimised

direct path). Therefore, MIRON requires a different rogtiable per LFN that has
traffic being optimised. Each of these routing tables hastny eer each CN the LFN
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is communicating with. Therefore, the amount of routingiestgrows linearly with
the number of different LFN-CN pairs being route optimised & is independent of
the nesting level.

We can conclude that MIRON required resources grow lineaitly the number of op-
timisations being performed, independently of the neskivgl. This allows practical de-
ployments, since it is natural to expect that the capadslitind resources of a MR to be
proportional to the size of the managed NEMO. Besides, & bmihe amount of resources
(memory, processing power, etc) used by MIRON can alwayshese the MR may stop
starting new RO operations when that limit is exceeded.

5.6. Comparison with previous work

This section compares two of the most well-known Route Oigation for NEMO pro-
posals with MIRON, in terms of performance, signalling l@aa complexity.

As we described in section 2.4.1.1, authors of [LJP03] msepm allow the Mobile
Router directly to inform the CN about the location of the MKUBing the Prefix Scope
Binding Update, PSBU) [EMUO3]. We will next compare this posal (hereafter BU for
Network Prefixes) with MIRON. In particular, we will considéhe benefits and the costs
associated with each one of them. With respect to the cdstantin difference concerns
the deployment effort associated with the different preggsMIRON, as we have already
mentioned, uses the existent MIPv6 protocol unchangeds Migians that the deployment
of MIRON only implies modifications to the MRs. CNs do not negty upgrade since they
do not require any MIRON-specific mechanism. On the othedhBtJ for Network Pre-
fixes requires not only upgrading the MRs but also upgradinfe potential correspondent
nodes, i.e. all the nodes in the Internet. This is a huge glagat cost, which may not be
worth depending on the resulting benefits, which will be ad&red next.

The benefit resulting from the adoption of any of the proposalthe optimised path
through which packets are routed between the MR and the CiNet#r, the approach based
on BU for Network Prefixes requires less signalling than MNRQVe will next quantify
the difference in order to evaluate if this overhead reductan justify the deployment
cost previously identified. Consider a moving network whMNNs. Suppose that each
MNN communicates simultaneously willi CNs in average. This means that with MIRON,
N x M Binding Updates messages will be required to optimise thesanmunications. On
the other hand, if the approach based on BU for network piefsxased, the number of BU
required depends only of the number of different CNs thataramunicating with at least
one MNN. This is so, because the BU message refers to the Whdlig implying that if two
or more MNNs are communicating with the same CN, only one Bldgage is needed. The
net benefit resulting from the adoption of BU for Network Pre$ with respect to MIRON
is a reduction in the amount of BU messages required prapaitito the number of MNNs
that are simultaneously communicating with a common CNdugd be noted that this only
applies for those CNs that do not belong to the Home Netwankeghose nodes residing in
the Home Network already benefit from a direct routing witl thobile network thanks to
NEMO Basic Support protocol. So, the benefits provided bymmw@ach based on BU for
Network Prefixes heavily depend on the expected number of Mt will communicate
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with a common CN outside the Home Network. The costs, on therdtand, are objective
and account for the upgrading of all the nodes of the Intetmetupport the new option.
MIRON, on the other hand, is compatible with standard Moli#e6 CNs.

The NEMO Basic Support protocol when applied to the case stiegemobile networks
is quite inefficient as was mentioned in section 2.4.2. TheeR® Routing Header (RRH)
mechanism [TMO04a] proposes a solution to alleviate thestigrencies. The proposal re-
quires modifications in MRs and HAs, but not in LFNs, VMNs, oN€ Besides, this
proposal requires the use of Tree Discovery [TM04b] to allberMRs to find out the level
of hierarchy in the nesting.

RRH introduces an overhead (see section 2.4.2.1 for defdil® mechanism operation)
that can be quantified in one IPv6 header plus one routingengads one IPv6 address per
level of nesting of the Mobile Network, i.e(40 + 8 + n x 16) bytes= (48 + n x 16)
bytes, where: is the number of levels in the nesting (at least 2). This ceadhis required
in all the packets that go to and from the mobile network. lildde eliminated from some
packets in the way out of the mobile network only at some aqo$timctionality (ability to
detect changes in the nesting) and security. Notice thasahaion of MIRON for nested
mobile networks only requires the 40 bytes of the tunneling even that is avoided when
an end-to-end optimisation of the path between the mobtlear& and the CN is used.

The additional need for using Tree Discovery [TMO04b] implieghanges in MRs and
routers included in the nesting, because Router Advergsésmmust support the function-
ality of Tree Discovery. This also implies an overhead imaliing because Router Adver-
tisements in the nesting must have a minimum of 32 bytes nharertormal Router Adver-
tisements. This must be compared with the signalling logdired to distribute topological
valid addresses to MRs in MIRON.

Based on the previous analysis, we can conclude that MIRONges better Route Op-
timisation support than the two chosen proposals for cormpar PSBU and RRH. Besides,
MIRON does not require to change any node but the MR, and irt cases requires less
signalling load to optimise traffic.

5.7. Along term approach: secure delegation-based RO mecha
nisms

MIRON is a Route Optimisation solution for NEMO that has beesigned with a very
strong requirement in mind: not to impose any change on tleeatipn of any node of the
Internet (i.e. CNs) or any node attached to the Mobile Nekwtirat is, MNNSs). This is so
in order to enable an easy deployment of the solution. Howéveay be argued that there
are certain scenarios that could benefit from different NERI® mechanisms (e.g., those
scenarios that require stronger security guarantees drtodienit even more the signalling
load required by the solution). Because of that, in thisiseca brief discussion about
other alternative approaches is provided, based on theeséelegation of the signalling
rights [NAO3] to the Mobile Router.

There are several good reasons to let the Mobile Router in®IEend the signalling
on behalf of the MNNSs belonging to that NEMO (that is, whenates needed to optimise
a MNN-CN communication flow, the MR sends a Binding Updateh® €N, binding the
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MNN'’'s HoA to the MR’s CoA). One of these reasons is the reducif the signalling
overhead within the NEMO, since it is the MR the one that masadlje Route Optimisation
and therefore MNNs no longer send any signalling regardi/l® RO.

Although MIRON partially follows this kind of approach, tleeare several scenarios
in which a different mechanism may be needed. For instahég known that in different
contexts there have been doubts about the goodness of thé&&MREurn Routability mech-
anisnt, and therefore it may be necessary to think of different eggies to the NEMO
RO problem (compared to the MIRON solution). Future Routdir@ipation mechanisms
may take advantage from introducing changes on the operaficCorrespondent Nodes
and/or Mobile Network Nodes. For instance, this may endi#aise of strong cryptography
mechanisms to provide Route Optimisation support for NEMO.

A strong cryptography approach to protect Binding Updatestrbe based on a secu-
rity association between the two nodes participating incbmmunication (i.e. MNN and
CN). When signalling messages (e.g., Binding Updates) emg ghe problem is then how
to efficiently create a security association between theskes1 Some solutions have al-
ready been proposed to solve that in Mobile IPv6 for host fitplsicenarios. We consider
the following important solutions: solutions based on thailability of a Public Key In-
frastructure (PKI), solutions based on the use of Crypfaylly Generated Addresses
(CGASs) [Aur05], [Aur03], [AVHO06] and solutions based on @ity Based Host Identifiers
(CBHIs) [vBO04].

Letting the MR send the location update signalling on bebalthe MNNs has some
advantages (such as a reduction of the signalling overhdadylIRON, the MR behaves
as a Proxy-MR for the RO signalling of the LFNs. However, iderto enable the MR to
send also the signalling on behalf of LMNs and VMNSs, a delegadf the signalling rights
to the MR is needed. That is, some procedure must be carriew allow the MR to send
signalling messages on behalf of MNNSs, in a way that enabke€N to verify that the MR
is actually allowed to send this signalling.

Next, different approaches to the secure delegation ofitimakling rights are explored.

5.7.1. Delegation based on PKI certificates

As afirst approach, the delegation may be expressed in thredbcertificates generated
by a PKI. This general concept can be easily adapted to beind¢BEMO. Basically, the
PKIl assigns prefix certificates to MRs, binding a MR public teg NEMO Mobile Network
Prefix.

CERT = [MNP,Kyr+|Keu

Basically, the certificate states that the MR owning theigWay K,z is authorised to
bind a CoA to a HoA with network prefix MNP. This certificate igrsed by a Certification
Authority (CA).

"Many mobile operators seem to be reluctant to use a solutisacbon Return Routability as compared to
"strong cryptography” to protect the location informatiopdates (i.e. Binding Updates sent to Correspondent
Nodes) in their Mobile IPv6 deployments. Essentially RRadssidered a "weak security mechanism” and it
is accused of introducing a non-negligible burden of sigmglin the network, which is a relevant handicap in
links where resources are scarce (i.e. the wireless adogdsdm a NEMO to the infrastructure).
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5.7.1.1. Procedure of operation

= The MR obtains a certificate from the PKI, containing the Melbetwork Prefixes
associated to the MR.

= Each Binding Update sent by the MR to a CN on behalf of a MNNgsad with the
MR’s private key. The message also contains the MR’s prefitficate.

= The Correspondent Node, when receiving a Binding Updatirbthe prefix cer-
tificate associated with the HoA contained in the BU, andfiesriit. If the Binding
Update is valid, the CN adds an entry in its Binding Cache.

5.7.1.2. Analysis of the solution

In this approach, a high protection against identity asaiskprovided, but the major
drawback of this solution is the requirement of a global kdyaistructure, which is an un-
realistic requirement for the whole Internet nowadaysh@lgh it is a solution feasible in
more restricted environments).

Using prefix certificates introduces the non-trivial isstithe Prefix Ownership and this
problem is much more complex than the basic Address Owneishie that arises with
Mobile IP.

5.7.2. Delegation based on self-signed certificates

In this case, the MNN is assumed to have a Cryptographicalye@Gted Address (CGA)
as its HoA. As described in [Aur05], a C&4s an IPv6 address, which contains a set of bits
generated by hashing the IPv6 address owner’s public keyg. property allows the user to
provide a "proof of ownership” of its IPv6 address. On thespthand the MR (i.e. delegate)
has a certificate as follows:

CERT = [CGA, K]

Basically, the certificate states that the MR owning the igl®y K, is authorised
to bind a CoA to the CGA (MNN'’s HoA) included in the certificatén other words, the
MNN, identified by the CGA, delegates the right to send Bigdipdates (location update
messages) to a trusted node, the delegate, identifield oy . This certificate is signed
with the MNN’s private key associated to the CGA{; yn_).

Kynn-—

5.7.2.1. Procedure of operation

In this scenario, whenever a MNN-CN RO is needed, the MR pexddt on behalf of
the MNN and sends to the CN a location update message (BUndjike MNN’'s HoA to a
CoA. The process is the following: the Binding Update is simith the MR'’s private key
and it includes the certificate. When the CN receives thiatlon update message, it first
verifies the certificate using the MNN’s public key assoddtethe CGA (HoA of the BU)
and then it verifies the received message using the MR's bl (K»/r+), included in
the certificate.

8A more elaborated description of CGAs is provided in Sec8icdh2.1.
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5.7.2.2. Analysis of the solution

The main advantages of this approach are the following:

= |t does not require the deployment of a PKI infrastructurenisTis a crucial point
because assuming the availability of a global PKI infrattrce is not very realistic in
large networks (e.g., Internet), at least nowadays.

= On the other hand, it would be potentially compatible witiNEEAKZNO5].
Also, some drawbacks can be pointed out:

= The solution is not transparent for the CN, since any CN mndetstand the address
format and the procedures involved, which requires changethe software of the
CN.

5.7.3. Implicit Delegation

In this approach to the delegation of signalling rights,rehis not explicit delegation
from the Mobile Network Node to the Mobile Router. Instedte MNN gives to the MR
the right to send signalling on its behalf by accepting thee afsan address with a particular
structure (the address format is proposed in [vB04]).

5.7.3.1. Address format

This address (an IPv6 address) is composed of the netwoiik (8 bits) and the In-
terface ldentifier (64 bits). The network prefix is simply fiebile Network Prefix. The
Interface Identifier (1ID) is called a Crypto Based Host Ildier [vB04] and is created in
the following way:

IID = [4 control bits, 48 bit site identifier, 12 host bits]

The format for this IID is proposed and described in [vB04heT4 control bits are:
one reserved, one to distinguish between 80 bit identifiads &4 bit identifiers (in this
application we are only interested in 64 bit identifiers)] #me usual universal/local bit and
group bit. To ensure EUI-64 compatibility, [vB04] propogesset the u/l bit to "universal”
and the group bit to indicate a group address. Because welRavest bits, we will be able
to addres2'? = 4096 hosts, which seems to be large enough for a NEMO.

The site identifier contains cryptographic informationtthbows Correspondent Nodes
to verify that the address is used legitimately. The sitatifier must contain the follow-
ing information (this is different from what is proposed wB4] because of the reasons
explained in next section):

NEMO Site identifier = Hash(M NP, Kyrp+)
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5.7.3.2. Procedure of operation

A MR willing to serve a NEMO by sending the signalling on bdtadlits MNNs, must
generate a pair of keys: public/private. Then, it generates provides addresses (Home
Addresses or HoAs) to the MNNs. The addresses have the fexpétined in the previous
section.

If the MR wants to send a Binding Update on behalf of a MNN ofNiEMO to a
Correspondent Node, the MR signs the BU with its own privatg Khe MR also informs
the Correspondent Node of its public key and Mobile NetwargfiR (that must match the
one of the HoA included in the BU).

The CN can verify the address by re-calculating the Sitetlfien(it has the MR public
key and the NEMO Mobile Network Prefix) and checking that itchas that of the HoA.
Using the MR public key, the CN can also verify the authetytiof the BU.

An attacker cannot generate a fake BU that binds a certaintd@CoA. To be able to
do that, the attacker would need to authenticate the BU wjifivate key that corresponds
to the public key used to create the Site Identifier of the HoA.

An attacker can also try to generate pairs of public/prikees and create a dictionary
of 248 different Site Identifiers. Then, if the attacker detectssipular HoA that she wants
to attack, she only has to look up the public/private keyesponding to the Site Identifier
of the HoA in the dictionary. Using the Mobile Network Prefixthe calculation of the Site
Identifier makes this attack much more difficult, becausediegonary must include not
only Site Identifiers but also network prefixes?® x 264 entries.

Notice that in this section we focused on the conceptualsiddgahis mechanism, a
practical solution would use some improvements, for exanapsymmetric key could be
generated from the public/private key for doing authetitices less computationally costly.
Also, the particular hash algorithm or public key cipher Inoet are not analysed.

5.7.3.3. Analysis of the solution

The main advantage of this delegation solution is that ig sgnple. Nevertheless some
disadvantages can be pointed out:

1. It is incompatible with stateless address autoconfiguraand other solutions that
work with the IID as CGAs (what can have a negative effect iNBEor example).

2. The solution is not transparent for the CN, i.e. any CN nomsterstand the address
format and the procedures involved, which requires chatoyie software of the CN.

3. Itimposes a limit oR2'2 to the number of hosts in a NEMO. This does not seem to be
a great problem for a NEMO. A solution for this limitation wdube to use more than
one prefix in the NEMO (this, of course, uses address space).

5.7.4. Secure-delegation of signalling rights: summary ahfinal remarks

In this section, we have analysed the need of a delegatioheo§ignalling rights in
those environments in which a Route Optimisation for NEM@@strong cryptography is
required.
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The delegation of signalling rights can be done in an exphvely, by means of authori-
sation certificates, or, as it has been devised here, in ditityay, accepting the use of an
address with some particular characteristics.

Likely, the simplest solution, implicit delegation, has@keveral limitations (as incom-
patibilities with other mechanisms like SEND or stateleddrass auto-configuration). The
most flexible solution, the one based on PKI certificategjireq an important infrastructure.
The solution based on CGAs can be a good compromise betwegsiexdty and flexibility.

5.8. Conclusions

The NEMO Basic Support protocol [DWPTO05] enables whole weks to move and
change their point of attachment, transparently to the :ioflthe network. This solution in-
troduces some limitations and problems in terms of perfocadincreased delay in packet
delivery and packet overhead, decrease in available PMIdJHA becoming a bottleneck,
etc). To overcome these limitations we have designed antemented a Route Optimi-
sation solution: MIRON, that enables direct path commuivcabetween a node of the
mobile network — supporting any kind of node, with and withimobility capabilities — and
a Correspondent Node.

MIRON has two modes of operation: the MR performing all theuRoOptimisation
tasks on behalf of those nodes that are not mobility capalieis-working asProxy MR
[NZWTO06] — and an additional mechanism, based on PANA and BH@abling mobility-
capable nodes (i.e. Mobile Nodes attached to a NEMO) anctm®iite. nested Mobile
Routers) that actually have mobility and Route Optimisatapabilities to manage their
own Route Optimisation.

To validate the design of the solution and evaluate the bperéormance of it, a pro-
totype of MIRON was implemented in Linux. The NEMO Basic Sagpvas also imple-
mented so we could compare the results obtained with MIRONN thie basic solution for
network mobility. Tests involving TCP applications showbat the increased RTT per-
ceived by the nodes of a NEMO (due to the suboptimal pathvi@tb by packets) has a
severe impact on the performance (in terms of effectiveutinput, when sharing some
link with traffic from other active non-mobile TCP nodes).iF kffect is exacerbated when
NEMOs are nested. On the other hand, the same tests conduitteIRON showed a
better performance, by obtaining much higher effective Ti@Bughput than in the case of
the NEMO Basic Support, also in the case of nested networks.

The effect of packet overhead was described by means of digtiae analytical study
of the overhead that several protocols add to packets belptga VoIP application, such as
Skype. These results show that the packet overhead inedducthe NEMO Basic Support
protocol is significant for this kind of application, spdiyiavhen there is nesting.

We could also think about a long term NEMO Route Optimisasotutions that could
be developed without the constraints of keeping CNs (i.g.pmtential peer that a node in
the mobile network may have) unmodified. An interesting apph along this line is the
secure delegation of the signalling rights to the Mobile eouThree different solutions
based on this scheme have been proposed. We think that shteeenieed of working in the
design of NEMO RO solutions that, by taking advantage obuhiicing some changes on
Correspondent Nodes and/or Mobile Network Nodes, could ¢ rfficient than MIRON.
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But both types of solutions will coexist, because a largéaliesd base of legacy nodes will
require a solution like MIRON.

In conclusion, this chapter proposes a Route OptimisaioNEMO solution (MIRON),
that provides significant performance improvements oveNBEMO Basic Support protocol
and that is implemented only modifying the software in the SIRFNs, VMNSs, or CNs
do not need to be modified for MIRON to work, which facilitaté® deployment of the
solution. The validity of the solution has been proven by mglexperiments and tests with
an implementation for Linux.

We want to highlight that MIRON is cited in a document of th& ENEMO Working
Group that analyses the NEMO Route Optimisation soluti@cegNZWTO06], considering
MIRON as one of the reference solutions.



